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SUMMARY OF SUBJECT MATTER

T™w: Members, Subcommittee on Coast Guard and Maritime Transportation

FROM: Staff, Subcommittee on Coast Guard and Maritime Transportation and the
Subcommittee on Border and Maritime Security

RE: Joint Hearing on “An Examination of the Maritime Nuclear Smuggling Threat

and Other Port Security and Smuggling Risks in the UB

PURPOSE

The Subcommittee on Coast Guard and Maritime Transportation and the Subcommittee
on Border and Maritime Security will meet on July 7, 2016 at 10:00 am. in 2167 Rayburn House
Office Building, to hold a joint hearing to examine the efforts of the Department of Homeland
Security to prevent nuclear smuggling in United States Ports (11.8.). The Subcommittees will
hear from the U.S. Coast Guard, the Domestic Nuclear Detection Office, U.8. Customs and
Border Protection, National Nuclear Security Administration, the U.S. Government
Accountability Office, Los Alamos National Laboratories, the Maryvland Port Administration,
and the Lake Carriers™ Association. :

BACKGROUND

The U.S. maritime border includes 95,000 miles of open shoreline, 361 ports and an
Exclusive Economic Zone that spans 4.5 million square statute miles. These ports connect to
152,000 miles of railways, 460,000 miles of underground pipelines and 43,000 miles of interstate
highways. The U.S. relies on ocean transportation for 95 percent of cargo tonnage that moves in
and out of the country. U.S. Department of Transportation (DOT) data shows 8,588 commercial

vessels made 82,044 port calls in 2015 and 41.6 percent of U.S. foreign wade (by value) was
moved by vessel. LS. foreign trade by vessel was estimated at $1,562.5 billion in 2013,
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and users spanning the domestic and international public and private sectors. In the U.S., in
addition to large commercial vessels, the MTS includes approximately 11.8 million registered
U.S. recreational vessels and perhaps an additional four million unregistered recreational boaters,
82,000 fishing vessels, and 100,000 other commercial small vessels. These vessels generally fall
under the category of small vessels which are characterized as any watercraft regardless of
method of propulsion, less than 300 gross tons. They include commercial fishing vessels,
recreational boats and yachts, towing vessels, uninspected passenger vessels, or any other
commercial vessels involved in foreign or U.S. voyages. The small vessel community comprises
a large and diverse group of boat operators with varying levels of professional and recreational
training. These vessels share waterways with commercial and military traffic, and operate in the
vicinity of critical infrastructure, including bridges and waterfront facilities such as nuclear and
petrochemical plants. Boaters on U.S. waterways present a unique challenge for law enforcement
to detect and distinguish between legitimate vessel operators and those engaged in illicit
activities such as smuggling.

In April 2008, the Department of Homeland Security (DHS) National Small Vessel
Security Strategy (Strategy) was developed to address potential security and safety risks from
small vessels. It was intended to identify the potential for commercial or recreational small
vessels to be used to smuggle terrorists or weapons intoe the United States, as a stand-off weapon
platform, or as a direct attack method to deliver a water-borne
improvised explosive device (WBIED).

The overarching goals of the Strategy are to:

1. Enhance maritime security and safety based on a coherent
framework with a layered, innovative approach;

2. Develop and leverage a strong partnership with the small
vessel community and public and private sectors in order to
enhance maritime domain awareness;

3. Leverage technology to enhance the ability to detect, infer
intent, and when necessary, interdict small vessels that pose
a maritime security threat; and

4. Enbance cooperation among international, federal, state,
local, and tribal partners and the private sector, and in
coordination with the Department of State and other

relevant federal departments, agencies, and international Aarven the Nariti fisra
partners. Graphic on Maritime Governance from DHS

The Strategy focuses on reducing potential security and safety risks from small vessels
through the adoption and implementation of a coherent system of regimes (or rule sets, to
describe the desired state of the domain), awareness and security operations that strike the proper
balance between fundamental freedoms, adequate security and continued economic stability.
Based on the size and complexity of the maritime domain, DHS has chosen a risk-based decision
making process which relies on multi-layered system that includes international, national, state,
local, tribal, and industry partners.

The DHS Small Vessel Security Implementation Plan (Plan) was developed as a roadmap for
meeting the goals and objectives of the Strategy and is intended as a guidance document not a
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resourcing document. It defines the goals and objectives of the Strategy and outlines ongoing and
contemplated federal efforts of DHS components and other partners including Federal Bureau of
Investigation (FBI), Bureau of Alcohol, Tobacco, Firearms & Explosives (BATF), and
Department of Defense (DOD), to thwart threats to the homeland through the maritime domain.
Development of the Plan was initiated by a national Small Vessel Security Summit in 2007 and
builds upon input from federal, state, local and tribal authorities to improve Maritime Domain
Awareness (MDA). In January 2011, DHS published “Small Vessel Security Implementation
Plan Report to the Public.” The Plan itself is designated Sensitive Security Information, with
distribution only to pre-cleared stakeholders (e.g., members of the Area Maritime Security
Committees).

As envisioned in the Straregy, the Plan uses a layered approach to thwart adversaries by
increasing the likelihood of detection through a myriad of operational techniques. This approach
is designed to be flexible and to be implemented at the federal, state, and local levels to manage
specific risks related to maritime terrorism, crime, security, and safety in general.

Container Security

DHS uses a multilayered and risk based security approach that extends beyond the
domestic border and ports. Several agencies within the DHS are involved in monitoring threats
to the U.S. global supply chain and the movement of goods and materials into and out of the U.S.
According to DHS, its security measures take place at different locations, at different times, and
are implemented by different organizations based on their jurisdiction, The following
Congressional Budget Office (CBO) graphic shows security approaches for containers.

ot Ciee, ising
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U.S. Customs and Border Protection (CBP) has primary federal responsibility to ensure
that all imports and exports comply with U.S. laws and regulations. CBP works to balance the
three overarching U.S. import policies: 1) trade facilitation; 2) enforcement of trade laws; and 3)
import security. CBP initiatives focus on the goal of checking the security of cargo before it
reaches the U.S. Additionally, CBP uses a layered defense-in-depth system to counter nuclear
and other threats to U.S. ports. The layered defense-in-depth system is used to scan all containers
for radiation and images about five percent of them based on CBP’s risk assessment for all types
of threats.

The U.S. Coast Guard (USCG) has primary responsibility for the protection of life and
property at sea, as well as the enforcement of all applicable federal laws on, under, and over the
highs seas and U.S. waters. The USCG also coordinates all maritime security planning and is
responsible for the security of U.S. ports, harbors, waterways, vessels and waterfront facilities.

The Government Accountability Office’s (GAO) 2010 report entitled, Maritime Security
DHS Progress and Challenges in Key Areas of Port Security, notes DHS and its agencies have
strengthened risk management decisions through continually evolving risk assessment tools.
DHS and CBP have taken various actions to enhance maritime container security. The USCG
has initiated similar actions for port security.

The USCG requires all vessels to provide notice of arrival (NOA) to any U.S. port 96
hours in advance, an increase from the previous NOA requirement of 24 hours. In addition, the
notice must now include a listing of all persons on board, crew and passengers, with date of
birth, nationality, along with the appropriate passport or mariner’s document number. The notice
must also include the vessel name, country of registry, call sign, official number, the registered
owner of the vessel, the operator, the name of the classification society, a general description of
the cargo, and the date of departure from the last port along with that port's name.

The USCG uses the International Maritime Organization’s (IMQ) International Ship and
Port Facility Security (ISPS) Code in its International Port Security Program. The ISPS Code is a
global bench mark that measures the effectiveness of a country’s counterterrorism measures at a
port. USCG personnel visit foreign ports to determine compliance with [SPS. However, the 2010
GAQ report states that some countries have been reluctant to allow the USCG to conduct visits at
their ports due to concerns over sovereignty. Reciprocal arrangements and visits between the
USCG and foreign trade partners have helped gain cooperation. Vessels subject to ISPS Code
must maintain their security systems not only in port, but also in transit.

Per the Trade Act of 2002 (P.L. 107-210), cargo container manifests are required to be
submitted to CBP 24 hours before shipping containers are loaded at a foreign port onto a U.S.-
bound vessel. Other information collected by CBP, per the SAFE Port Act, is commonly referred
to as “10+2" shipper information. This information includes 10 elements provided from
importers (importer record number, consignee number, seller name and address, buyer name and
address, ship-to party name and address, manufacturer name and address, country of origin,
Harmonized Tariff Schedule, container location, consolidator (stuffer) name and address) and
two clements provided from ocean carriers (vessel stow plan and dail y messages with
information about container status changes). All of this data is sent to the CBP National
Targeting Center — Cargo (NTC-C) in Herndon, VA. CBP uses the data to conduct risk-based
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targeting through its Autormated Targeting System (ATS). which is a mathematical model that
uses weighted rules and algorithms to assign a risk score to arriving cargo shipments. ATS isa
decision support tool CBP uses to compare traveler, cargo, and conveyance information against
law enforcement intelligence and other data. Using this method, NTC-C screens 100 percent of
shipping container and vessel manifest data to determine what shipping containers are high-risk.

CBP runs two voluntary programs — the Container Security Initiative (CSI) and the
Customs-Trade Partnership Against Terrorism (C-TPAT) — which were codified in the SAFE
Port Act (6 U.S.C. 961). Under C-TPAT, partnerships are established with importers, carriers,
brokers, warehouse operators and manufacturers to improve security along the entire supply
chain. CBP, along with its C-TPAT partners, examine where cargo originate and assess the
physical security and integrity of the foreign suppliers, the background of the personnel involved
with the transaction, and the means by which goods are transported to the U.S. As of September
2014, C-TPAT had 10,834 program participants. In June 2014, C-TPAT officials signed a
mutual recognition arrangement with Israel’s Authorized Economic Operator (AEO) program to
further secure and facilitate global cargo trade and allow members of the two programs fewer
cargo exams and a faster validation process. The U.S. has similar C-TPAT arrangements with
New Zealand, Canada, Japan, Korea, Jordan, the European Union, and Taiwan and is working on
C-TPAT arrangements with Mexico, China, India, and Brazil.

The goal of the CSl is to reduce the vulnerability of shipping containers being used to
smuggle terrorists or terrorist weapons while accormmodating the need for efficiency in global
commerce. CBP initially focused implementation of CSI at the 60 largest foreign seaports
responsible for shipping the greatest number of shipping containers to the U.S. Ships departing
these ports carry approximately 80 percent of alt U.S. incoming containerized cargo. CBP reports
NTC-C provides targeting support for these 60 overseas CSI locations. In cooperation with the
host countries, CBP reported in 2013 that it reviewed 11,228,203 bills of lading and conducted
103,999 examinations of high-risk cargo. Since 2014, DHS has initiated new CS1 operations at
Port of Aqaba, Jordan, and finalized agreements with the Government of the People’s Republic
of China to add two additional ports to the existing CSI arrangement (see appendix for additional
information on container scanning).

CBP uses noa-intrusive technology for cargo entering and leaving U.S. ports. Radiation
Portal Monitors (RPMs), installed by the DHS, Domestic Nuclear Detection Office (DNDO) and
CBP, are capable of detecting radiation emanating from nuclear devices, dirty bombs, special
nuclear materials, natural sources and isotopes commonly used in medicine and industry. “Portal
technology” can detect even the weakest radiation and then use sophisticated computer software
to specifically identify the source. Any cargo container that triggers an alarm is set aside for
more scanning or inspections. Radiological readings are sent to Laboratories and Scientific
Services when further adjudication (the process to identify the type or nature of the material and
assess the potential threat) is needed. CBP officers also carry radiation isotope identification
devices (RUD) which can identify the radiation source, which can include potentially dangerous
materials (e.g., plutonium), or benign materials (e.g., kitty litter and granite).

The DNDO has a mission to counter the risk of nuclear terrorism in the U.S. by
continuously improving capabilities to deter, detect. respond to, and attribute attacks, in
coordination with domestic (federal agencies, state, tribal, and local governments) and

3
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international (foreign governments) partners. DNDO works with federal partners — Departments
of Defense, Energy, Justice, and State, the Intelligence Community and the Nuclear Regulatory
Commission — to develop the Global Nuclear Domestic Architecture (GNDA). GNDA is a multi-
layered, world-wide network that combines 74 independent federal programs, projects, or
activities to detect and interdict nuclear smuggling in foreign countries, at the U.S. border, and
within the U.S. It includes sensors, telecommunications, and personnel, along with supporting
information exchanges, programs, and protocols. These tools serve collectively to detect,
analyze, and report on nuclear and radiological materials that are out of regulatory control.

DNDO works with its federal and non-federal partners to determine gaps in the GNDA
and implements coordinated research programs to develop new technologies and protocols to
address those gaps. End users of the technologies developed include CBP, USCG, Transportation
Security Administration, and state, local, and tribal law enforcement agencies. DNDO is made
up of seven Directorates. DNDO’s Transformational and Applied Research (TAR) Directorate
determines what research initiatives to prioritize and fund. During fiscal years 2008-2013,
DNDO obligated roughly $350 million for 189 rescarch and development projects, of which
approximately $103 million went to 48 projects focused on detecting shielded nuclear material.

WITNESS LIST
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106 Percent Container Scanning

The SAFE Port Act (6 U.S.C. 982), as amended by the 9/11 Commission Act, required
100 percent scanning of U.S.-bound shipping containers by 2012. GAO noted in its June 22,
2015, report entitled U.S. Customs and Border Protection: Trade Facilitation, Enforcement, and
Security that 100 percent scanning had not been achieved and the feasibility of 100 percent
scanning remained unproven. The June 2015 GAO report referred to a 2012 CBO estimate which
determined that implementation of 100 percent scanning would cost an average of $8 million per
shipping lane and total $16.8 billion for all U.S.-bound containers. GAQ also noted that most Nil
scanning of shipping containers occurs in U.S. ports, not at foreign ports.

Under the SAFE Port Act the DHS Secretary can issue two-year extensions for foreign
ports that are unable to meet the 100 percent scanning requirement. Two-year extensions for all
ports were made in May 2012, in May 2014, and most recently by Secretary Johnson on May 2.
2016. Secretary Johnson noted in his 2014 letter to Congress that DHS s ability to fully comply
with 100 percent scanning is highly improbable.

On May 2, 2016, Secretary Johnson issued a Request for Information (RFI) in an effort to
find information, recommendations, or solutions that would allow the DHS to reach its mandate
of “100 percent overseas scanning”™ of cargo to protect the U.S, against radiological and nuclear
threats. The scope of the RFI includes containerized and non-containerized maritime cargo
departing forcign seaports and bound for the U.S. Both technical and non-technical approaches
are being sought and should support the following outcomes: increase in the amount of U.S.-
bound maritime cargo scanned; improve global radiological/nuclear detection capability and
capacity; and reduce nuclear and other radioactive materials out of regulatory control in the
global maritime shipping environment. The submission deadline was June 6, 2016.






AN EXAMINATION OF THE MARITIME NU-
CLEAR SMUGGLING THREAT AND OTHER
PORT SECURITY AND SMUGGLING RISKS IN
THE UNITED STATES

THURSDAY, JULY 7, 2016

HOUSE OF REPRESENTATIVES,

SUBCOMMITTEE ON COAST GUARD AND MARITIME

TRANSPORTATION,
COMMITTEE ON TRANSPORTATION AND INFRASTRUCTURE,
JOINT WITH THE

SUBCOMMITTEE ON BORDER AND MARITIME SECURITY,
COMMITTEE ON HOMELAND SECURITY,

Washington, DC.

The subcommittees met, pursuant to notice, at 10:08 a.m. in
room 2167, Rayburn House Office Building, Hon. Duncan Hunter
(Chairman of the Subcommittee on Coast Guard and Maritime
Transportation) presiding.

Mr. HUNTER. The subcommittee will come to order.

The subcommittee is meeting today to examine the efforts of the
Department of Homeland Security to prevent the smuggling of nu-
clear materials in U.S. ports and other port security risks. This
hearing follows last year’s hearing which examined the prevention
and response to a dirty bomb at a U.S. port. And we had a classi-
fied hearing yesterday. We are going to make sure and skirt
around those topics which we talked about yesterday and we are
not going to talk about today in an open hearing.

It seems clear that Islamic extremists aspire to carry out a radio-
logical or nuclear attack, so this is a threat that we obviously need
to take seriously. If anybody succeeds even once, the consequences
would be catastrophic. To be prepared, we must ensure that we
have the proper screening and response protocols in place.

Today we will continue to review these efforts as well as the
broader governmental efforts to reduce threats to our ports and our
borders. I want to thank Chairwoman Martha McSally, who will be
here momentarily, and the House Committee on Homeland Secu-
rity for agreeing to explore this important topic in a joint hearing.

The security of our maritime ports and borders remains a serious
concern for the United States. Our Nation relies on the commerce
that flows through our ports including the more than 41 percent
of foreign trade that is moved on vessels every year. Providing ade-
quate security requires an innovative, multifaceted approach which
has to begin far from U.S. shores and has to be flexible enough to
keep pace with the ever-changing threats to our national security.
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After 9/11, security measures were enacted to better protect our
homeland by expanding efforts to detect and deter threats over-
seas. These efforts include screening cargo manifests before con-
tainers are loaded onto a U.S.-bound ship, scanning shipping con-
tainers that have been determined to be high-risk, screening ship
personnel data, and tracking ships and their cargo as they make
their way to our shores. Despite these efforts, we want to make
sure that we are still employing the best technology to detect the
presence of nuclear or radiological material in containerized cargo.

However, containers are not the only avenue for smuggling
harmful materials and weapons into the U.S. ports. Small vessels
pose an equally devastating threat and are just as difficult as con-
tainers to determine legitimate uses from potential threats. Com-
mercial and recreational small vessels can easily blend into the
daily activity of U.S. waterways and can be converted to stand-off
weapons platforms, or used as direct attacks to deliver a water-
borne IED [improvised explosive device].

We will hear from our witnesses today on how the Federal Gov-
ernment deploys a whole-of-government, layered approach includ-
ing law enforcement, technology, and intelligence to detect, deter,
and interdict potential threats. These internal measures are com-
bined with treaties and agreements with foreign governments to
conduct cooperative enforcement efforts overseas. That is one of the
things that I found most interesting about what we are going to
hear about today, is how far out we reach and the nations that
work with us to make us safe back here at home.

I look forward to continuing our discussion from last year and
learning more about the ongoing efforts to keep our ports and Na-
tion safe.

With that, I yield to Chairwoman McSally.

Ms. McSALLY. Thank you, Mr. Chairman. And thanks for our
witnesses’ comments today on this very important topic. We had a
good discussion in the classified realm yesterday, and look forward
to a good discussion today on this very serious threat.

We know that terrorist organizations, in my lifetime, in 26 years
in the military, have been plotting and wanting to do the maximum
amount of harm to our country and our way of life and our inter-
ests. The worst-case scenario that both my colleague and I, as we
served in the military, was always a combination of terrorist orga-
nizations and weapons of mass destruction of various kinds. And
in my role in homeland security we have addressed some of these
other biological, chemical threats. Today I appreciate that we are
highlighting the radiological and nuclear potential threats of that
nexus between terrorist organizations getting access to these dead-
ly weapons.

We learned in my time in the military that threat equals capa-
bility plus intent. We have seen, through open-source reporting,
that they clearly have the intent, you know, to maximize harm
against America, the West, and our way of life. Certainly they have
declared that intent through whatever means possible, and the
devastation that would come from having such a capability in an
attack would be severe, as we know, not just for the death and the
loss of life and the impact on the economy, but also the fear that
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it would invoke, which is, you know, certainly a motivation of the
terrorists.

So, as we look at now the capability—and I know we are in an
unclassified realm—I look forward to hearing from our experts
today about what the threat is. Now, we don’t want to be tipping
our hand or highlighting to the enemy any of our vulnerabilities,
so we need to be very careful as we are highlighting what these
threats are, so that we can make sure that we are doing everything
we can through a whole-of-society, whole-of-government, with our
partners, in order to address and mitigate and detect and interdict
these threats.

We need to make sure that we highlight this in hearings like
today so that we are doing all that we can to make sure that we
are stopping any sort of attack from a radiological or a nuclear
weapon from a terrorist organization like ISIS [Islamic State of
Iraq and Syrial.

There are many pathways that these individuals could use in
order to bring a weapon like this into our country. I live in a south-
ern border district. That is certainly one pathway. Coming in
through air, coming in through maritime, through our seaports of
entry, small boats, all these types of things are ones that—we have
seen the drug supply come through. And so I am interested to, you
know, hear from our witnesses specifically about the threat. And
again, to the maximum extent possible in the unclassified realm,
you know, what we are doing about it and what more we could do
about it.

We do know that there has been just, again, recent reports re-
vealing radiological nuclear material being lost or stolen several
times a year, especially in Russia and other former Soviet States.
Just as an example, several years ago FBI [Federal Bureau of In-
vestigation] was involved in a sting operation that disrupted the
sale of cesium which would have been enough to contaminate sev-
eral city blocks. So this is the type of threat.

The weapons-grade nuclear capability and the radiological threat
that we are very interested in investigating further today, we ap-
gref{iate the expertise and the service of our witnesses. And I yield

ack.

Mr. HUNTER. I thank the gentlelady. Mr. Garamendi is recog-
nized. You are all lucky. You get four opening statements instead
of two today. You’re welcome.

Mr. GARAMENDI. Reviewing my statement earlier today and real-
izing there are four opening statements, Mr. Chairman, I would
ask unanimous consent that my statement be in the record, and I
will simply summarize very, very quickly, so that we can get on
with hearing from the witnesses.

We have got about 95,000 miles of coastal area in the United
States. We have got 360 ports of various sizes around the Nation,
and islands, and so forth, all of which present an opportunity for
bad things to happen. We are going to talk about those nuclear
issues, the biological issues, all of those, and I look forward to hear-
ing from the witnesses.

A very complex issue in many, many ways, but one that we have
to deal with. Dirty bombs, real bombs, biological issues, and quite
possibly we are now learning with Zika and yellow fever that it
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may just be a human that is infected coming in from an African
port or a South American port that could initiate a major public
health crisis in the United States.

And so these threats are real, they have to be addressed. The
witnesses are well versed in these issues, and I am looking forward
to hearing from them. And with that I yield back.

Mr. HUNTER. I thank the ranking member. Mr. Vela is recog-
nized.

Mr. VELA. I would essentially adopt the comments of my col-
leagues and, for the sake of time, I would just say that I represent
about 200 miles of the Gulf of Mexico along the—right along the
U.S.-Mexico border in south Texas. But for the sake of time I would
also yield back.

Mr. HUNTER. All right. We begin our first panel today with Rear
Admiral Linda Fagan, the Coast Guard’s Deputy Commandant for
Operations, Policy, and Capabilities.

Rear Admiral Fagan, you are recognized to make your statement.

TESTIMONY OF REAR ADMIRAL LINDA L. FAGAN, DEPUTY
COMMANDANT FOR OPERATIONS, POLICY, AND CAPABILI-
TIES, U.S. COAST GUARD; L. WAYNE BRASURE, PH.D., ACTING
DIRECTOR, DOMESTIC NUCLEAR DETECTION OFFICE; TODD
C. OWEN, EXECUTIVE ASSISTANT COMMISSIONER, OFFICE
OF FIELD OPERATIONS, U.S. CUSTOMS AND BORDER PRO-
TECTION; AND ANNE HARRINGTON, DEPUTY ADMINIS-
TRATOR FOR DEFENSE NUCLEAR NONPROLIFERATION, NA-
TIONAL NUCLEAR SECURITY ADMINISTRATION

Admiral FAGAN. Good morning, Chairman Hunter, thank you.
Chairman McSally, Ranking Member Garamendi, Ranking Member
Vela, and distinguished members of the subcommittees, it is my
pleasure to be here today to discuss the Coast Guard’s efforts in
preventing smuggling in U.S. ports. I thank you for your strong
support of the Coast Guard and our men and women in uniform.
It is a pleasure to be here alongside my Department of Homeland
Security colleagues, Assistant Commissioner Owen, Director
Brasure, as well as our Department of Energy partner, Deputy Ad-
ministrator Harrington.

My complete statement has been provided to the subcommittee
and I ask that it be entered into the record.

By leveraging our expansive legal authorities, offshore maritime
presence, and utilizing a layered approach to maritime border secu-
rity, the Coast Guard pushes maritime border security and enforce-
ment out well beyond the Nation’s shoreline and exclusive eco-
nomic zones. As a member of the intelligence community, and
through strategic relationships with our interagency and inter-
national partners, we detect, deter, and counter threats as early
and as far from the U.S. shores as possible.

The persistent threats that we face include illegal migration,
human trafficking, illicit flow of drugs, and smuggling of weapons
of mass destruction. My testimony today will focus on the layered
Coast Guard efforts to prevent smuggling of nuclear devices into
U.S. ports. However, many of the initiatives, programs, and capa-
bilities I will highlight enable the Coast Guard to prevent and re-
spond to a multitude of threats we face.
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The Coast Guard’s efforts to prevent smuggling of nuclear de-
vices into U.S. ports and shores begins overseas. By leveraging
international partnerships, as well as the International Port Secu-
rity Program, the Coast Guard performs in-country port security
assessments to determine the effectiveness of security and
antiterrorism measures of our foreign training partners.

Since the program’s inception in 2004, we have visited 150 coun-
tries and evaluated 1,200 port facilities. The Coast Guard main-
tains more than 40 maritime bilateral law enforcement agreements
and 11 bilateral proliferation security initiative ship-boarding en-
gagements. These agreements facilitate international cooperation
and allow Coast Guard teams to board and search vessels at sea
suspected of carrying illicit shipments of weapons of mass destruc-
tion, their delivery systems, or related materials.

The Coast Guard’s membership within the intelligence commu-
nity provides global situation awareness, analysis, interagency col-
laboration, opportunities with various counterterrorism compo-
nents, including the Central Intelligence Agency, National
Counterterrorism Center, and the Federal Bureau of Investigation.
Direct, timely intelligence is a key enabler across a broad spectrum
of threats.

Cargo crosses the ocean and nears our shores. Coast Guard per-
sonnel located with the Customs and Border Protection National
Targeting Center screens ship, crew, and passenger information. In
2015 there were over 121,000 notice-of-arrivals and 32 million crew
and passenger records screened by this team.

As ships arrive in American waters, our authorities through the
Maritime Transportation Security Act provide a robust regime of
security plan approval and compliance inspections for both mari-
time facilities and vessels.

Area Maritime Security Committees provide a recurring forum
for key agencies and partners to address risks at each port.
Through these committees we have training programs that focus on
preventing and responding to transportation security incidents, and
these are regularly exercised in the ports. And, for example, since
2003 the Coast Guard has partaken or participated in over two
dozen dirty bomb scenarios through this exercise program.

Focusing specifically on the nuclear threat, in 2004 the Coast
Guard developed and implemented a Servicewide Maritime Radi-
ation Detection Program, partnering with the Domestic Nuclear
Detection Office. We use their standards in all of our ships, and
boarding officers are equipped with detection devices.

Providing significant and unique maritime response capabilities,
the Coast Guard’s Maritime Security Response Teams are able to
detect and identify nuclear and radiological material and protect
personnel in both routine and hostile situations. Should the coun-
try face a—knowledge of a radiological or nuclear device being sus-
pected of smuggling, we would use the interagency maritime oper-
ational threat response protocols to bring in interagency coordina-
tion together to ensure an appropriate Government response.

The Coast Guard’s response to a nuclear detonation in the mari-
time domain would be part of a larger interagency effort to bring
the most appropriate national resources and capabilities to bear.
We focus on the safety of American lives and the swift restoration
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of commerce. Our unique maritime authorities, jurisdiction, and ca-
pabilities ensure the Coast Guard can provide security, command-
and-control, transportation, and support to other agencies that
need to operate in the maritime today.

For over two centuries the U.S. Coast Guard has safeguarded our
Nation’s maritime interests. A nuclear threat response scenario
would require a whole-of-government coordinated interagency ef-
fort. The Coast Guard’s layered security strategy, day-to-day oper-
ations, and coordination across the Government ensure that we are
virlell-positioned to address the broad range of offshore and coastal
threats.

I have only touched on a few of these layers in my opening com-
ments, and I look forward to discussing these and other vital work
the men and women of the Coast Guard do every day during your
questions.

Thank you for the opportunity to appear before you today, and
thank you for your continued support of the United States Coast
Guard. Thank you.

Mr. HUNTER. Thanks, Admiral. Our next witness is Dr. Wayne
Brasure, the Acting Director of the Domestic Nuclear Detection Of-
fice.

Dr. Brasure, you are recognized.

Dr. BRASURE. Good morning, Chairman Hunter, Chairwoman
MecSally, Ranking Member Garamendi, Ranking Member Vela, and
distinguished members of the subcommittees. Thank you for the
opportunity to be here with my colleagues from the Department of
Homeland Security and the Department of Energy to discuss ef-
forts to prevent smuggling at U.S. ports.

An attack on U.S. territory with a nuclear device or radiological
dispersal device would have grave consequences. At the Domestic
Nuclear Detection Office, or DNDO, we have a singular focus: pre-
venting nuclear terrorism. It cannot be accomplished by any one
agency. In fact, it takes a whole-of-enterprise approach. We work
closely with our Federal, State, local, tribal, territorial, and inter-
national partners, as well as those in the national laboratories, in-
dustry and academia.

DNDO was established to develop, in coordination with the inter-
agency, the Global Nuclear Detection Architecture, or the GNDA.
The GNDA is a framework for detecting, analyzing, and reporting
nuclealr and other radioactive materials that are out of regulatory
control.

In our work to enhance the GNDA we rely on a critical triad of
intelligence, law enforcement, and technical capabilities. Our strat-
egy is to provide effective technologies to well-trained law enforce-
ment and public safety officials as they conduct intelligence-driven
operations. Through a multilayered, multifaceted defense-in-depth
approach, our objective is to make nuclear terrorism a prohibitively
difficult undertaking for the adversary. We take into account the
geographic layers of the GNDA, both international and domestic, as
well as the pathways through which the material can be transited,
such as the maritime and aviation pathways.

And so, our efforts to secure the homeland begin overseas, work-
ing closely with our interagency partners which have responsibility
for implementing the international component of the GNDA. With
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these partners and with multilateral organizations, the DNDO
works to develop and share guidance, best practices, and training
for the international community.

Ultimately, building a Global Nuclear Detection Architecture re-
lies on sovereign foreign partners developing and enhancing their
own national detection programs. The collective efforts abroad help
ensure that illicit nuclear or other radioactive material or devices
can be interdicted before they arrive at our shores.

As part of DNDO’s responsibilities to implement the domestic
component of the GNDA, we equip DHS [Department of Homeland
Security] operational components with radiation detection systems
for use at our ports of entry, along our land and maritime borders,
and within the United States. In particular, DNDO equips both
U.S. Coast Guard and U.S. Customs and Border Protection with ra-
diation detection equipment.

Today all Coast Guard boarding parties are equipped with detec-
tion devices. At our seaports of entry, CBP [U.S. Customs and Bor-
der Protection] scans nearly 100 percent of all incoming container-
ized cargo for radiological and nuclear threats. DNDO has acquired
systems for the Coast Guard and CBP to detect threats when en-
countering small vessels. We recently procured a new technology
called Human Portable Tripwire to enable our partners to more
quickly detect, identify, and adjudicate alarms relating to nuclear
and other radioactive sources.

Building operational capability across the Federal, State, and
local enterprise is also critical. DNDO is presently working with 36
of the Coast Guard’s Area Maritime Security Committees. Through
these committees we can share information and intelligence, assist
with alarm adjudication, and provide technical support to our oper-
ational partners as they build their nuclear detection programs.

In the event of an interdiction of radioactive materials or an act
of radiological or nuclear terrorism, the U.S. Government would
need rampant accurate attribution based on sound scientific evi-
dence. For this reason, we enhance the Nation’s capabilities in
technical nuclear forensics which, when coupled with intelligence
and law enforcement information, support such determinations.

To bolster readiness of the U.S. Government’s nuclear forensics
capability in the maritime environment, we recently led the plan-
ning for and also participated in an exercise where an interagency
task force coordinated the collection of simulated forensic evidence
at sea.

Advancing the operational readiness of partners will ensure that
leadership has the evidence so they can hold fully accountable any
State, terrorist group, or other nonstate actor that supports or en-
ables terrorist efforts to obtain or use weapons of mass destruction.
An act of nuclear terrorism would have profound consequences for
our Nation and the world. With your support, we will continue to
work with our partners to bolster defenses to secure maritime ports
and our homeland from nuclear terrorism.

Thank you for this opportunity, and I look forward to your ques-
tions.

Mr. HUNTER. Thank you, Doctor. Our next witness is Mr. Todd
Owen, Executive Assistant Commissioner of the Office of Field Op-
erations for U.S. Customs and Border Protection.



Mr. Owen, you are recognized.

Mr. OWEN. Thank you. Good morning, Chairman Hunter, Chair-
woman McSally, Ranking Members Garamendi and Vela, and es-
teemed members of the subcommittees. Thank you for the oppor-
tunity to testify here today to discuss the role of U.S. Customs and
Border Protection in the prevention and detection of smuggling ac-
tivities at our ports of entry, an important responsibility we share
with our partners here today.

As the lead DHS agency for border security, CBP works closely
with our domestic and international partners to protect the Nation
from a variety of dynamic threats, including those posed by con-
tainerized cargo arriving at our air, land, and sea ports. Before my
appointment as the Executive Assistant Commissioner for the Of-
fice of Field Operations in February of 2015, I served in numerous
capacities within CBP, most recently as the Director of Field Oper-
ations for the Greater Los Angeles area, including the L.A./Long
Beach seaport. I have also served as the Executive Director over
all of CBP’s cargo security programs, and I know firsthand how
complex cargo security operations are, and how valuable our pro-
grams and partnerships are to our national security.

Since the September 11 terrorist attacks, CBP has established
security partnerships, enhanced our targeting and risk assessment
programs, and invested in advance technology, all essential ele-
ments to our multilayer approach to protecting the Nation from the
arrival of dangerous materials, including radiological and nuclear
materials, at our ports of entry. CBP has several key programs
that enhance our ability to assess cargo for risk, examine high-risk
shipments at the earliest possible point, and increase the security
of the supply chain. And I would like to highlight just a few of
these efforts today.

First, CBP receives advanced information on every cargo ship-
ment, every vessel, and every person before they arrive at our ports
of entry.

Second, our advance targeting techniques use the advanced data
to enhance our ability to assess risk associated with these cargo
shipments and with the entities involved. The National Targeting
Center, using the Automated Targeting System, has developed
state-of-the-art capabilities to assess cargo shipments before they
are laid and on board vessels destined for the United States.

Third, our partnerships, those with DHS and our other Federal
partners, private industry, and foreign counterparts, increase infor-
mation-sharing and enhance our domain awareness, our targeting
capabilities, and the ability to intercept threats approaching our
borders.

Pushing our security efforts outward, the Container Security Ini-
tiative, which was established specifically to prevent the use of
maritime containerized cargo to transport a weapon of mass effect
or destruction, enables CBP to work with foreign authorities to
identify and examine potentially high-risk maritime containers at
the first foreign ports, before they are laid and on board a vessel
destined for the U.S. CBP now has 60 Container Security Initiative
ports in 35 countries, and we screen over 80 percent of the mari-
time containerized cargo before it heads to the United States.
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And finally, in partnership with DNDO, CBP has deployed nu-
clear and radiological detection equipment, including radiation por-
tal monitors, radio isotope identification devices, and personal radi-
ation detectors, nationwide. Using radiation portal monitors at our
ports of entry, CBP is able to scan 100 percent of all mail and ex-
press consignment parcels, 100 percent of all truck cargo and per-
sonally owned vehicles arriving from Canada and Mexico, and 100
percent of all arriving maritime containerized cargo for the pres-
ence of radiological or nuclear materials.

CBP’s detection technology, targeting capabilities, and partner-
ships are strategically aligned to prevent the arrival of dangerous
materials or a dangerous weapon at a U.S. port. However, if such
an event were to occur, CBP has established contingency plans and
standard procedures to ensure a coordinated and effective response.
In the event CBP detects a suspected radioactive source, all per-
sonnel are trained in secure, isolate, and notify protocols. The cargo
is secured, the immediate area is isolated, and the scientific ex-
perts are notified. CBP scientists at the CBP Teleforensic Center
in northern Virginia will confer with the Department of Energy,
and, when necessary, refer the findings to the FBI to coordinate
the appropriate response. All of these elements are part of a com-
prehensive cargo security strategy that enables CBP to identify and
address the potential use of containerized cargo to transport
radiologic weapons before they arrive at our Nation’s ports of entry.

Thank you for the opportunity to testify today, and I will be
happy to answer your questions.

Mr. HUNTER. Thanks, Mr. Owen. Our next witness is Ms. Anne
Harrington, the Deputy Administrator for Defense Nuclear Non-
proliferation at the National Nuclear Security Administration.

Ms. Harrington, you are recognized.

Ms. HARRINGTON. Thank you. Chairman Hunter, Chairwoman
McSally, Ranking Members Garamendi and Vela, and distin-
guished members of the subcommittees, thank you for giving me
the opportunity to discuss the Department of Energy’s National
Nuclear Security Administration’s efforts to detect, deter, and in-
vestigate the illicit smuggling of nuclear and other radioactive ma-
terials. My full statement has been provided and I ask that it be
entered into the record.

I am also very pleased to be appearing today with colleagues
from the Department of Homeland Security. You should look at the
four witnesses in front of you as a team, because that is, indeed,
how we work.

Securing nuclear and radiological materials from theft, diversion,
or trafficking is a critical element of U.S. national security strat-
egy. Despite significant progress over the last 20 years by inter-
national cooperative programs, gaps remain and interest in acquir-
ing these materials persist.

The threat landscape as we see it today includes over 30 coun-
tries with weapon-usable nuclear material stored at hundreds of
sites, with the largest inventory in Russia; more than 100 countries
with radiological material stored at thousands of sites, many of
which lack adequate security; a demonstrated black market for nu-
clear and radiological materials, as shown by recent interdictions
in Georgia and Moldova; and terrorist groups that have taken root
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in ungoverned or undergoverned spaces, compounded by the emer-
gence of Daesh or ISIL [Islamic State of Irag and the Levant], a
pseudostate with demonstrated capability to conduct international
terrorist operations and an expressed interest in acquiring and
using radiological and possibly nuclear materials against Western
interests.

We take our job seriously because the consequences are so high.
The use of a high-yield, improvised nuclear device, or IND, in a
major U.S. city would cause hundreds of thousands of fatalities.
The use of a radiological dispersal device, or RDD, would not cause
the same loss of human life, but would be highly destabilizing, with
broad physical, economic, and psychological consequences, demand-
ing significant resources and a multifaceted response.

To counter this threat, the U.S. Government uses multiple means
to prevent terrorists from obtaining nuclear and radiological mate-
rials. Within my organization, the Office of Defense Nuclear Non-
proliferation, our Global Material Security program specializes in
collaborating with partners worldwide to build sustainable capacity
to secure nuclear weapons, weapons-usable materials, and radio-
logical material, and to detect and investigate illicit trafficking of
those materials.

We serve as the farthest exterior ring of protection for the United
States. Our approach is simple: our first line of defense is to secure
nuclear and radiological material at the source, and not allow it to
be removed from regulatory control. Recognizing that this may not
be enough, we have a second line of defense: our Nuclear Smug-
gling Detection and Deterrence program, or NSDD.

NSDD is a critical component of the Global Nuclear Detection
Architecture. We deploy radiation detection systems internationally
at official crossing points along rugged, unofficial borders in dis-
puted territories which we call green borders, and along maritime
borders, or blue borders, and at internal locations for law enforce-
ment operations, working with our foreign partners, much the way
tshe Department of Homeland Security works within the United

tates.

More importantly, our goal is to build the capacity, infrastruc-
ture, and relationships necessary to sustain these efforts into the
future, and to cooperate with us in those efforts. The GNDA is
predicated on a layered defense of law enforcement, intelligence,
and technology to maximize a system of detection and deterrence
capability. In the words of DHS’s Domestic Nuclear Detection Of-
fice, NSDD is the largest single program in the exterior layer, and
provides significant potential to stop a U.S.-bound terrorist attack
outside our borders.

We have equipped 585 sites, including 46 large-container sea-
ports, have provided 104 mobile radiation detection vans, and
countless other handheld equipment. With this technology comes
training, exercises, and sustainment support.

We also focus on sustainability, and have already transitioned 85
percent of our installations to full support by the host countries.
We have taken important steps in countering the nuclear and radi-
ological smuggling threat by developing a range of technologies, as
already mentioned by our friends in DNDO, and we work closely
together to establish the standards for those technologies.
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NSDD’s ability to adapt to an evolving threat, engage diverse
international partnerships, and its ongoing collaboration with the
interagency and with international organizations uniquely position
this program to remain a leader in deploying and sustaining core
elements of the Global Nuclear Detection Architecture, with the ul-
timate goal of preventing the use of a nuclear weapon or dirty
bomb in the United States.

Thank you for your attention, and I will be happy to respond to
your questions.

Mr. HUNTER. Thank you, Ms. Harrington. I am now going to rec-
ognize Members for questioning.

I guess the one thing that I am going to comment on is this.
With terrorism and Islamic extremism where it is now, and the
ability for nonstate actors to get ahold of nuclear weapons, or to get
ahold of radiological weapons, or let’s just say weapons of mass de-
struction of any kind, to have it nonattributable to any State, so
there is no reciprocity, there is no mutually assured destruction,
there is no deterrent for a nonstate actor to do something bad to
the United States on a grand scale, because we would have no an-
swer. If they came from Syria, we are not going to nuke Syria. If
they came from a bad part of the world and they were nonstate ac-
tors, there is nothing we can do back to them as a deterrent. And
these are people that will kill themselves and blow themselves up
to kill 20 Americans, let alone 20,000 Americans.

So I guess my question is this. Do you see—and this is for every-
body—do you see a weapon of mass destruction going off in the
United States as inevitable in the next 25 years? Do we need to
get right of the boom, as opposed to left of the boom? We talk about
getting left, going out as far as we can for the materials and every-
thing. But do you think that it is inevitable that you will have a
device go off at some point in the United States by a nonstate
actor, and there is nothing we can do about it? So that is my ques-
tion.

Dr. BRASURE. I will begin to attempt to answer that question. I
would say my answer focuses on we are doing everything we can
to prevent that from happening. So in my world, my strategy, our
teamwork is designed to prevent that by taking a holistic, risk-
based, and multifaceted approach to securing the materials domes-
tically and abroad, as well as setting up the detection and interdic-
tion infrastructure to preclude that from actually occurring.

I would also say that I cannot speak for the consequences, but
what I can speak to are the technical capabilities in the national
technical nuclear forensics arena, and I will assure you we are de-
veloping and we have a capability that we continue to improve to
attribute the either interdicted materials or, with our interagency
colleagues and some of the other programs, a post—you know,
right-of-boom event to actually do the attribution to find out the
source of the material.

And so, I would say between those two elements, with respect to
the prevention as well as the very real threat of an attribution
through various means, including technical nuclear forensics, that
again we strive to avoid that scenario from happening in the next
25 years and beyond.
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Ms. HARRINGTON. If I could add briefly to that, Mr. Garamendi
mentioned the biological threat in his opening remarks, and that
certainly is a very serious one. But unlike biological and chemical
and even conventional explosive threats, where the material to
make a weapon is so ubiquitous that it is difficult to control, in our
universe it is all about the material. Without the material, nothing
happens.

And you can have all the expertise and all the accompanying
technology you want, but without the material, the damage doesn’t
happen. So our focus is, first and foremost, identifying where the
material is—and that, as we discussed yesterday, is an issue be-
tween us and the intelligence community, but that is a very close
collaboration; identify what the opportunities are to either elimi-
nate the material, preferably, all together, or if not eliminate it, se-
cure it.

If we can’t secure it, then make sure we have a detection ring
around that material or around that country to give us the highest
level of confidence that we will see that material move if it is out
of regulatory control. It doesn’t necessarily mean it always will be
stopped, but as long as we know that something is in motion, then
we can work with our partners, you know, in the United States in
ports around the world, because of the partnerships we have devel-
oped, for that early warning system to kick in.

But that is why it is so absolutely critical to push this protective
ring that we are developing as far beyond our borders as humanly
possible.

Mr. HUNTER. That is all I have got. If no one else has an answer
to that one, I am going to recognize Ms. McSally.

Ms. McSaLLy. Thank you, Mr. Chairman. So I just want to scope
the threat again, just—based from your testimonies. So we know
there is, you know, basically 30 countries that we are working
with, or are available for nuclear material as source, 100 with radi-
ological is what you mentioned. We have got a very active black
market, as you all mentioned. According to some open source re-
ports, since December 31, 2014, there have been 2,700 cases re-
ported to the IAEA [International Atomic Energy Agency] volun-
tarily by 100 countries of illicit trafficking of nuclear and radio-
logical material. So those are the ones that are voluntarily re-
ported.

Just, you know, one example, again, from an article in Moldova,
in 2011 an informant was able to buy a highly enriched uranium
in a green sack out of a Lexus parked near a circus in Moldova’s
capital. This is just an example of the challenge that we are deal-
ing with.

ISIS is now present in—with affiliates, organized affiliates—in at
least 20 countries, with foreign fighters coming from 120 different
countries from all over the world. So this is just scoping the chal-
lenge.

You talk about partnering with countries in order to make sure
we are preventing on the outer ring. So, in my mind, if—who are
the—I guess I would think Russia would be a big challenge. I think
Moldova is a country of concern. So, in your expertise, who are the
most challenging countries for either lack of capacity, lack of posi-
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tive control, or lack of partnership that we are talking about here
for source of material?

And I don’t know if—whoever wants to answer it, Ms. Har-
rington or Dr. Brasure.

Ms. HARRINGTON. Well, let me try to answer that in an unclassi-
fied way.

One of the big challenges that we confront is, again, the shifting
nature of the challenge. So in the past, we have been extremely fo-
cused, for example, on the very large stockpile of defense-related
material in Russia. And we invested over 20 years of cooperative
activity. We feel that, as a result of that cooperative activity, the
standards and the practices were improved significantly.

We don’t have insight into how those are being sustained any
longer, and that causes us concern. But in response to that we have
significantly accelerated—and I would say done so with a number
of other partners, our European colleagues, Japan, Australia—we
have an organization called the Global Partnership, where we
bring funds and pool funds in order to improve these capabilities,
for example, in Moldova, in Georgia, Ukraine, et cetera. So those
activities are underway, and

Ms. McSALLY. So if I hear you, I mean, Russia is a concern now
due to lack of cooperation, mostly, lack of insight into what is real-
ly going on, whether there is positive control or not. Is that fair?

Ms. HARRINGTON. That is a fair statement.

Ms. McSALLY. OK. And other countries of concern in the unclas-
sified realm—I mean Moldova—I mean, just looking at an article
why Moldova might be the most dangerous place on earth, because
of this issue. That is a concern to me. I mean can you just share
some other perspectives, whether you can in the unclassified, of the
countries of concern?

Ms. HARRINGTON. Well, I would say, in general, we have excel-
lent cooperation, for example, with countries like Moldova, like
Georgia, like Ukraine, those perimeter countries, because they
don’t want this

Ms. McSALLY. Right.

I;I/Is. HARRINGTON [continuing]. Material passing through them,
either.

Ms. McSALLY. So that is a good cooperation, but maybe lack of
totle;l?positive control. But at least they are cooperating with us,
right?

Ms. HARRINGTON. Absolutely.

Ms. McSaALLy. OK.

Ms. HARRINGTON. Absolutely.

Ms. McSALLY. Great. Mr. Owen, could we clarify? In your testi-
mony you talked about 100 percent of containers, 100 percent of ve-
hicles are scanned when they are coming in to the country. But you
are talking about the radiological scanning. But the physical, the
x-ray scanning, is more like 3 or 4 percent, is what I understand.
And concerns about shielding or false positives, and what are we
doing to maybe close the gap between what is actually being phys-
ically scanned versus, you know, what is being radiologically
scanned, I just want to clarify it.

Mr. OWEN. Right, and that is correct, 100 percent of the cargo
does pass through a radiation portal monitor at whichever border
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crossing it is coming through. So we do have 100 percent coverage
for the radiation scanning. A much smaller subset of those con-
tainers that we determine to be higher risk are then sent for an
x ray, if you will, a large-scale—different types of intrusive systems
to see what is inside the containers.

Those decisions are based on the targeting information that we
receive, and our National Targeting Center has a very strong pro-
tocol, if you will, where we take not only the manifest information
that the shipper provides, the importer information that the im-
porting company will provide, we marry that up with our law en-
forcement databases, our trade databases, and most importantly,
the information that we have from our intelligence community, as
well as our international partners. All of those factors will deter-
mine that smaller subset, which is about 3.7 percent right now of
those containers that we look at for highest risk.

Now, overseas we look at—of that 3.7 percent, about 1 percent
of that is actually inspected overseas as part of our Container Secu-
rity Initiative.

Ms. McSALLY. Of the 3 percent, 1 percent——

Mr. OWEN. Of the 3 percent, so it is about 1.1 percent overseas
before it heads our way, and about another 2.6 upon arrival, so
about 3.7 in total.

Ms. McSALLy. OK, great. My time has expired. Thanks, Mr.
Chairman.

Mr. HUNTER. I thank the gentlelady. The ranking member from
California is recognized.

Mr. GARAMENDI. I want to thank the witnesses for all of their
testimony. There are so many pieces to this puzzle. The outer ring,
Ms. Harrington, and the work that you have done there—my col-
league, Congresswoman McSally, went into the Russia issue in
some detail. Just one additional question on that.

What efforts, if any, are being made to reengage with Russia on
this issue?

Ms. HARRINGTON. Thank you for that question. We have never
completely disengaged from Russia, particularly in the non-
proliferation, disarmament, threat reduction sphere. We have kept
some of that interaction alive, mostly through technical exchanges,
best practices exchanges, because if the geopolitics ever permit, we,
of course, would want to be working with Russia again, not only
in Russia but perhaps teaming with Russia to work in other chal-
lenging places of the world. We are the two big players in the nu-
clear world.

Mr. GARAMENDI. Well, having said that, it appears as though the
engagement is at a very low level. That is, not terribly active. Is
that the case?

Ms. HARRINGTON. It is at a marginal level right now, yes.

Mr. GARAMENDI. What steps are being made to—are being under-
taken to enhance the engagement?

Ms. HARRINGTON. In——

Mr. GARAMENDI. Like, when is your next trip to Russia?

[Laughter.]

Ms. HARRINGTON. I have not been to Russia in a while. But we
have staff on the ground in Russia, literally, every week. So it is
not that we are not present. We
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Mr. GARAMENDI. This issue of engagement with Russia goes way
beyond this particular set of concerns. And it seems to me that it
is in the interest of Russia and the United States to enhance our
engagement at every level: parliamentarian, military, nuclear, and
the rest. And so I would encourage you to get on the airplane.

Next question, Mr. Owens. And maybe this goes beyond you to
Dr. Brasure also, and that has to do with the secure freight initia-
tive, which was at one point in six ports, and now appears to be
only one port. Could you describe that situation, and why it has
gone from six to one? And should it be more than just the port in
Pakistan?

Mr. OWEN. Yes, absolutely. Back in 2006, 2007, we began to ex-
plore the idea of 100 percent scanning, where you would have the
radiation screening as well as the x-ray screening before the con-
tainer was put on the ship. We piloted this in six locations. We
were in Qasim, Pakistan; we were in a terminal in South Korea;
a terminal in Hong Kong; Port of Cortes, Honduras; Salalah,
Oman; and in Southampton in the U.K.

Lots of different challenges that came up from the diplomatic, to
having our personnel overseas. There were environmental issues,
there was the biggest, which was the throughput of the cargo and
the impact at having 100 percent x raying would take place.

The way these two systems work, the passive scanning of radi-
ation is very—quite simple. The container passes through. If there
is any radiation emitting, the technology will detect that. The chal-
lenge becomes with the x raying of the cargo, because that is a very
manual process. Using the different technologies, an operator has
to do different things to try to see if there is a threat. And that
will slow down the process of the cargo flowing through the ports.

When you have gate traffic—and some of these ports we piloted
in it was all gate traffic, so the cargo all arrived at an entry gate
in—you can set up a suite of technology that will allow you to per-
form 100 percent scanning, realizing there will be some impact.

However, in most of your largest container ports around the
world, it is transshipment ports. You have ship-to-ship, barge-to-
ship, rail-to-ship, which presents a whole other challenge in terms
of the flow of the cargo. So, after 4 years of testing this, we docu-
mented all of the different challenges, again, along the diplomatic,
the operational, the impact, the limitations to the technology, and
we decided that we would continue in the places that offer the
greatest strategic benefit, that being Qasim, Pakistan—68,000 con-
tainers last year that came out of Qasim. Every one of those was
scanned for radiation and an x ray was performed, the data being
sent to our National Targeting Center here, in Virginia, where a
U.S. CBP officer makes that go/no-go decision if that cargo is load-
ed on the vessel.

In the last year we have also expanded that same operation to
Port of Aqaba in Jordan for obvious reasons. So that is the ap-
proach that we are taking. Where can 100 percent scanning add
the greatest value to enhance our overall security overseas?

Mr. GARAMENDI. And that takes us to yesterday’s hearing on the
classified——

Mr. OWEN. Yes, sir.

Mr. GARAMENDI [continuing]. Piece of it. Good.
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A question to all of you, and that is resources, as in money. And
I would like all of you to address this issue of funding, which is
our problem. Do you have adequate funding to carry out the tasks
that you have been assigned? Let’s start with the Coast Guard.

Admiral FAGAN. Thank you. As you know, the Coast Guard par-
ticipates in this mission from a layered approach. And as you go
from the overseas international arena into the offshore, the ap-
proach is in the transit zone, and you know we are engaged in a
major recapitalization of some of our aging cutter fleet designed to
deploy exactly into those approaches in the—thinking specifically of
the offshore patrol—

Mr. GARAMENDI. I don’t need to hear all the task of the Coast
Guard. The question was do you have adequate funding for this
specific task that we are discussing today?

Admiral FAGAN. We are doing everything that we can within the
mission zone with the resources that we have today.

Mr. GARAMENDI. Well, you danced around the answer. The an-
swer is not appreciated. Either you have adequate funding or you
do not. If you do not, we need to know. I mean that is our job. It
is our job to provide the funding necessary to protect America, and
your job is to carry it out. And right now your job is to answer the
question. Do you have adequate funding to carry out this specific
task?

Admiral FAGAN. We have adequate funding to carry out the
task——

Mr. GARAMENDI. Very good.

Admiral FAGAN [continuing]. As Coast Guard.

Dr. BRASURE. Yes, sir. We also apply the resources we have. And
in DNDO we apply them using a risk-based strategy across all
areas. And we support the President’s budget submission.

Mr. OWEN. And we have a workload staffing model that identi-
fies the resources that we need, and the resource staffing model
shows that we are 2,107 officers below what we need to carry out
the resources. About 500 of those are directed towards seaports. So,
on the personnel side, we do have a model that has been validated
by independent groups that show we need additional resources,
about 500, for the seaports.

Also concerned about the aging technology that we have in our
ports of entry, as well.

Mr. GARAMENDI. Thank you.

Ms. HARRINGTON. We have adequate funding for the mission re-
quirements, but I would point out that affecting the budget of one
piece of this layered defense affects how everybody is able to imple-
ment, because this is really that integrated. So, if the Coast Guard
or Customs and Border Protection, or particularly DNDO is af-
fected in the budget world, then that has an impact on our ability
to execute.

Also, I don’t want to get into this—it is as painful for Congress
as it is for us—but CRs [continuing resolutions] are not a good way
to plan and execute programs.

Mr. GARAMENDI. Thank you. I yield.

Ms. McSALLY [presiding]. Thank you. The Chair now recognizes
Mr. Gibbs from Ohio.
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Mr. GiBBS. Thank you, Chairwoman. I represent the Great Lakes
region, and I realize ports are their major economic drivers, and
understand it is important to make sure of port security.

I want to talk a little bit about container security. In 2010 there
was a GAO [U.S. Government Accountability Office] report that
said that some countries are reluctant to comply with the inter-
national port security code due to concerns over sovereignty. And
can you kind of give us—any one of you, I guess—this international
port security is now—is it uniformly followed by our U.S. trading
partners, or is there still concerns with sovereignty?

Admiral FAGAN. The—as I mentioned in my opening comments,
the—one of the programs the Coast Guard operates is the Inter-
national Port Security Liaison Officer Program, where we have vis-
ited 150 countries and 1,200 ports, and have generally found quite
good compliance as we have made those visits. There have been a
small number of ports that have not adequately met that inter-
national standard, and we have protocols in for identifying those
countries and increasing the scrutiny, the inspection, and the
screening regime for ships that would have called from those par-
ticular ports.

But generally, compliance is generally good with a few small ex-
ceptions.

Mr. GiBBS. What kind of numbers on an annual basis that, you
know—that—ships been refused entry or—you know, what is kind
of—how often has this occurred, it is a problem that they are not
in compliance?

And then also, you know, what—is there a particular country or
area that has been more of a problem for clients?

Admiral FAGAN. I will get you the specifics on which countries
and what numbers of ship arrivals we experienced from those coun-
tries. This is part of the advance notice of arrival screening process.
The last five ports of call we look at crew, you know, passengers,
containers, part of the National Targeting Center—the Customs
and Border Protection mentioned we have a Coast Guard contin-
gent over there. It becomes part of a seamless screening process,
looking at the risk profile of a vessel before it comes to the United
States, and decisions are made as to whether that vessel needs to
be boarded offshore, allowed in port. Again, looking at the totality
of the risk profile.

I can get you specifics on what number of ship calls we have had,
particularly from the countries that have had a port that is prob-
lematic from a compliance

[The information follows:]

If a country is found to have poor implementation of the ISPS code’s secu-
rity recommendations, it may be considered by the Coast Guard as having
inadequate antiterrorism measures and as authorized by law, the Coast
Guard may impose conditions of entry (COE) on vessels arriving from that
country or a particular port or facility. Such vessels are subject to a range
of port State control actions, beginning with a COE verification of their se-
curity measures to mitigate risks, up to and including denial of entry.

In 2015, 8,925 individual foreign vessels from 81 different flag administra-
tions made 73,752 port calls to the United States. The Coast Guard con-
ducted 1,712 COE verifications. In 2015, the bulk of the COE verifications
were aboard vessels that visited Venezuela, Nigeria, Cote d’Ivoire, and
Equatorial Guinea in their last five ports of call before arriving in the
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United States. Of the 1,712 COE verifications, 24 vessels were issued “de-
nial of entry” operational controls. None of the 24 were issued due to the

vessels’ noncompliance with the COEs, or due to noncompliance with the
ISPS code.

With regards to ISPS compliance (not COE), there were 15 “IMO-related”
denial of entry operational controls since the ISPS code was adopted. Only
one was recorded as being issued to a vessel for failure to implement the
ISPS code. That occurred in 2011.

Mr. GiBBS. But you feel pretty comfortable that the program is
working, that compliance with our trading partners is improving?
Or is there something we can do more to enhance that?

Admiral FAGAN. No, the program is quite mature and is working
quite well, and I am very comfortable with the interagency coordi-
nation and communication that occurs as that vessel approaches
the United States, and that there will not be a—sort of no surprise
when a ship actually arrives then in the U.S. waters with regard
to what the potential risk profile—be it from a last port of call that
may have had a compliance issue.

Mr. GiBBs. Thank you. I yield back, Chairman.

Ms. McSALLY. The gentleman yields back. The Chair now recog-
nizes Ms. Hahn from California.

Ms. HAHN. Thank you. I appreciate us holding this hearing
today. Port security has really been my top issue since I have come
to Congress. I represent the Port of Los Angeles and the complex
of Long Beach in Los Angeles is within my backyard. So, as Amer-
ica’s port, you know, representing almost—you know, it depends.
Using around 42 percent of all the trade coming into this country
comes through our ports; Todd and I have worked together on a
number of issues.

But I will tell you, since 9/11 my concern has really increased in
terms of something happening at one of our ports. Because of the
nature of 9/11, certainly Congress has been more focused on avia-
tion security because that was the nature of the attacks that day.
And I think we have done a pretty amazing job at really changing
the way we behave, and changing the way people fly.

But I really believe that we have not done the same for the ports
in this country. I take it very personal and very—I am very respon-
sible about keeping the people of my district safe, but also under-
standing what an attack at one of our ports would mean to our na-
tional and, dare I say, global economy.

I was happy 2012 that my legislation called the GAPS Act [Gaug-
ing American Port Security Act], which would have required DHS
to identify remaining gaps in our Nation’s port security, passed the
House. And in last year’s appropriations bill, my amendment re-
quiring an assessment of cybersecurity risks at our Nation’s most
at-risk ports was included and passed. And I am looking forward
to seeing the findings that are going to come out in August of that
report.

And I am hoping, after today’s hearing, Congress will also seri-
ously take into consideration my other bill called the SCAN Act
[Scan Containers Absolutely Now Act], which would create a pilot
program to test the implementation of 100 percent scanning tech-
nology at two selected ports in this country.
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And Todd, I am going to direct my questions to you. It is a little
disturbing when you keep saying 100 percent scanning, because
that is really not the intent of the law that Congress passed in
2006 called the SAFE Port Act [Security and Accountability for
Every Port Act]. That was 100 percent scanning using radiation
and x ray. So for you to keep saying 100 percent scanning of all
containers coming in our ports is really not accurate, and 1 wish
you wouldn’t say that, because it makes people believe that we are
following what Congress intended.

And it was unfortunate that Secretary Jeh Johnson has said 100
percent screening and scanning is not the best use of taxpayer re-
sources, and they are delaying yet again Congress’ will by another
3 years.

You know, the CBO [Congressional Budget Office] estimated that
meeting that mandate would cost about $22 billion to $32 billion
over the course of 10 years, but we know—and that seems like a
lot of money, but we know in 2002, when the west coast ports
locked out the workers, we finally quantified that it was a $1
billion- to $2 billion-per-day hit to our economy. That lockout lasted
10 days, so there is your $20 billion right there. And if something
were to happen at one of our ports, I think the economic risk, not
to mention the loss of lives, would be enormous to this country.

Let’s say—you know, I really want to know what you think
about—because people say—you are included—most everybody
here said it would slow down commerce if we did 100 percent scan-
ning the way Congress intended. But I have never seen that to be
proven, one way or another. And my bill would say, fine, let’s test
it at two ports. Let’s have 100 percent scanning, radiation and x
ray. Let’s see. Because I believe there is technology that exists
today that will accomplish both, that will keep us safe but will not
slow commerce down.

If Congress decided to pass my bill, and we had a pilot program
at two ports, what do you think—is there—do you think there is
equipment that you would recommend that we could purchase or
could use in testing this thing? I want somebody to prove me
wrong, because I don’t think I am wrong on this one.

Mr. OWEN. Well, again, with the—the way the law defined 100
percent scanning, it was the radiation and the x ray.

Ms. HAHN. Right.
hMr. OWEN. The radiation piece is doable, we are already doing
that.

Ms. HAHN. Right.

Mr. OWEN. We are doing that all around the world. It is the x-
ray piece.

Ms. HAHN. Right.

Mr. OWEN. I have not seen a piece of x-ray technology that has
yet to offer automatic anomaly detection. Every piece that I have
seen still requires intervention from an operator to identify where
the anomalies are, and that takes time.

As you know, Los Angeles, Long Beach, 13,000 containers a day.
Under your act we would scan and x ray 13,000 containers a day.
U.S. Customs and Border Protection currently has 10 pieces of non-
intrusive inspection equipment to do that. We cannot do 13,000
containers a day in Los Angeles with the equipment that we have.
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So I think it is still an issue of the technology

Ms. HAHN. Do you think there is technology out there that could
solve this problem that maybe you have not tried yet?

Mr. OWEN. I have not yet seen technology that can solve the
problem. I know the vendors are working towards technology that
can solve the problem, but I have not yet seen it deployed or in an
operational setting, where it would not add to the further conges-
tion of the ports. So I think that is something we need to keep in
mind, too.

You mentioned the $22 billion to $32 billion that the CBO report
last month mentions. That does not include the reciprocal costs if
foreign governments require the same actions in our ports. So if we
had to scan every container leaving the U.S. to go foreign—because
that is the requirement we have placed on them—I would argue
there would be a detrimental impact on the throughput of the com-
merce through our ports, as well.

Ms. HAHN. You know, and I know my time is up, and—but, you
know, I will tell you I just don’t buy that. And I am sorry, and I
will say every single day that I think our ports are some of our
most vulnerable entryways into this country. And until we act on
what Congress decided, 100 percent scanning, I don’t think we are
going to have the safety and security we need. And I think slowing
down commerce is certainly not my first option, but the alternative,
what would happen to slow down commerce in this country, nation-
ally and globally, if one of our major ports were to have an incident
that shut them down, is unthinkable to me.

And I hope we move forward with 100 percent scanning some
day. I think that that should be our goal. I think we should move
toward it. And I think there is technology out there. And the more,
by the way—and this is my last statement—but the more, by the
way, we begin to agree to that goal, we are opening up a great op-
portunity for entrepreneurs and businesspeople to begin developing
technology. But as long as we are shutting the door on that mar-
ket, I don’t think we are going to see the kind of technology that
I know we are capable of creating to do both, keep us safe and
move commerce.

Thank you very much for the extra time. You know my passion
about this.

Mr. HUNTER [presiding]. I thank the gentlelady. And our next
panel is going to be a bunch of super-smart people on technology.
So I hope you will stick around for that.

With that, Mr. Curbelo is recognized.

Mr. CURBELO. Mr. Chairman, thank you for this opportunity, and
I thank all the witnesses for coming this morning.

Admiral, a question for you. What is the Coast Guard doing to
monitor potential risk from small-vessel attacks in U.S. ports, and
distinguish between legitimate vessel operators and those engaged
in illicit activities? This is of particular interest to us in south Flor-
ida. We have many small vessels in our waters. Please, go ahead.

Admiral FAGAN. Thank you. As you know, the small-vessel threat
is exceedingly complex, and there is no one single agency that can,
you know, counter the threat from small vessels and, you know,
constant vigilance is a—is an important element in the small-vessel
threat realm.
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Within the ports—and I can speak specifically from my time as
the captain of the port in New York—there are a number of, you
know, coordinating and communicating mechanisms through the
Area Maritime Security Committee and others that help bring the
other entities together to look at and understand what the risk and
the threat streams may be.

I am confident that within the law enforcement and the intel-
ligence information flow into those coordinating communicating
mechanisms, that we have got a whole-of-government, including
Federal, State, and local partner, look at this threat stream, as
well as others that may confront a port community in the United
States.

Mr. CURBELO. So it seems a daunting task to track small-vessel
activity. Can you get into the degree of coordination you have with
local authorities to help extend the Coast Guard’s reach and really
monitor this as much as possible?

Admiral FAGAN. Yes. So the Coast Guard coordination—you
know, we have talked about at the international level, I will talk
very specifically now at the port level. And again, to my personal
experience in the Port of New York, there were over 200 agencies
that we were regularly coordinating and communicating with.
There are daily phone calls with some of the key law enforcement
partners and agencies to get at and share information exactly on
threat streams, small vessels or otherwise.

That level of information and collaboration and coordination has
never been better. There are other—you know, whether AIS [auto-
matic identification system] and other technical means that then
also allow insights into the number of vessels that are out there,
and where that threat stream may be. Intelligence and law enforce-
ment information really become powerful enablers as we look to
counter threats from small vessels.

Mr. CURBELO. Also your testimony states the Coast Guard con-
ducts over 400 routine inspections in general law enforcement
boardings every day to ensure vessels comply with international
maritime law and safety standards, applicable U.S. law and regula-
tions, and any control procedures required to access the Nation’s
ports.

Well, what are the infractions that are typical of one of these
boardings or inspections?

Admiral FAGAN. So if it is a large commercial vessel, we have
talked about the screening, the advance notice screening. The in-
fraction could be denial of entry into the United States of the ves-
sel. The captain of the port has a broad range of authorities and
responsibilities, and would be well within that individual’s author-
ity to prevent a vessel from entering, to hold a vessel in port re-
quiring certain safety and security and environmental compliance
regulations be met before that vessel moves, all the way down to—
and in the small recreational vessel community it could be a viola-
tion for failure to carry lifejackets. It runs the full breadth of safe-
ty, security, environmental, and the sort of follow-on actions are
commensurate with what

Mr. CURBELO. Do you have a rough estimate of how many of
these approximately 400 daily boardings are small vessels?

Admiral FAGAN. I do not have it, but I can get that for you——
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Mr. CURBELO. Sure.

Admiral FAGAN [continuing]. Exactly what, you know, the num-
ber of large-vessel boardings, the small-vessel—what we call a 4100
boarding, how many of those are occurring each day. And I will
provide you a more detailed breakdown.

[The information follows:]

The Coast Guard averaged over 400 boardings or inspections per day in
FY15. The below table includes confirmed boardings of small (less than 300
gross tons) and/or recreational vessels, large (greater than 300 gross tons)
vessels, and Safety/Security/Compliance Inspections of U.S.-flagged or for-
eign-flagged vessels.

Foreign-
Flagged Vsl
Inspections

Large Vsl Small Vsl U.S.-Flagged
FY2015 Total Boardings Boardings Vsl Inspections

Annual 157,169 15,512 52,495 56,378 33,079

Daily Avg. 434 42 144 156 92

Mr. CURBELO. Thank you, Admiral.

Mr. Chairman, I yield back.

Mr. HUNTER. I thank the gentleman. Mrs. Torres is recognized.

Mrs. TORRES. Thank you, Mr. Chairman. I want to associate my-
self with the comments given by my colleague that represents the
Port of Los Angeles and Long Beach. I represent the 35th Congres-
sional District. Everything that comes through those two ports
makes its way to my district. We have lots of warehouses. Logistics
is the business of the district.

So, yes, I am very, very concerned about containers coming
through, whether it is coming through the Alameda corridor or it
is coming through by truck on the I-10 or the Route 60 freeway,
which are regularly overcrowded with commuters trying to make
their way to and from their jobs in Los Angeles to the Inland Em-
pire.

It is alarming to me that we have continued to ask for exten-
sions. In this last request to extend this 100-percent check, is this
your last request? I mean what assurances do we have that you ac-
tually have the technical expertise to deliver on your promise to
Congress that you could meet the requirement given?

Dr. BRASURE. So what we are doing in response to the Sec-
retary’s new look at the legislation is to—we have put out an RFI,
request for information, to look broadly at both material and non-
material solutions to the 100-percent overseas scanning. And we re-
ceived—we targeted not just technology solutions, but broadly look
into the private sector, for instance, to gain their insights, port op-
erators, trade unions, just broadly and innovatively across the over-
all enterprise.

We received approximately 30 responses back last month, and
my team at DNDO is right now evaluating those responses. And
indeed, they came from not only technology companies, but all the
entities I just mentioned, they responded.

So, once we evaluate those, we expect to hold meetings in ses-
sions with the successful respondents in the August-to-September
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timeframe, and we would be happy to come back and brief you
on——

Mrs. TORRES. So these 30 new responses, they are different from
what previously you have received? And how are they different?

Dr. BRASURE. So they are different because we looked, again,
more broadly beyond technology companies. And I would like to
point out that, with respect to technology companies, we are cur-
rently piloting and evaluating technologies that could be applied to
100 percent scanning, and we are in various stages of evaluation
in pilots for such technology solutions.

But again, the RFI is addressing more broadly inputs from,
again, the private sector and looking to them for their solutions,
and they are sharing in this 100-percent scanning activity.

Mrs. TORRES. Rear Admiral, in your testimony you state that the
Coast Guard conducts foreign port assessments and have visited
more than 1,200 port facilities. Does the Coast Guard share those
results of the security assessments with U.S. ports, such as the
Port of Los Angeles and the Port of Long Beach?

Admiral FAGAN. So the outcome of those port visits and port as-
sessments factor into our risk-based screening, as we determine
what the risk portfolio around a large commercial—presenting to
the United States from a passenger and cargo and crew standpoint,
and that is then factored in to, you know, the decisions on whether
you are going to do boarding offshore at the anchorage, or into the
port.

In cases where there is a particular concern, say, with a crew-
member that you are concerned may get off the ship, there are
then, you know, additional security measures that are coordinated,
you know, through the Coast Guard and the captain of the port au-
thorities. I am not sure how much is publicly shared in the unclas-
sified realm, but I do know it is very fundamental to our valuation
of risk associated with a ship because of having called at one of
those

Mrs. TORRES. I am more concerned——

Admiral FAGAN [continuing]. A port that might not——

Mrs. TORRES [continuing]. Ma’am, about sharing lessons learned,
you know, what you are learning about potential risks, not nec-
essarily attached to, you know, personnel, but logistics types of
risks, where we could do a better job sharing information with the
port authorities, as well as—I want to make sure that you are in-
cluding—and this is for all of you—don’t forget that, you know, the
shipments that you are not inspecting eventually make their way
to l(;ﬁstricts like myself, putting millions and millions of people at
risk.

And I think, you know, we really need to look at and consider
what is the life—the cost of the lives of these millions of people
that are being put at risk when we fall down and continue to ask
for extensions? I understand, you know, that there are technical
challenges, but at some point we need you to deliver on what Con-
gress has asked you to do.

And with that I yield back.

Mr. HUNTER. I thank the gentlelady. And I would like to point
out, too, to Ms. Hahn, we have the RFI that the Department of
Homeland Security has put out to—an open RFI that said, “Hey,
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come one, come all, bring your technology, bring your best stuff, we
want to see it, we want to do this,” right? It is right here. If any-
body would like to see this, too, we have it on hand.

Ladies and gentlemen, thank you very much for your time, for
your service to our Nation, and for doing what you do. Because
without you we wouldn’t have—we would not be as safe as we are
now. And I just hope that you are always seeing the new chal-
lenges coming up and—especially when, once again, when people
will kill themselves to kill 20 Americans, they will happily sacrifice
their lives to Allah to kill thousands of Americans. I think that
that raises the stakes. Like Ms. McSally said, when you put in—
when you combine terrorists with weapons of mass destruction, it
is a whole new ball game. And that is where we are right now.

So thank you very much, and we can have our next panel of wit-
nesses come up. Thank you. And I will go ahead and introduce
them now.

On our second panel of witnesses, Ms. Jennifer Grover is the Di-
rector of Homeland Security and Justice for the U.S. GAO. She will
be the first to present testimony. Then we have Dr. Gregory
Canavan, a senior fellow of the Los Alamos National Laboratories;
Mr. David Espie, the director of security at the Port of Baltimore;
and the final witness, Mr. James Weakley, president of the Lake
Carriers’ Association.

And I would like to preface this next panel. I would hope that
everybody that was on the next panel was present here during the
first panel. And if you could, let’s talk about what we just heard.
We had a classified hearing yesterday, we just had this hearing
now, and you just heard how our Government offices are trying to
treat any kind of weapons of mass destruction, from the far-flung
areas of Moldova and Georgia and Ukraine all the way to our
shores, checking small boats and also checking with other countries
and having them help us by checking stuff as it leaves their na-
tions.

So, Ms. Grover, if you would start, and I don’t necessarily have
any questions specifically for this panel, but I would like you to
comment on what you just heard. Because, I mean, that is the
American security system you just saw for weapons of mass de-
struction. They were just here, they just talked, so I am curious
what your take is. Thank you.

TESTIMONY OF JENNIFER A. GROVER, DIRECTOR, HOMELAND
SECURITY AND JUSTICE, U.S. GOVERNMENT ACCOUNT-
ABILITY OFFICE; GREGORY H. CANAVAN, PH.D., SENIOR FEL-
LOW, LOS ALAMOS NATIONAL LABORATORIES; DAVID A.
ESPIE, DIRECTOR OF SECURITY, MARYLAND PORT ADMINIS-
TRATION, PORT OF BALTIMORE, ON BEHALF OF THE AMER-
ICAN ASSOCIATION OF PORT AUTHORITIES; AND JAMES H.I.
WEAKLEY, PRESIDENT, LAKE CARRIERS’ ASSOCIATION

Ms. GROVER. Yes, sir. Good morning, Chairman Hunter, Chair-
woman McSally, Ranking Member Garamendi. I will focus most of
my comments today on the perspectives that you heard from CBP.

With about 12 million cargo shipments arriving each year, the
U.S. maritime ports do indeed remain vulnerable to smuggling.
CBP has determined that it does not have the resources to examine
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every shipment. So, instead, what they are doing is counteracting
the smuggling threat by identifying and examining the high-risk
shipments. Yet, ensuring that this approach functions properly is
indeed still a work in progress.

So, I will focus on two points. First of all, how does—how well
does CBP do in identifying those high-risk shipments for examina-
tion? And then, secondly, how well do they do in actually exam-
ining the high-risk shipments that have been identified?

So, the automated targeted system is the heart of CBP’s ability
to identify those high-risk shipments that could contain weapons of
mass destruction, illegal drugs, counterfeit goods, or other prohib-
ited items. The system works by designating every shipment as
low, medium, or high risk, based on a broad range of information
that is submitted by importers, vessel carriers, intelligence, and
other Government and public sources. It is used to identify the
high-risk cargo before it is loaded onto vessels at the foreign ports,
as well as to identify high-risk shipments approaching the U.S.
ports. Thus, it is essential that the system be accurate.

In 2012, GAO found that CBP updated this system without eval-
uating the impact of the update on the accuracy of the targeting.
At the time, CBP’s data on its targeting accuracy suggested consid-
erable room for improvement. Specifically, of all the shipments
found during examination to include contraband, such as guns or
drug shipments, only 6 percent had been identified by the targeting
system as high risk. Now, this is data from 2011 and 2012, because
this was from a 2012 report.

In other words, the remaining 94 percent of shipments that were
actually found to have contraband during examination had been
identified as low or medium risk by the system. Also, at the time,
CBP did not have a target accuracy rate, which was limiting their
ability to monitor progress in the area.

Now, last year, CBP responded to GAO’s recommendations by
setting a target accuracy rate, and by requiring that future system
updates should evaluate the impact that it would have on accuracy,
as well as on workload. And therefore, they are in a better position
to monitor the accuracy, going forward. And I can tell you that the
targeting accuracy rate now is significantly improved over where it
was in 2012, and the component continues to refine the targeting
and the method for analysis.

So now let me just take a minute or two and talk about how well
CBP does at ensuring that those high-risk shipments are actually
examined after they have been identified. So CBP’s policy is that
every high-risk shipment must be examined, unless the exam has
been waived by a CBP officer. In a 2015 report we found that, of
the roughly 120,000 high-risk maritime shipments that are proc-
essed each year—that were processed each year, 2009 through
2013, most, about 90 percent, were actually examined.

But CBP did not have good data on the disposition of the other
10 percent that should have been waived. Our review of the data
showed that some of those shipments weren’t actually high risk, so
they would not have needed to be examined. Some were examined
and recorded improperly, but there were some that were not
waived, but also not examined, in violation of CBP policy. And
among those that had been waived, we found that the CBP officers
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varied in their understanding of the waiver categories and criteria,
which could lead some shipments to be examined unnecessarily in
a waste of resources, and other shipments waived that should have
been examined.

So, we made several recommendations which CBP has addressed.
They have new guidance and policy that should enhance consist-
ency across CBP officers, thus leading to greater assurances that
all of the high-risk cargo will either be examined or waived, as ap-
propriate.

So just one or two other points on some of the issues that came
up today, and that is to acknowledge that maritime ports are in-
deed vulnerable to smuggling by means other than cargo con-
tainers.

Small-vessel securities was one of the topics that was discussed
by the previous panel; that does indeed remain a challenge because
small vessels are unregulated. They are just hard to track.

Another example of a different type of vulnerability besides the
cargo containers is that ports remain vulnerable to illegitimate ac-
cess through weaknesses in the TWIC [Transportation Worker
Identification Credential] access card program, which is the way
that—the system that is used to control access to the ports.

So DHS does have multiple initiatives in place to address both
of those issues. They are aware of the concerns, and they are mak-
ing progress, although more work needs to be done.

So, to conclude, DHS does indeed have multiple systems in place
intended to ensure port security, to identify and examine cargo
shipments at high risk for smuggling, but in this area of Govern-
ment operations, as in many others, it is essential that the Depart-
ment implement the programs as intended and, very importantly,
monitor outcomes to maximize security.

Thank you for the opportunity, and I look forward to any ques-
tions you may have.

Mr. HUNTER. Thanks, Ms. Grover.

Dr. Canavan, good to see you again. You are recognized.

Dr. CANAVAN. It is nice to be back. I am here to talk about the
detection of clandestine nuclear weapons.

The last time I was here I made the argument, which I think has
held up pretty well, that fast neutrons could be used to detect bare
nuclear weapons in things of the size of, say, a TEU [twenty-foot
equivalent unit] or two TEU, for weapons that were in with a
manifest of ordinary things, normally in one of those containers.
This time I want to extend that to say I believe that the same ap-
proach can be used to detect nuclear weapons which are in TEUs,
but instead of just the bare core itself, something with a basketball
size of moderator or absorber around it to minimize its signatures
to make it harder to detect.

I am talking about nuclear weapons rather than the dirty bombs
which have been primarily discussed up to this point. And I am
emphasizing weapons, because nuclear weapon material—uranium
or plutonium—has essentially no useful and reliable signature that
can be detected passively. Uranium and plutonium have a few
gammas that are easily screened out by a thin layer of lead. So you
really do need to do something to excite the system in order to get
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a signal out—in this case a fission, a unique and discernable signa-
ture that leads to high-confidence detection.

I am sorry Ms. Hahn left, because it is also a very fast detection
system. It has a very low false alarm ratio. Therefore, it would be
suitable to inspection of everything that goes through a port, rather
than just a fraction of it, because it is fast and doesn’t have the
false alarm problems for reasons that I will come back to in just
a minute.

It is largely the same story as the previous testimony. Fast neu-
trons scatter around inside the container. If they encounter nuclear
material, they produce fission. The fission neutrons diffuse out as
a distinct and pervasive signal that is easily detected.

The reactions that produce the fission neutrons produce a big
separation in energy between the source neutrons and the fission
neutrons, which is the basis for high signal-to-noise ratio detection.
Filtering between the two energies detects the signal.

A couple of quick points. One is that the fast neutrons penetrate
a large portion of material to produce this direct signal. Even when
something is buried in an enormous amount of moderator, the high
signal return from the moderator itself still reveals the composition
and thickness of that moderator, which signals the object’s in-
tended purpose.

A related point that I thought would have come up the last time,
but didn’t, is that when someone puts additional moderator around
a weapon to hide its signature from the weapon, that increases its
signature and criticality.

As an example, if you take a solid-core device, the kind Pakistan
has put into international commerce now, back off about 10 percent
margin for safety, but then add another 15 centimeters of moder-
ator around it for signature reduction, you return it right back up
to criticality. That won’t hurt us, but might be a problem for the
person who assembles it at the point of origin.

A related point is that when you put fast neutrons into a nuclear
assembly, it produces fewer fast neutrons than you put in. So you
cannot generate a critical assembly, or a nuclear explosion, by nu-
clear interrogation itself of a subcritical device. So that is not an
additional concern.

A related point is that when you interrogate a nuclear assembly
with a moderator around it, the neutrons bounce back and forth be-
tween the core and moderator and produce fission many times. The
net result is that you get a signal that persists many—10, 100—
times longer than the length of the exciting pulse. It is a distinct
signal with high energy that persists for long times and propagates
long distances from the device.

A technical point is that the detection on the basis of energy de-
pends on the ratio of the difference in energy between the fission
and the source neutrons divided by their variance. I am sorry, this
is statistics 101, I can see you are not appreciating this, sir. No
more math, no more math.

[Laughter.]

Dr. CANAVAN. But the point is that fission produces a big energy
separation, and for fundamental reasons, the variances of the fis-
sion neutrons become smaller in time as they go down in energy.
Their signal-to-noise ratios get to be 100, 1,000, 10,000. With very
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high signal-to-noise, you have very low false alarm ratios, which is
what Ms. Hahn was alluding to.

And so, it is everything that you would like to have. Plus, as it
turns out, the way the statistics go together, the high signal-noise
ratios that you generate are quite insensitive to the statistics of the
noise, so the signals remain exceedingly high.

To put this into context, x rays can tell you that there is mass,
but can’t tell you what it is. Passive sensors can’t detect nuclear
materials with low signals. There is nothing to detect. And thermal
neutrons, which is what the DOD [Department of Defense] spent
most of its money on after 9/11, produce complicated detection
schemes with low statistics that are easy to counter measure.

Overall, fast neutron interrogation offers an approach that would
fit well with the sensors and mountings for these existing systems,
and would produce what I think is an exceedingly high signal
noise, low false alarm, high throughput system, based on fairly
straightforward physics that is used in reactors and experiments
every day, sensors that are used today for down-hole well-hole log-
ging, and detectors that are used for reactors and experimental
physics for measurements are made at fairly low and benign ener-
gies.

Thank you very much, sir, and I am sorry about the math.

Ms. McSALLY [presiding]. Thank you, Dr. Canavan. I am having
flashbacks to my physics classes at the Air Force Academy. I won’t
sleep well tonight. But we got some good questions based on the
technology that you discussed.

And Mr. Espie, you are now recognized for 5 minutes.

Mr. EspiE. Thank you, Chairmen Hunter and MecSally, and
Ranking Member Garamendi, for convening this hearing today. I
am testifying today through your invitation, and on behalf of the
American Association of Port Authorities, where I am a member of
the Security Committee. This is a vital topic, which could ulti-
mately impact the safety and security of the United States if not
addressed in a cohesive and expedited manner.

In my role as director of security for the Port of Baltimore, the
prevention of maritime nuclear smuggling into the United States is
a top priority, and it requires a multifaceted approach. It requires
the input of diplomatic resources, technical assets, human capital,
and appropriate funding to facilitate subsequent preventative
methodologies. All this requires a strong partnership with the Fed-
eral Government.

As a retired FBI agent and former special agent with the Na-
tional Security Agency, I also view our security from a national and
international perspective that must empower ports to be more en-
gaged in our national security apparatus. In my experience, it is
vital that our Government have sound diplomatic relationships
with countries that will cooperate with the United States in not
only applying necessary security measures to secure their own nu-
clear materials, but will also assist in countering a neighboring
country or one in the certain region that may possess such material
and may have negative intentions against our country and others.

Global diplomacy and policies impact local port security enforce-
ment. Positive measures currently in play are the State Depart-
ment’s Counter Nuclear Smuggling Unit, the Department of Ener-
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gy’s partnership with nearly 50 countries providing radiation detec-
tion and nuclear forensics equipment, and the recent Nuclear Secu-
rity Summit held here in Washington.

I cannot emphasize enough the importance of technical aspects
of our intelligence and Federal law enforcement agencies that must
be continually deployed and refined.

Existing capabilities and resources must be deployed and fully
capable in order to maximize our country’s opportunity to readily
identify and neutralize potential threats. Development and tasking
of domestic and international sources must remain a priority for in-
telligence agencies and services and our local State and Federal
law enforcement agencies. In some cases I believe it would be bene-
ficial for our port security directors in the United States to receive
FBI briefings.

The threat of maritime terrorist smuggling appears to be increas-
ing, possibly in correlation with the flight of Syrian refugees to and
from Europe. Recently, a stowaway on a roll-on, roll-off vessel des-
tined for the Port of Baltimore was located by a ship’s crew and
taken into custody by CBP and HSI [Homeland Security Investiga-
tions]. The stowaway admitted that he boarded the vessel while it
was docked at a German port. Approximately 1 week prior to this
event, a shipping lines manager in Baltimore advised me that his
lines had experienced several stowaway attempts by Syrian nation-
als in Germany, as well.

Directors of port security in the United States are not routinely
granted a security clearance with the Federal Government, and
hence are not provided classified briefings regarding threats to
their ports. In addition, port security directors are unaware of any
type of unique intelligence centers wherein maritime nuclear smug-
gling intelligence is specifically received and analyzed in an effort
to connect the dots, if you will, and prevent such an incident.

The suspects of maritime nuclear smuggling efforts are numer-
ous. The actions and aggressiveness of ISIL, for example, are chal-
lenging all aspects of our port security procedures. The threat from
ISIL emerges on several fronts. First, the size of ISIL’s force is sub-
stantial. Secondly, ISIL is not a congruent entity. Its leadership re-
mains in a fractured state and, subsequently, subfractions form
that are very difficult to identify or even trace. Third, ISIL’s use
of the Internet and related systems to recruit both actual soldiers
or lone wolves has proven to be extremely successful.

As a former police officer, now as a port security director, re-
sources that can be utilized at the local level are vitally important.
FEMA'’s [Federal Emergency Management Agency’s] Port Security
Grant Program has been instrumental in coordinating port-specific
security needs with national and global threats.

The AAPA [American Association of Port Authorities] encourages
Congress to continue to fund the Port Security Grant Program, but
also insist that grant funding be directed to ports and not diluted
to other law enforcement entities that are not associated specifi-
cally with ports.

Cybersecurity is also a prime example of emergency security con-
cerns since 9/11. Ports are working with stakeholders in addressing
this very complex issue. For example, in a recent survey conducted
by the AAPA, it was found that 52 percent of our ports have con-
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ducted a cybersecurity assessment within the last 3 years and 67
of our ports’ Area Maritime Security Committees have formed a
cybersecurity working group.

Cargo containers have been identified as the most plausible
mechanism for smuggling nuclear material into the United States.
Over 11 million containers are shipped to our Nation’s 300 sea and
river ports on an annual basis. With the recent completion of the
Panama Canal expansion, the number of containers from foreign
ports will dramatically rise.

Congress previously mandated that all incoming containers to
the United States be screened overseas. To date, this law has not
procedurally been incorporated wherein exemptions have been em-
ployed by the Department of Homeland Security. Recently, an ex-
tension of the law’s implementation was again approved by DHS
with the support of the AAPA and by also 100 supply chain indus-
try stakeholders. It has been estimated that it would cost approxi-
mately $20 billion to deploy scanning procedures and technology at
the 700 foreign ports which ship cargo to the United States.

And I mentioned containers. This does not cover what we call
roll-on, roll-off cargo—RoRo cargo—vehicles. In the Port of Balti-
more we receive over a half million vehicles a year. They are not
scanned as they come to the United States.

In sense of time, I would just like to go to the conclusion to
whereas—again, our—in summary, our Nation’s strategy to pre-
vent maritime nuclear smuggling must utilize a holistic approach.
This strategy should continue to incorporate diplomatic engage-
ment; utilize the intelligence community, human and technical as-
sets; continue the examination of port security protocols to include
those which are federally mandated and those imposed by port op-
erators themselves; increase funding of the Federal Emergency
Management Agency’s Port Security Grant Program to ensure
ports are and remain in Federal compliance; and the investment of
appropriate funding levels for Federal agencies, particular CBP, in
order for current and future legislative mandates to be properly im-
plemented.

Again, I thank you for this opportunity, and I am glad to answer
any questions directly and explicitly.

Ms. McSALLY. Thank you, Mr. Espie. The Chair now recognizes
Mr. Weakley for 5 minutes.

Mr. WEAKLEY. Good morning. There is a tremendous interest in
the intersection between our maritime industry and homeland se-
curity. Our Nation’s water borders far exceed our land borders.

The Great Lakes demonstrate the importance of marine home-
land security. The southern land border of the United States is
about 2,000 miles long. However, the Canada-U.S. border is three
times as long, and much of that is water. I represent 14 American
companies who operate 56 vessels on the Great Lakes. We carry
the raw material that drives our economy: iron ore and flux stone
for steel, aggregate and cement for construction, coal for power,
and other cargoes. We transport 100 million tons of cargo a year,
and employ 1,600 Americans. Our cargoes generate 103,000 jobs
with an economic impact of $20 billion.

I will focus the majority of my testimony on how my members
transition their vessels from homeland security risks to resources.
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The Great Lakes are tied together by connecting channels and
locks. The St. Lawrence Seaway connects us to global trade. The
navigation channel crosses the U.S.-Canadian border 17 times in
the Detroit-St. Clair River alone. Canadian and American fleets
compete for the cross-lake cargo. In 2013 it was 37 million tons.
Canadians carry 93 percent of it; Americans carried only 3 million
tons.

Foreign-flagged vessels primarily import steel and export grain
via the Great Lakes. DHS warns an interruption of domestic ship-
ping through a single lock in Michigan would have catastrophic im-
pacts on the regional and national economy, and would plunge
North America into a severe recession. DHS estimates that 11 mil-
lion Americans would become unemployed if this lock were inoper-
able for 6 months. The resulting loss of 60 million tons of cargo
would drive Michigan’s unemployment to 22 percent, exceeding its
peak unemployment rate of 15 percent during the 2009 recession.

The Jones Act is the fundamental law of American maritime in-
dustry, and also a fundamental law of American homeland secu-
rity. It requires that any cargo moving between our ports be car-
ried on U.S.-built, U.S.-owned, and U.S.-crewed vessels. In other
words, American vessels. One of the most important benefits of the
Jones Act is homeland security, which includes the prevention of
smuggling and much more.

Former Senator Slade Gorton wrote, “helping to plug a porous
border is a benefit of the Jones Act that is far too often overlooked.”
The single most important thing you can do to promote maritime
homeland security is to support the Jones Act. I have worked for
the Coast Guard, for an American shipping company, and now for
LCA [Lake Carriers’ Association]. I strongly believe the Jones Act
is our best line of maritime homeland defense.

Risk is a combination of threat and vulnerability. The Coast
Guard uses the MARSEC [Maritime Security Threat Level] system
to relay threat levels. Once notified, we take action. The second as-
pect of risk is vulnerability. LCA members use our Coast Guard-
approved alternative security plan to minimize our vulnerability.
We deploy many security measures, including access control, pe-
rimeter expansion, personnel screening, vessel security sweeps,
random baggage searches, inspections of cargo, and inspections of
ship stores. We adjust our security profile based on threat level,
vessel operations, and operational area.

Professional mariners recognize something afoul, and notify the
Coast Guard via the Eyes on the Water program. Shipboard radars
can detect and monitor uncooperative aircraft and vessels. We are
partnering with a vendor to record radar screens and to allow re-
mote access. Providing historical pictures can reveal suspicious ac-
tivity. Remote access provides actionable information. These low-
cost programs make our homeland more secure. We are proud to
be full partners.

Threats to homeland security are daunting. Every day we exe-
cute security plans, cooperate with law enforcement, implement in-
novative programs, and defend the Jones Act.

Our goal, as Americans, is to transition from security risk to se-
curity resource. Thank you.
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Mr. HUNTER [presiding]. Thanks, Mr. Weakley. It is kind of
funny. We were talking about privateering, actually, when James
Madison—and how he gave—he basically deputized American mer-
chant mariners to go protect America’s shores and ocean, some-
thing we are looking at, a little bit tongue in cheek, but not really.
I mean, because that is what—in San Diego we had the same
thing, where our sport fishermen are out there on the water every
day, watching boats going in from Mexico, and they know who is
good and who is bad. And CBP relies on them massively because
a lot of these guys are former cops, former security specialists, mili-
tary, and they are on the water every day. So thank you.

Two things. Ms. Grover, one, do you know—has GAO looked at—
let’s look at this, let’s look at 90 percent of what the Coast Guard
does in terms of interdicting drugs and stuff and people, compared
to what would happen if you have a nuclear device go off. Have you
looked at the percentage of resources, time, and assets that are
used for a—for homeland security, meaning stopping a weapon of
mass destruction, versus all the other stuff that the Coast Guard
does?

Ms. GROVER. In terms of the Coast Guard’s assets, I believe that
the intent was to dedicate about 18 percent of all of the asset re-
source hours to the ports and coastal waterway security missions.
So roughly 20 percent off the top. Now, that would include more
than just port security, strictly.

So, for a $9 billion-a-year organization—that is just the entity
part of it, not the personnel part of it, but the people go along with
entity, so they—that is a significant area of work for the Coast
Guard.

Mr. HUNTER. So 20 percent, then.

Ms. GROVER. About 18 percent, yes, for 2016 was their intent for
the resource allocation for the assets.

Mr. HUNTER. I am just trying to balance out the outcome of a
weapon of mass destruction going off versus what they—how much
time they spend on this. Because if you combine all the other bad
stuff that the Coast Guard stops coming in, I was just—in Colom-
bia you have got cocaine flowing in like water to the U.S. Doesn’t
seem to be any way to stop it. And a lot of the Members that were
with us asked a question, “Well, hey, what if we took our focus off
the drugs and put it on the weapons of mass destruction? What
more could we interdict, and how much safer would we be?”

I am curious if the GAO would look at that at some point in the
future, saying if the Coast Guard spends 40 percent of its time
interdicting weapons of mass destruction, or trying to, and keeping
an eye out for those things specifically, how much does that de-
crease the probability or likelihood of a weapon like that being put
on U.S. soil?

Ms. GROVER. Yes, we would be happy to do that in the future.

Mr. HUNTER. That would be great. I think that is important, be-
cause then the Coast Guard could look at what they are doing and
say, “Hey, maybe we should spend more time on this.”

Dr. Canavan, I guess the big question is this. Ms. Hahn asked—
what is the gentleman’s name from CBP? Mr. Owens. He said that
they have devices, they have technology right now to be able to
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look at everything, but not without a human person there, without
a person there. And I have seen this stuff.

SAIC in San Diego has got a system that they are selling all over
the world—not to us, but all over the world, but it still takes a per-
son there, trained to recognize that that thing—that there is some-
thing shielded, that the neutrinos are acting weird around some
circular device, or that there’s weapons or drugs or—it still takes
a person. And I guess their answer is, if you have a person that
slows things down massively—that was basically their answer to
Ms. Hahn’s question was it makes things too slow, it is going to
back it up. It is going to be like TSA [Transportation Security Ad-
ministration] at the airport, but in our ports. And nobody wants
that. Nobody wants a TSA in our ports, right? They are doing bad
enough already, just with humans, right?

So I guess the question is what exists, if anything, right now,
where it doesn’t take a person?

Dr. CanavaN. Well, that is what I am saying. It is unfortunate
Ms. Hahn stepped out, because that——

Mr. HUNTER. Turn your mic on, please.

Dr. CANAVAN. Have I done it again, sir? The—that is exactly
what I was shooting for, was a system that had a—if you have a
very high signal-to-noise ratio, which is what you can get from
math that I won’t go into here

Mr. HUNTER. Thank you.

Dr. CANAVAN. Then you have a very low false alarm rate to
where you don’t have any need for a human intervention. So that
is—

Mr. HUNTER. I see.

Dr. CANAVAN. At the top level, that is the answer. The other an-
swer is that whether you use x rays or whatever, the—they are
only sensitive to mass. They don’t know what the mass is. To them
a bomb looks—has the same kind of material in it—as a ball bear-
ing. The reason you have a human operator there to look at these
from all different angles, having seen all this many times before,
to add human experience, is because you have a lousy signal to
start with. All you know is that something bounced a lot of x rays
back. With fast neutron interrogation, you actually are stimulating
the core of the thing you are looking for to release fission neutrons,
which have a unique and specific and high signature, which can’t
be confused with hardly anything else in the universe.

So you have a great signature to start with, a real signature, and
not just some x rays getting bounced around. Plus you have a very
high signal-to-noise ratio. That is why the goal that I had was not
only to find a nuclear weapon, but to be able to candle everything
that went through a port. And I think that is what I have tried
to demonstrate in the testimony that I prepared.

Incidentally, I would like to ask that that be submitted for the
record. I forgot to ask before.

Mr. HUNTER. Say again. Oh, without objection.

So I think my last thing is I think what the Coast Guard is going
to do, and what DHS is going to do, is try to get the 100-percent
perfect solution, which will take them a decade. It will take billions
of dollars, and they are going to try to be able to find everything
from weapons to cocaine to weapons of mass destruction, as op-
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posed to just really narrowing it down to weapons of mass destruc-
tion, which is what I think they should totally focus on to the det-
riment of some of the other sectors, like drug interdiction and
human smuggling and weapons.

But you are saying that it is possible to not have a human to
check for weapons of mass destruction, nuclear devices, with a very
low false positive rate, everything that comes in very quickly?

Dr. CANAVAN. Yes, sir. That is what I was shooting at. And like
I say, there are two things. One thing is that there is a real nu-
clear signature from a nuclear weapon. Nothing else looks like it
when you hit it with fast neutrons. So the one thing is you have
a real signature that you don’t with all the others. I am not criti-
cizing what these other groups are doing. You do what you can. If
they just have systems that have very indirect signatures, I think
tﬁey are working very hard to get the very best they can out of
that.

What I am saying here is that for reasons that nobody bothered
to look at for some reason, there is a system that gives you the
combination of a unique nuclear signature and a very high signal-
to-noise ratio, low false alarm rate that sort of gets you away from
reliance on all of these other signatures that are very indirect.

Mr. HUNTER. What system is that?

Dr. CANAVAN. Sir?

Mr. HUNTER. What system is that? Does that system exist? I
mean does a company make that?

Dr. CANAVAN. No. This is my own little research project. Well,
maybe I should form a company.

Mr. HUNTER. You want to talk to Gene Ray in San Diego. They
have a neutrino system that I have seen tested. They had a lead-
encased nuclear device—not a nuclear device, but lead-encased
nuke stuff in a car, and they have a system where it does exactly
what you say. And they are selling it to other countries, not to us.

Dr. CANAVAN. Well, the neutrinos are nice, but they don’t inter-
act very well, and the sources are terrible. But the thing that is
popular right now, the closest thing, is muon detection, and that
is what a company is testing in Freeport, in the Bahamas.

Mr. HUNTER. Yes.

Dr. CANAVAN. And that works well. But again, it just measures
mass, it does not measure nuclear signatures.

And so, you know, I don’t want to criticize what other people are
doing. You do—you try—everybody is trying to put together a good
system, based on whatever we have, which ain’t much. After 9/11
it was basically nothing, right?

Mr. HUNTER. Right.

Dr. CANAVAN. So people are trying very hard to do the right
thing. I am just saying I think this i1s a very nice system which,
for some reason, we just skipped over. And I would like to see
somebody pick it up and do it.

Mr. HUNTER. Thank you, Doctor.

Ms. McSally?

Ms. McSALLY. Thank you, Mr. Chairman.

Ms. Grover, CBP testified that they are scanning—although
there is limitations to that—3 to 4 percent of containers that are
coming in, based on their high-risk designation. You just testified
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that in the sample that you were talking about from a couple years
ago, of the group that they called high risk, it only successfully
identified 6 percent accurately to be high risk, missing 94 percent
of the actual high-risk containers is what I understood. That is a
pretty dismal number.

You since said that they have improved. Are we now at 7 percent
and we are missing 93 percent, or where are we right now? That
was very disconcerting to hear.

Ms. GROVER. So let’s take a minute and talk about this. The 3-
to 4-percent scanning, I think what they were referring to is the
percentage of containers that are ultimately subject to the x-ray
exam, the nonintrusive inspection exam

Ms. McSALLY. Right.

Ms. GROVER [continuing]. Right, that takes an image——

Ms. McSALLY. But their whole briefing and everything yesterday
was based on them identifying high threat, high risk.

Ms. GROVER. Right. So roughly 1 percent of the cargo shipments
are identified as high risk. And those are the ones that then are
required to go through the NII [nonintrusive inspection] so that
there is an image that is taken, and the image has to be read by
a person.

Ms. McSALLY. Right.

Ms. GROVER. And the question is then do we unpack the con-
tainer to find out what this is, or does it look like it 1s OK and we
can let it go through, right? And the procedure varies at the dif-
ferent ports, based on what the rules are.

Ms. McSALLY. Right.

Ms. GROVER. So, I think we are all in agreement that that is, for
the most part, occurring as intended, right? Some room for im-
provement in the accurate identification of high-risk——

Ms. McSALLY. But you said previously——

Ms. GROVER. Right. Right, right

Ms. MCSALLY [continuing]. It was 94 percent missed.

Ms. GROVER. Right. So this is a proxy measure that CBP uses
to get a handle on how well does this ATS [Advanced Targeting
System] do at identifying high-risk cargo, right? Because they don’t
really know the true accuracy of that system, because you don’t
know what you

Ms. McSALLY. What you missed.

Ms. GROVER [continuing]. Have missed, right?

Ms. McSALLY. Right.

Ms. GROVER. Because 99 percent of the shipments

Ms. McSALLY. Right.

Ms. GROVER [continuing]. Are determined to be low or medium
risk, and generally speaking, moving on through. So we don’t actu-
ally know what we have missed.

Ms. McSALLY. So did I misunderstand——

Ms. GROVER. But

Ms. MCSALLY [continuing]. That 6 percent and 94 percent?

Ms. GROVER. So—well, of the containers that are unpacked,
right, of the shipments that are actually subject to physical exam,
some number of those have contraband. And CBP keeps records of
that. And then they go back and they look and they say, OK, this
shipment was unpacked for whatever reason, because it was high-
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risk or random or for some other reason. Of the ones that we actu-
ally looked at, how many had contraband? And then let’s go back
to the original designation and say was it originally designated as
high risk by the system or not.

And so, yes, for the 9 months or so of data that we looked at in
2011, 2012, the system had only identified 6 percent as high risk.
So 94 percent were not. Now, subsequent to that, in the process of
responding to our recommendations, the last two quarters of data
that I saw were somewhere more in the neighborhood of 25 to 50
percent, which is significantly better.

Ms. McSALLY. Twenty-five to fifty correctly? There are 50 to 75
percent still missed?

Ms. GROVER. Yes, and that is data from the, you know, roughly
late 2014——

Ms. McSaLLy. OK.

Ms. GROVER [continuing]. Time period. So I don’t have current
data. But, yes, those are the last numbers we

Ms. McCSALLY. So this is still a problem. If our whole model is
based on them identifying high risk, and we are still somewhere in,
you know, less than 50 percent being correctly identified, then that
is still a problem.

Ms. GROVER. They are still working on it.

Ms. McSaLLy. OK. Mr. Espie, what you shared about not getting
access to classified information, you know, port directors not having
a sense of what the risks are, we have heard similar things across
the private sector in homeland security related to those running
sports arenas and other potential targets and vulnerabilities for
terrorist attack or terrorist activity. This has been of high interest
to me.

So you have no access to fusion centers, no—I just want to make
sure we clarify. No access to fusion centers. Would you be inter-
ested in having access to fusion centers, you know, classified infor-
mation briefings for appropriate people at the port? I mean this
seems like a gaping hole. We have done better sharing information
across Federal agencies, but where we are really missing is Federal
down to State and local, and then with the private sector is the
real gaping hole.

So, could you just clarify what you would desire, as a solution?

Mr. EspiE. Thank you, yes. I am fortunate, though. I will note
that I do have a secret clearance, and the only reason I do is be-
cause I pushed for it through our Baltimore FBI office and through
my previous holdings of certain clearances. So I am one of the for-
tunate ones, probably one of the maybe three or four in the country
that have a clearance, in terms of port security directors. So I
would look for a model following 9/11 when you saw local police de-
partments at the captain level or so gaining clearances through be-
coming members of the executive JTTF [Joint Terrorism Task
Force] structure within the FBI offices. I would certainly support
that.

But overall, even though I have that clearance, I receive nothing.
I do not—I am not invited to classified briefings, I do not receive
classified information via DHS, Coast Guard. The Bureau, they
have just recently offered me to come to classified executive-type
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briefings. They are held once a month, so I am going to take advan-
tage of that.

I am confident that if there was information I needed to know,
that I would be provided that from our Maryland fusion center.
However, I have been here 5 years and have received zero.

Ms. McSALLY. So, Mr. Chairman, I think this is an area to follow
up on. You know, we have been addressing this issue with trying
to increase access for the private sector. I think we could probably
work together across our committees to maybe work on some initia-
tives on this.

Thank you, Mr. Chairman. I yield back.
hMr. HUNTER. That is an easy fix. That is a quick, easy fix, fixing
that.

Mr. Garamendi, you are recognized.

Mr. GARAMENDI. Chair McSally, you seem to always anticipate
my questions. And you were on to one that is very important. I was
just thinking as you were asking your question about the recent re-
port that was produced by the French Government on the terrorist
attack in France. And the one thing that was most prominent in
that report and in other reports is the inability or the lack of shar-
ing of information between the various elements of the safety net,
the various police, the intelligence community, and the like. And
this is a question that Mr. Espie just raised, and it is one that real-
ly needs to have our attention. In all of these situations it comes
back to the lack of information being passed on through the various
organizations.

Leaving that aside, which does require our continued attention,
I want to go to an issue that I know you raised, Mr. Espie, and
that is the funding for port security. We heard from the earlier tes-
timony from the Customs and Border Protection that they needed
additional funding. I think they talked some 500 personnel. It
wasn’t clear where they needed to use that. I suspect that—I hope
that that is in the ports.

Mr. Espie, can you speak directly to that issue?

Mr. EspPIE. Yes, sir. Two issues. CBP, first of all, at the Port of
Baltimore, particularly after the budget concerns a few years ago
to whereas it appeared that DHS was negating some of their re-
quests, we have a sense of feel at the Port of Baltimore that CBP
is very strapped. In their inspections of cargo within the sheds at
our marine terminal, number one, the—we see personnel working
the RPMs [radiation portal monitors] during the day, it is a long
day. I think they are very bored. I don’t think they have enough
changeover during the day.

So basically, when these containers leave our ports through going
through the RPMs, you are going to have a GS-11 or GS-12, in
terms of their morale, motivation, to safeguard a potential nuclear
weapon leaving our port and going out to Chicago or the Midwest
or—as far as the way we ship.

And also we have had issues at our cruise terminal. We have
over 115 cruises through Carnival and Royal Caribbean, through
our cruise terminal there. And when there is a shortage, seemingly,
when we have—we mandate more power, they advise that they do
not have the overtime to pay their officers. So that is a concern.
So that is where you see that CBP is going to start potentially
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charging port operators for extra services, to include the RPMs. We
have been advised that if the RPMs are replaced, that it will be
the port operator paying for those and not CBP. So right now we
are going through the maintenance phase. So those are concerns.

Secondly, the Federal Port Security Grant Program, we live and
die by that. That is our physical security. We would have no phys-
ical security at the Port of Baltimore, or at least not in the realm
that we have now, which we feel we have one of the most innova-
tive physical security programs in the country. We would be in des-
perate needs. The State budgeting for that right now, we do—when
we receive a match or a grant, it is 25 percent. So the State’s abil-
ity to cover the physical security necessary is very difficult and
short. So we would hope that that program would stay intact.

And also we see

Mr. GARAMENDI. I am going to interrupt you.

Mr. EsPIE. Yes, sir.

Mr. GARAMENDI. Because I am out of time, literally out of time.
I would appreciate it if the—your association, the Port Security As-
sociation, could develop a specific memo to us on those kinds of
shortcomings, and it is nationally as well as with the Port of Balti-
more.

Mr. EsPIE. Yes, sir.

Mr. GARAMENDI. A final point is that the layer—the security
through layered operations, beginning way off in Kazakhstan all
the way back home, becomes really important. There is a funding
issue in each one of these layers, and we really need to get at the
funding issues, as well as the efficiency of those particular units
along the way.

And so, these kinds of hearings are very, very important, and
particularly important that we do the combined hearing that the
two chairmen have put together here. That is really an important
piece of this, so that we are—at least we are coordinated and
knowledgeable with what we are doing here. I want to really
focus—and I will ask a series of questions, if the chairs would allow
me to do so, to the various witnesses about specific funding short-
falls and the efficiency of the programs that you are operating.

Final point is, Mr. Canavan, you have been here twice and you
have talked about a specific type of detection advice—device.

We had earlier Ms. Harrington from NNSA [National Nuclear
Security Administration] here. Now, as far as I know, Los Alamos
is part of NNSA. And I am curious, and I will get into it from Ms.
Harrington as well as from you, about your device and the applica-
bility of that and the utility of that particular mechanism that you
have talked about as a detection mechanism.

So, with that, I yield.

Mr. HUNTER. I thank the gentleman. Mr. Gibbs?

Mr. GiBBS. Thanks, Mr. Chairman. I represent the Great Lakes
region, so I want to talk to Mr. Weakley.

Great to see you, Jim. In your testimony you talk about the
Great Lakes States, and the two Canadian provinces; if they were
an entity in themselves, they would be the third largest economy.
So we know how important the Great Lakes is, and all the com-
merce you move. And I am really concerned.
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And my other subcommittee, I am chairman of the Subcommittee
on Water Resources and Environment. I have stressed so much
with the Army Corps of Engineers about the importance of the Soo
lock and the Poe lock, and that is—Poe lock is over 100 years old.
And my understanding, they built cofferdams years ago and it is
just sitting—seems like there is a reluctance with the administra-
tion to want to, you know, build new locks there and replace them.

So there’s kind of two questions here, two themes. We have the
infrastructure issue, and then we have security of the locks. I want
to get both of that. But the first part of that is on the Poe lock or
the Soo locks there, if that were to shut down, what happens to the
Great Lakes?

Mr. WEAKLEY. Well, sir, according to the DHS report, if the lock,
a single lock—the Poe, as you point out—is down for 6 months,
North America is in a recession equal to or greater than the one
that we just experienced.

And also in a resource-based recession there is no fiscal policy
you can do to countermand that. So the closest thing we have expe-
rienced as a Nation is the oil embargo from the 1970s. It will wipe
out the automobile industry, it will wipe out the domestic steel in-
dustry. And really, it is a—it is the most critical piece of infrastruc-
ture

Mr. GiBBs. I think we got the picture. I think during World War
%{I they were so concerned about that I think they had, I don’t

now——

Mr. WEAKLEY. I think it was 20,000 troops stationed in Michi-
gan

Mr. GiBBs. 20,000 troops regarding that.

Mr. WEAKLEY. Yes, sir.

Mr. GiBBS. So I have stressed so much on the Army Corps how
important this is, and there is this reluctance.

Do you know if there has been any initial cost estimates to do
the work there?

Mr. WEAKLEY. So where we are at now is the Corps is engaged
in a 2-year economic reevaluation report, basically to recalculate
the benefit to cost ratio. To give the Corps credit, they have ac-
knowledged that they made some egregious false assumptions in
their latest 2004 report. That was a 10-year process for them to
make that admission. And now they are recalculating the ratio.
They said they could condense the 3-year process into 2 years,
which means in December of 2017 they should be done with their
math, which means probably December——

Mr. GiBBs. I told Secretary Darcy in my subcommittee hearing
that we could sit down right now and in 15 minutes get a cost esti-
mate benefit ratio. That should be a no-brainer.

Mr. WEAKLEY. Yes, sir.

Mr. GiBBS. There is just a huge reluctance, I think, with the ad-
ministration to want to move forward on that.

OK. So that is the infrastructure issue. We know what happens.
This ought to be a top priority for our national economic security
and security in general.

What are your thoughts in the Great Lakes are, in the St. Law-
rence and all that, on overall security of our—of those assets? We
know if that lock breaks the economic catastrophe it would be to
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the country. But are you satisfied with the security arrangements
by the Coast Guard, whoever, to make sure that the lock isn’t at-
tacked, or any of the locks?

Mr. WEAKLEY. Well, I think they could do more. I know the
Coast Guard has a security zone in the area. The Corps owns the
facility, so they have got primary responsibility. I was just up there
a couple weeks ago. They are executing a new security contract.

They do, to their credit, make a distinction between the Amer-
ican-flag vessels and the foreign vessels that go through. They
don’t allow the foreign sailors off the ships. We are allowed off our
ships to handle lines, and stuff like that. Clearly, they don’t have
the 20,000 troops that they did in World War II.

I think the Corps is beginning to recognize the criticality of that
piece of infrastructure. And from a—I am very excited about what
we are doing with our radar to create more of a visibility and pro-
vide real actionable material to the

Mr. GiBBS. And my last question—we are out of time, but are
you—your companies that you represent, I think you said 15 of
them, I forget how many you represent, working with Customs and
Border Protection, the Coast Guard, and all their law enforcement
moving this commerce from the Great Lakes, are you satisfied with
the relationship? What are your thoughts?

Mr. WEAKLEY. So, as a former Coast Guard officer, I will expose
my bias. We work really well with the Coast Guard. I think with
CBP it varies from port to port, and actually it varies from cargo
to cargo, and sometimes the distance, whether you are within the
Eederal—recognized port, as well. I think that relationship could be

etter.

Giving the Coast Guard credit, they are more centralized. So if
there is a problem with the Coast Guard, we can go to the district
commander. With CBP there is no regional office. So there is a
headquarters level and then they are very autonomous at the local
level. I think there could be room for improvement along the CBP
from the relationship aspect, as well as the ability to execute.

Mr. GiBBs. OK, thank you.

Thank you, Mr. Chairman, I yield back.

Thanks for your service.

Mr. HUNTER. I thank the gentleman. For a minute I thought you
were talking about Polacks.

[Laughter.]

Mr. HUNTER. Now I know you weren’t. Poe lock.

Mr. GiBBS. You know, I know San Diego is important, but Great
Lakes are really important, too.

Mr. HUNTER. Ms. Jackson Lee, you are recognized.

Ms. JACKSON LEE. I thank the chairman and ranking member for
their courtesies, and thank the witnesses as well as the witnesses
on panel 1. I was delayed because of a markup in the Judiciary
Committee, which fell under my subcommittee. But this is an im-
portant hearing, and I want to acknowledge panel 1 and thank
panel 2 for their testimony.

Let me start by just citing part of the words said by Director
Dave Espie in his testimony, that the threat of maritime terrorist
smuggling appears to be increasing, possibly in correlation with the
flight of Syrian refugees to Europe. And he noted an incident, I
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think, that occurred in Baltimore. But I believe that it is clearly
an important hearing that we are addressing today in an examina-
tion of the maritime nuclear smuggling threat and other port secu-
rity and smuggling risks in the United States.

I think our challenge, as Members of Congress, is to find the
how-to’s or how does, but also the solutions to protect the American
people. I am particularly interested, of course, as a former ranking
member of our Border and Maritime Security Subcommittee, but as
well as a Member of Congress that has as part of her jurisdiction
one of the major ports of the United States, and that is the Hous-
ton port.

I am a strong supporter of the Securing the Cities program, and
as well the monies that you all need, Mr. Espie, in doing your job.
So let me start off first by saying we will not solve this problem
by ignoring the fact that resources are needed, not throwing money
away, but fully funding the potential of what our ports and what
the Nation faces.

The Securing the Cities program mandated legislation to assist
State, local, tribal, and territorial governments in creating and im-
plementing and perfecting existing structures for coordinated and
integrated detection and interdiction of nuclear or other radio-
logical materials that are out of regulatory control, and to support
a wide matrix to deal with identifying reporting on nuclear and
other radioactive materials, provide resources for detection analysis
communication, facilitate the establishment of protocol and proc-
esses of effectively responding to threats—responding to threats is
key—and designating participating jurisdiction from high-risk
areas.

Our city has now received $30 million over a 5-year period,
which I am very glad to advocate and secure under the Securing
the Cities grant, and just received $3.5 million. And in his absence
I want to thank Dr. Brasure, who was in my district, as we an-
nounced this very important step by Houston, creating or working
with the DHS Domestic Nuclear Detection Office to build a robust
regional nuclear detection capability.

So, I am going to pursue a line of questioning in the time that
I have remaining, and let me quickly do so—is to Dr. Canavan, if
you can remember my questions, please, I would appreciate it. How
accurately can the signature of radiological and nuclear material
tell the source of that material? That is very important because we
are talking about ships and smuggling.

To Ms. Grover, thank you for your work in the GAO. In your tes-
timony you cite GAO’s 2013 report which concluded that CBP had
not regularly assessed foreign ports for risk to cargo since 2005. It
is my understanding that they have since developed a port risk ma-
trix and priority map to help assess whether changes need to be
made to contain a security in each of their ports. Is CBP utilizing
this matrix and map to assess CSI [Container Security Initiative]
ports? Are there other changes that should be made to ensure the
CSI program is functioning as intended? There lies a source of po-
tential nuclear material.

And finally, to Mr. Espie, you are one of the first responders out-
side of the beltway. All across America you are dealing with port
security, formerly with the FBI. Are resources going to local enti-
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ties like yourself crucial in making sure that we have the cover, the
resources, the detection that needs to be in place for something as
particularly indicting, explosive, and, if you will, catastrophic, as a
particular or potential nuclear incident by something being smug-
gled into your port?

I would yield first to Dr. Canavan. Thank you.

Dr. CANAVAN. To me, ma’am?

Ms. JACKSON LEE. I yield first to you, sir, for the question. Did
you hear the question that I asked?

Dr. CANAVAN. Well, I thought the question had to do with.

Ms. JACKSON LEE. Let me read your question, sir. How accu-
rately can the signature of radiological and nuclear material tell
the source of that material?

Dr. CANAVAN. With radiological material, it is a little bit difficult,
because that is just sort of nuclear garbage, and there is lots of it
around the world. And you might get lucky, and you might make
an attribution, but I find that unlikely.

With nuclear weapons material, attribution is a little bit clean-
er—particularly if you intercept it before detonation—because
with—particularly with plutonium, the different groups that make
plutonium have different preferred ways of doing it, so there might
be some intermediate group that got control of it or delivered it,
but you have a fighting chance of knowing who made it in the first
place.

So, the attribution is kind of all across the spectrum. I would say
very little likelihood of attribution on the garbage side, reasonable
chance on the plutonium. For uranium, which is a big problem
right now, you know, it is just how long you want to spend your
centrifuges, your—and they are all derivatives of Urenco’s. Some
people try to argue that you can do an attribution there on the
basis of their details. I kind of doubt it, although that last state-
ment is just my personal guess.

Ms. JACKSON LEE. Not at all, Doctor, thank you. Just one fol-
lowup. Can the trash that is hardest to detect provide major dam-
age and danger?

Dr. CANAVAN. No, ma’am. I didn’t mean to say it couldn’t cause
damage.

Ms. JACKSON LEE. No, I am just asking.

Dr. CANAVAN. The thing is that the radiological threats, the dirty
bombs that we——

Ms. JACKSON LEE. Right.

Dr. CANAVAN [continuing]. We have been working on for quite
some time, can cause a lot of economic damage because you can
spread them on somebody’s street, or throw them in a building, and
then that is a real cost problem. But once that happens, people will
generally get the heck out of the way, so the loss of life is smaller
for that kind of weapon.

I come from a place where we worry a little bit less about radio-
logical insults than other places.

Ms. JACKSON LEE. Yes.

Dr. CANAVAN. When I first went to Los Alamos, I think we had
the universe’s only known open pit plutonium mine. We dug up the
old plutonium residue from the war, moved it out, and covered it
with a thick layer of dirt. It took time and effort, but worked well.
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So I may have a more casual attitude than others towards dirty
bombs. They are a real problem because their materials are more
accessible than those for weapons, but they are not as cata-
strophic—particularly in terms of loss of life. But I have experts
here, right?

Ms. JACKSON LEE. Mr. Chairman, thank you for your courtesy.
If I can just—thank you, Doctor—if I could just allow both Ms. Gro-
ver and Mr. Espie to finish, and I would be happy to yield back.

Ms. Grover, you heard my question?

Ms. GROVER. Yes, your question was about CBP’s Container Se-
curity Initiative program?

Ms. JACKSON LEE. Yes.

Ms. GROVER. Which is an initiative under which CBP targeters
are placed at foreign ports, and it is operating at about 60 ports
right now. And so your observation is that in 2013 GAO found that
while those ports had initially been selected based on volume and
other risk factors that, indeed, the circumstances across the world
can change, and we found that CBP had not revisited the risk
issues since around 2005.

And so, when GAO went in and looked at the situation, we found
that there were—some of the ports participating were not high risk
and, in fact, that there were not CBP targeters at other very high-
risk ports.

And so, yes, as you noted, CBP has developed a port risk matrix
and a map. They plan to update it every year, and to apply that
knowledge against the locations of the 60 ports where they are
working. And so if they follow through on that, and use it, then
they will at least have a good understanding of the extent to which
the program was operating at the highest risk ports. But that re-
mains to be seen, going forward, and then to the extent to which
they can make adjustments as appropriate.

Ms. JACKSON LEE. So we need to be monitoring that. And are you
going to be assessing them again?

Ms. GROVER. We will continue to keep track of their use of that,
yes.

Ms. JACKSON LEE. Thank you. Mr. Espie, on your——

Mr. EsPIE. Yes, ma’am. Thank you.

Ms. JACKSON LEE [continuing]. Comments along with resources.

Mr. EspIE. Regarding funding—yes, ma’am. Regarding funding,
of course, at the port we have certain mandates we must follow,
the Maritime Transportation Security Act, and then we have Fed-
eral mandates that come under the CBP jurisdiction, specifically
screening for nuclear smuggling, for example.

Do we have the resources, Port of Baltimore? No. You heard the
percentages of the screening that takes place overseas, or once it
comes to the port. I am there every day. I watch this. I see a con-
tainer ship have 8,000 TEUs on it. How many do they screen a
day? Twenty-five, thirty, maybe. You line up in a row, they go
through the VACIS [Vehicle and Cargo Inspection System] ma-
chine, the x-ray machine, and they—while the other ones are put
into storage and units and they are shipped out the next couple
days. So the only security device you have left is the RPM machine,
which in some cases is 10 years old, the quality is a question, and
so forth.
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The manpower is certainly a question for CBP because, again,
you watch the VACIS, the screening operation going on. You have
usually two or three CBP personnel there, the rest are at the
screening sheds. And then you will have one or two or three at the
RPM exits out of the terminal. So it is a great problem for us and
CBP, for the State of Maryland, and really, the citizens of the
United States.

Ms. JACKSON LEE. On the overall issue, then, resources are need-
ed across—you are talking about your State, but if you are an ex-
ample, it would mean that it happens elsewhere, as well.

Mr. EspPIE. Yes, ma’am. I am a member of the AAPA Security
Committee. It is consistent throughout the United States.

Ms. JACKSON LEE. Thank you. Mr. Chairman, I would like—
thank you for your testimony—Mr. Chairman, I would like to ask
unanimous consent to put into the record an article by MarEx
dated July 6, “U.S. Ports Want More Action on Dirty Bomb Preven-
tion.”

Mr. HUNTER. Without objection.

[The article is on pages 116-117.]

Ms. JACKSON LEE. I thank you. I yield back.

Mr. HUNTER. I thank the gentlelady. Well, here is what we are
trying to do here. We are trying to shape what we feel is going to
be probably the most dangerous thing that we can encounter as a
country, which is a nuclear device on American soil. It is worse
than someone shooting up a mall, it is—I mean that is cata-
strophic. We all agree on that. And I think we are on the precipice
of a—let’s call it nuclear material being ubiquitous, much more
than it is now. Once the Iranians start getting more material, once
the North Koreans get better at creating more bad stuff, you are
going to have nuclear devices, nuclear material, weaponized nu-
clear material, I think, throughout the entire world.

And I think if we all focus on a lot of different stuff, but nothing
that can affect the American people in the country like a nuclear
device going off that is possibly attributable to a nation-state or
possibly not. We have no retaliation, no way to get back at some-
body—nonstate actors, of course—that will easily and happily
throw their lives away to kill Americans.

Anyway, that is what we are doing here. That is why Ms.
McSally and I are trying to shape this, because we are—I think we
are still in a relative safe zone where there is not a lot of material
out there, and we know who has it, we know where they have it,
we know how to stop it in the furthest reaches of the world before
it even gets to the U.S. or gets in the hands of bad actors, right?
But I think that is coming to an end. I think we probably have a
5- to 10-year window, and then we need to have something where
we check everything, because it only takes once, right?

And with that, thank you all for being here. Thanks for your tes-
timony, thanks for traveling out here. And the hearing is ad-
journed.

[Whereupon, at 12:32 p.m., the subcommittees were adjourned.]
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M. Chairman, thank you for scheduling a second oversight
hearing - this time with our colleagues from the Committee on
Homeland Security Subcommittee on Border and Maritime Security -
to assess U.S. port security, including the implementation of Federal
programs to prevent and deter US. domestic ports from becoming
conduits for the trafficking of uncontrolled nuclear materials or other

illicit contraband into the United States.

We are blessed in the United States to have 95,000 miles of
shoreline, over 360 ports, and an enormous Exclusive Economic
Zone encompassing 4.5 million square statute miles. No less than
95 percent of the cargo tonnage that moves in and out of the US.

moves by water.

Additionally, a 2014 study on the National Economic Impact of
the US. Coastal Port System found the total economic value of US.
coastal ports in terms of revenue to businesses, personal income and
economic output by exporters and importers to be $4.6 trillion, or

roughly 26 percent of the nation’s $17.4 trillion economy in 2014.
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If anyone should question whether the US. remains a maritime

nation, these facts alone should dispel all doubrs.

The US. economy benefits greatly from global maritime trade.
Moreover, the interconnected domestic system of vessels, ports,
waterways, marine terminals, intermodal connections, and other
transportation and support services move goods and materials off

our docks with seamless efficiency and convenience.

Yet this tremendous U.S. transportation asset also presents a
multi-faceted security challenge for US. security, intelligence and law

enforcement personnel.

As we discussed during our last hearing in October, the threat
of a nuclear or radiological “dirty bomb” arriving at a US. port is a
sobering new reality in a world that seems to grow increasingly more

unsettled and dangerous with each passing day.

An idea which was virtually unimaginable fifteen years ago is
now the primary focus of a coordinated, multi-layered strategy
mvolving multiple Federal agencies, including the United States Coast
Guard, that monitors, patrols and protects all US. land, air and

maritime ports of entry.
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It would appear that the Global Nuclear Detection Architecture
and numerous other Federal activities implemented to fulfill this
strategy are meeting the ever-evolving challenge. We have kept
nuclear threats far outside US. borders. We have also stepped up
our efforts to counter other maritime security risks, such as the trade

in illegal drugs or human trafficking.

Yet we must be forever vigilant. For even though the
likelihood of a terrorist cell smuggling weapons of mass destruction
into the country in shipping containers remains low, anysuch attack

could be potentially catastrophic.

Moreover, we need to remain agile and adaptive if we expect to
stay one step ahead of those who seek to do us harm by whatever

means possible.

As we take up this issue again, I would like to learn the

following from our witnesses:

* Are we adequately questioning, reevaluating and re-calibrating
our underlying assumptions to ensure they remain relevant to

current maritime threats and circumstances?
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e Are we sufficiently tracking and addressing all known threats,
whether that threat is nuclear, chemical or biological? Does our

strategy focus disproportionately on one risk?

e And, considering that a future terrorist may be “home grown”,
are we doing everything we can to track and monitor small
vessels that operate in US. domestic waters to ensure that they

pose little to no risk to the American public?

Thank you, Mr. Chairman; I look forward to hearing from our
witniesses on these and other important questions as we continue our

important work securing the U.S. maritime frontier.
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Introduction

Good morning Mr. Chairman and distinguished Members of the Committee. It is my pleasure to
be here today to discuss layered border security and smuggling in U.S. ports.

The U.S. Coast Guard is the world’s premier, multi-mission, maritime service responsible for the
safety, security and stewardship of U.S. waters. At all times a military service and branch of the
U.S. Armed Forces, a federal law enforcement agency, a regulatory body, a first responder. and a
member of the U.S. Intelligence Community, the Coast Guard operates on all seven continents
and throughout the homeland, serving a nation whose economic prosperity and national security
are inextricably linked to broad maritime interests.

The Coast Guard protects and defends more than 100,000 miles of U.S. coastline and inland
waterways, saves thousands of lives per year, and safeguards the world’s largest Exclusive
Economic Zone (EEZ), encompassing 4.5 million square miles of ocean. Indeed, the Coast
Guard is fully engaged answering the call and balancing a multitude of dynamic maritime risks
facing our nation.

The Coast Guard is also in high demand globally. Many nations model their maritime forces
after the U.S. Coast Guard to address transnational crime, human smuggling, maritime safety and
security, and foreign incursions into their respective waters.

A Layered Approach
Securing our maritime borders requires a layered, multi-faceted approach. Because of its unique

authorities, capabilities, competencies, and partnerships. the Coast Guard is well positioned to
undertake such an approach and meet a broad range of maritime border security requirements.



50

This layered approach allows the Coast Guard to detect, deter, and counter threats as early and as
far from U.S. shores as possible.

Countering Threats in the Western Hemisphere

The Coast Guard, along with U.S. Customs and Border Protection (CBP), plays a pivotal role in
securing our nation’s maritime domain. Persistent threats include illegal migration, human
trafficking and illicit flows of drugs. The prevalence of Transnational Organized Crime (TOC)
networks exacerbates these threats. TOC networks are driven by immense profits from drug
trafficking and other illicit activity, and their indiscriminate use of violence weakens regional
governments in Central America, stymies legitimate economic activity and development,
terrorizes peaceful citizens, and fuels migrant flows.

Coverage by Coast Guard assets in the maritime approaches pays significant dividends by
employing timely intelligence from an expanding network of partners. The Service’s new
National Security Cutters (NSCs), Fast Response Cutters (FRCs) and our legacy cutter and
aircraft fleets achieved impressive operational successes in Fiscal Year 2015, and are on track to
surpass these successes in Fiscal Year 2016. Critical acquisitions like the Offshore Patrol Cutter
(OPC), a more capable and reliable replacement for our outdated Medium Endurance Cutters
(MEC), are essential to our long-term success.

In Fiscal Year 2015, the Coast Guard worked with interagency partners to help remove 191.8
metric tons of cocaine and detain over 700 smugglers for prosecution; 144 metric tons and 500
smugglers were removed by Coast Guard assets alone.. We also repatriated 2,700 Cuban and
425 Haitian migrants; we continue to closely monitor maritime migration patterns as our
relationship with Cuba continues to evolve. Thus far in Fiscal Year 2016, three NSCs alone have
made over 25 drug interdictions in the Eastern Pacific, including two cases involving Self-
Propelled Semi-Submersible vessels, stopping 28 metric tons of cocaine from reaching our
streets. In fact, the Coast Guard is on track to have a record breaking year for drug removals,
having already nearly eclipsed Fiscal Year 2015 numbers.

International Parinerships

The Coast Guard’s success in maritime border security relies on robust joint, interagency, and
international partnerships to conduct operations throughout the Western Hemisphere. To more
effectively counter maritime threats in the offshore region and throughout the Western
Hemisphere, the Coast Guard maintains more than 40 maritime bilateral law enforcement
agreements and arrangements with partner nations. These agreements and arrangements facilitate
coordination of operations and the forward deployment of boats, cutters, aircraft, and personnel
to deter and counter threats as close to their origin as possible. and enable real time
communications between Coast Guard and partner nation operations centers.

To foster international cooperation and build partner capacity, Coast Guard personnel are posted
at several embassies throughout the world. These individuals develop strategic refationships with
partner nation maritime forces that facilitate real-time operations coordination, maritime security
cooperation,  confirmation of vessel registry, waivers of jurisdiction. repatriation of
undocumented migrants, and disposition of seized vessels, contraband, and detained crews.

2
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Equally important, they provide subject matter expertise and advice for Country Teams to assist
U.S. Ambassadors in carrying out comprehensive and coherent U.S. Government foreign policy,
and in addressing maritime threats at their source.

International Port Assessments and Vessel Screening

The Coast Guard conducts foreign port assessments and leverages the International Maritime
Organization’s (IMO) International Ship and Port Facility Security (ISPS) Code to assess
effectiveness of security and antiterrorism measures in foreign ports. Through the ISPS Program,
the Coast Guard performs overseas port assessments to determine the effectiveness of security
and antiterrorism measures exhibited by foreign trading partners.

Since the inception of ISPS in 2004, Coast Guard personnel have visited more than 150 countries
and approximately 1,200 port facilities. These countries generally receive biennial assessments
to verify compliance with the ISPS Code and U.S. maritime security regulations, as appropriate.
Vessels arriving in foreign ports that are not compliant with ISPS Code standards are required to
take additional security precautions while in those ports. They may also be boarded by the Coast
Guard before being allowed entry to U.S. ports, and in some cases may be refused entry to the
United States. In FY 15, the ISPS Program assessed the effectiveness of anti-terrorism measures
in nearly 200 port facilitics of 60 of our maritime trading partners, as well as conducted 25
capacity building activities in 23 countries with marginal port security to prevent them from
falling into non-compliance with the ISPS Code.

tn U.S. ports, the Coast Guard Captain of the Port (COTPY) is designated as the Federal Maritime
Security Coordinator (FMSC). In this role, COTPs lead the nation’s 43 Area Maritime Security
Committees (AMSCs) and oversee the development, regular review, and annual exercise of their
respective Area Maritime Security Plans. AMSCs assist and advise the FMSC in the
development, review, and implementation of a coordination and communication framework to
identify risks and vulnerabilities in and around ports. Additionally, AMSCs coordinate resources
to prevent, protect against, respond to, and recover from Transportation Security Incidents.
AMSCs have developed strong working partnerships between all levels of government and
private industry stakeholders. The Coast Guard screens ships, crews, and passengers for all
vessels required to submit an Advance Notice of Arrival (ANOA) prior to entering a U.S. port.

Weapons of Mass Destruction (WMD) Detection and Interdiction

The evolution and proliferation of advanced commercial, military, and dual-use technology,
combined with increased availability and sophistication of transportation and delivery systems.
creates new opportunities for transnational and domestic terrorist groups to employ WMD to
conduct catastrophic attacks against the United States. The Coast Guard, in coordination with
joint, interagency, and international partners, prepares for a range of contingencies that would
accompany a WMD threat or event. Coast Guard forces contribute to a layered defense around
the homeland. They help provide early detection of a WMD threat in the maritime domain, and
assist response to maritime terrorist events that may involve a WMD threat aboard a vessel
approaching the United States. Coast Guard's major cutters are designed to protect on-board
personnel from the chemical, biological. radiological, and nuclear (CBRN) materials and agents
and conduect eritical post-attack operations in a CBRN envitonment,

o
2
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The Coast Guard conducts over 400 routine inspections and general law enforccment boardings
every day to ensure that vessels comply with international maritime law and safety standards,
applicable U.S. law and regulations, and any control procedures required to access the Nation’s
ports. Every Coast Guard member who visits a boat, vessel, or regulated facility carries a basic
detection device designed to alert the user to the presence of radiation.

In 2004, the Coast Guard developed and implemented a Coast Guard-wide Maritime Radiation
Detection program and has since maintained a close relationship with Domestic Nuclear
Detection Office (DNDO) to standardize equipment. The Coast Guard participates in DNDO
strategic joint radiation detection acquisition programs that seek to standardize or increase
compatibility of radiation detection platforms among the key components, including the Coast
Guard, CBP, and the Transportation Security Administration (TSA). The Coast Guard also
participates in inter-component training sponsored by DNDO. The result of joint acquisitions and
training is robust, ongoing Coast Guard support to CBP seaport inspections as well as to TSA
Visible Intermodal Prevention and Response (VIPR) Teams at major intermodal and passenger
ports.

All operational units - such as Sectors, Deployable Specialized Forces, Cutters, and Boat Stations
- possess radiological detection capabilities that can identify specific isotopes, distinguish
between man-made and natural sources, and can “reach back” to interagency experts for
technical assistance. Additionally, Coast Guard Deployable Specialized forces are equipped to
survive and carry out limited operations in a chemical, biological, radiological, or nuclear-
contaminated environment,

Coast Guard Maritime Security Response Team (MSRT), located in Chesapeake, VA provide the
nation with specialized maritime capability for nuclear and radiological detection and
identification, in either routine or hostile situations. MSRT is trained and equipped to interdict,
board, and control a vessel of interest either known or suspected of posing a terrorist threat to the
United States out to 200 nautical miles from either U.S. coast. MSRT capabilities are specifically
designed to integrate with other interagency and DOD responsc forces.

Conclusion

The Coast Guard’s layered maritime border security strategy addresses the broad range of
offshore and coastal threats that have the potential to impact our national security and economic
prosperity. From efforts to strengthen international and domestic partnerships, to investments in
cutter, boat and aircraft recapitalization, the Coast Guard continues to improve maritime border
security while facilitating the safe flow of legitimate commerce.

Thank you for the opportunity to testify today, and thank you for your continued support of the
U.S. Coast Guard. I would be pleased to answer your questions,
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“Prevention of Smuggling at United States Ports”
Before the House Transportation & Infrastructure, Coast Guard and Maritime
Transportation Subcommittee & the House Homeland Security Committee, Border and
Maritime Security Subcommittee

Introduction

Good morning Chairman Hunter, Chairwoman McSally, Ranking Member Garamendi, Ranking
Member Vela, and distinguished Members of the Subcommittees. Thank you for the opportunity
to testify with my colleagues from the Department of Homeland Security (DHS) and the
Department of Energy (DOE) and for your interest in the Domestic Nuclear Detection Office’s
(DNDO) efforts to prevent the smuggling of nuclear or other radioactive materials via our
Nation’s maritime ports.

In his opening remarks at the Nuclear Security Summit this past April, President Obama stated
that “the danger of a terrorist group obtaining and using a nuclear weapon is one of the greatest
threats to global security.” We know that terrorist organizations have long sought nuclear
materials, and if given the means, would likely exploit the opportunity to use them for nefarious
purposes. While the likelihood of a nuclear attack is presumed to be low, we cannot dismiss the
threat itself. An attack on U.S. territory with a nuclear device — or even a radiological dispersal
device — would have profound and catastrophic consequences.

The nuclear security enterprise encompasses a spectrum that spans non-proliferation of materials,
physical protection of nuclear and other radioactive materials, detection of such materials out of
regulatory control, rendering devices safe, response and recovery to incidents, and forensics and
attribution of materials and devices. DNDO has specific, focused responsibilities for two
elements in this spectrum: nuclear detection and technical nuclear forensics.

To fulfill this mission, DNDO relies upon our partnerships with federal, state, local, tribal,
territorial, and international partners as well as those in the private sector, academia, and the
national laboratories.

My testimony today focuses on efforts to strengthen the maritime portion of the global nuclear
detection architecture, by promoting national nuclear detection architectures abroad, supporting
operational readiness domestically, and improving the technical nuclear forensics capabilities of
the U.S. government (USG).

Developing the Global Nuclear Detection Architecture

DNDO is responsible for the coordination of federal efforts to detect and protect against attempts
to import, possess, store, develop, or transport nuclear or other radioactive materials out of
regulatory control that may be used as weapons against the Nation.

To that end, DNDQ, with its interagency partners from the Departments of Defense (DoD),

Energy, State (Do8), Justice (DOJ), and the Office of the Director of National Intelligence
(ODNI), coordinates the development and enhancement of the global nuclear detection

Page 1 of 6
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architecture, which is a framework for detecting, analyzing, and reporting on nuclear and other
radioactive materials that are out of regulatory control. The architecture presents a layered,
multi-faceted, defense-in-depth approach to ensure prospective terrorists face multiple obstacles,
It serves as the groundwork for continuously improving the Nation’s capabilities to detect
nuclear or radiological threats internationally and domestically. Further, DNDO is responsible
for implementing the domestic portion of the global nuclear detection architecture.

International Efforts

Consistent with our layered approach to detection, DNDO's efforts to secure the homeland from
the threat of nuclear terrorism begin overseas. A global nuclear detection architecture The
exterior layer relies largely on the decisions of sovereign foreign partners to develop and enhance
their own national and regional detection architectures. To that end, DNDO promotes the
development of national nuclear detection architectures, in close cooperation with the
Department of State and other interagency pariners and multilateral organizations like the
International Atomic Energy Agency (IAEA), the Global Initiative to Combat Nuclear Terrorism
(GICNT), and INTERPOL.

Close interagency cooperation is exemplified by DNDO’s work with Department of Energy’s
Office of Nuclear Smuggling Detection and Deterrence (NSDD) for capacity building in the
international layer of the global nuclear detection architecture. In addition to NSDD
deployments of radiation detection, DNDO-NSDD coordination extends through many
enhancement activities, including technical analyses, training, exercises, and other performance
evaluations. Both organizations continue to share their collective operational best practices with
partner countries to strengthen the global nuclear detection architecture.

Through these same international organizations, DNDO assists partner nations in their endeavors
to develop national and regional detection architectures, by promoting guidance, sharing best
practices, and offering training courses. These efforts focus on helping nations form the
foundational elements of any viable architecture, to include capability in planning, risk
assessment, strategy development, legal and regulatory frameworks, and the integration of
intelligence networks and law enforcement. To date, DNDO’s international outreach and
coordination efforts have supported the planning of national-level detection architectures in 84
IAEA Member States.

DNDO also supports broader national outreach efforts designed to support the global nuclear
detection architecture. One mechanism of particular benefit has been the Nuclear Security
Summits, launched by President Obama in 2010. This series has served as an invaluable
international forum for improving global nuclear security within a number of commercial
pathways, to include the maritime supply chain. In November 2015, DHS, DOE, and other USG
representatives participated in the Nuclear Security Summit Maritime Security Workshop co-
sponsored by the United States and the United Kingdom to promote radiation detection in the
maritime environment. In total, 15 countries, nine international organizations, three terminal
operators, and several academic institutions came together to share best practices and enhance
measures to remove materials out of regulatory control. This effort directly supported the
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Department’s Congressionalty-mandated endeavor to scan 100% of U.8.-bound maritime cargo
containers overseas.

At the 2016 Nuclear Security Summit, 14 nations endorsed the results and best practices from the
workshop. Moreover, 23 countries, along with INTERPOL, recorded their support for a “gift
basket™ on National Nuclear Detection Architectures, thereby affirming their commitment to
strengthening detection capabilities overseas.

In sum, international cooperation and the work accomplished through the Nuclear Security
Summit process have provided meaningful contributions to building a multi-faceted, multi-
layered approach for detection so nuclear and other radioactive material out of regulatory control
can be interdicted before being transported to the United States.

U.S. Borders

The layered approach to countering nuclear terrorism continues at our borders. To fulfill
DNDO’s responsibility to implement the domestic portion of the global nuclear detection
architecture, we work with DHS operational components to develop and deploy detection
technologies. DNDO procures large-scale fixed radiation detection systems and small mobile
devices for employment at our ports of entry, along our land and maritime borders, and in the
interior of the United States. As such, we collaborate with the U.S. Coast Guard (USCG), U.S.
Customs & Border Protection (CBP), and the Transportation Security Administration (TSA).

To bolster detection capabilities at our maritime borders, DNDO has procured portable radiation
detectors for CBP Air and Marine Operations (AMO) as well as USCG so that all boarding
teams are equipped with mobile devices to scan for the presence of radiation. To augment
USCG’s ability to identify a radionuclide that has been detected, DNDO recently procured a new
technology, called Human Portable Tripwire. These small, wearable devices enable faster
detection, identification, and adjudication of nuclear and other radioactive sources.

DNDO has also acquired Small Vessel Standoff Detection portable nuclear detection equipment
for use by USCG and CBP AMO to increase the probability of detecting threats on-board small
vessels when encountering such vessels. To facilitate the scanning of inbound cargo containers,
DNDO, in collaboration with CBP, has also procured and deployed radiation portal monitors and
radioisotope identification devices for use at the ports of entry. As a result, today, nearly 100%
of all incoming maritime containerized cargo is scanned for radiological and nuclear threats at
our seaports.

Domestic Efforts

Our layered approach persists within our borders and shores. Building operational detection
capacity through training, exercises, and cross-jurisdictional protocols is integral to securing the
maritime domain. Therefore, DNDO works with federal, state, local, tribal, and territorial
agencies to build flexible, multi-layered capabilities.

! Gift baskets are nuclear security commitments made jointly by multiple international partners.
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To further our domestic capabilities to detect and interdict nuclear and other radioactive material
out of regulatory control, DNDO is currently engaged with all 50 states and 36 of the USCG's
Area Maritime Security Committees. Since intelligence and information sharing is integral for
our collective success, DNDO efforts are focused on bringing together federal, state, local, tribal,
and territorial partners at the outset. DNDO and DHS’s Office of Intelligence & Analysis, along
with our federal interagency partners at the Federal Bureau of Investigation (FBI) and the
National Counterterrorism Center (NCTC), ensure that state and local partners have the
information and tools necessary to address evolving threats. State and major urban area fusion
centers, State Emergency Control Centers, and the FBI Joint Terrorism Task Forces (JTTFs)
provide the necessary information exchange pathways. In the event of an emergency, this
connected system provides federal, state, local, tribal, and territorial personnel with the ability to
exchange sensitive information in a timely and secure manner.

To enhance situational awareness of radiological and nuclear threats and provide technical
support to operational partners, DNDO’s Joint Analysis Center provides information products
and technical expertise. DNDO's Joint Analysis Center Collaborative Information System
provides nuclear alarm adjudication support to operational partners, including state, local, tribal,
and territorial partners in the maritime environment. This system is connected to the Triage
system, maintained by the DOE's National Nuclear Security Administration, which enables
seamless transition when national-level adjudication assistance is required.

DNDO provides program assistance to aid maritime partners in developing radiological and
nuclear detection programs based on lessons learned in the West Coast Maritime Pilot, a
collaborative effort with partners from Puget Sound, WA, and the Port of San Diego, CA. For
example, DNDO has recently been working with the USCG Sector Hampton Roads, a region that
includes the entire coast of Virginia, the Chesapeake Bay, and the James River up to the Port of
Richmond. DNDO has worked with the region to develop a detection program consisting of a
regional concept of operations, standard operating procedures, and multi-year training and
exercise plan. Since the establishment of this program, DNDO has assisted the region with
several related maritime exercises to ensure operational proficiency and agencies within the
region assisted in piloting a newly developed Maritime Radiological and Nuclear Boat
Operations course.

To ensure operational partners, including those in the maritime environment, are prepared to
respond to a threat, DNDO dispatches a unique “red team™ to challenge fielded capabilities using
specialized nuclear and other radioactive sources and scenarios. DNDO supports maritime
partners by conducting overt and covert assessments of operations by intentionally introducing
radioactive sources and mock devices against deployed defenses to evaluate the performance of
fielded technology, training, and protocols. Engagements are conducted through the Area
Maritime Security Committees or directly with the federal, state, or local maritime agency.
Recent engagements included partners from Hampton Roads, VA; San Diego, CA; and
Philadelphia, PA.
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Improving Technology

In parallel with efforts to deploy technologies to the field, we continue to explore ways to
enhance our fielded capabilities. To improve the performance of radiation portal monitors and
gain efficiency at land and maritime ports of entry, CBP and DNDO worked closely on
implementing an approach to reduce the number of nuisance alarms. Radiation portal monitors
routinely detect benign radioactive materials in the stream of commerce, resulting in a significant
operational burden for CBP field officers who must resolve these alarms. CBP and DNDO
worked closely to evaluate and implement revised radiation portal monitor parameter settings,
reducing nuisance alarms (by 78% on average) without sacrificing detector performance against
threat materials. We are also collaborating with CBP’s Laboratories and Scientific Services to
use machine learning to further reduce the number of nuisance alarms in radiation portal
monitors deployed to ports. This algorithm is undergoing an assessment this June-August during
which it will be installed and run in the real operational environment on incoming and test cargo
as well as a variety of threat and benign sources.

To advance technology to detect threats in the maritime domain, DNDO performs accelerated
development, characterization, and demonstration of leading-edge technologies. Two examples
of this research and development work include:

o The Advanced Technology Demonstration Program, which seeks to bring together
advanced detector hardware and smart algorithms for demonstration and characterization.
One project is characterizing the Airborne Radiological Enhanced-sensor System, a
prototype radiation detection system mounted on a helicopter for aerial searches. This
effort seeks to provide a capability via an aircraft-borne detection system during
intelligence-driven operations to detect and intercept nuclear and other radioactive threats
at distances far removed from major population centers and critical infrastructure, and
with faster response times than interdictions made via boats and cutters.

e The Nuclear and Radiological Imaging Platform Program, where DNDO is developing
and evaluating emerging technologies to detect shielded materials while clearing benign
conveyances at land and maritime ports. One such effort is a project with the
Massachusetts Port Authority, DHS Science and Technology’s Border and Maritime
Security Division, and the United Kingdom Home Office to develop and evaluate the
next generation non-intrusive inspection imaging equipment. The technology will be
evaluated in the Port of Boston next year and, if successful, will demonstrate a next
generation integrated system capable of detecting both nuclear material and contraband.

Advancing Technical Nuclear Forensics

An act of nuclear terrorism or the interdiction of a nuclear or radiological threat at a U.S. port
would necessitate rapid, accurate attribution based on sound scientific evidence. Technical
nuclear forensics, when coupled with intelligence and law enforcement information, supports
leadership in determining the origin of materials and, thereby, facilitators of terrorist activities.
DNDO’s National Technical Nuclear Forensics Center helps to ensure the readiness of the
overarching USG nuclear forensic capabilities, advances our technical capabilities to perform
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forensic analyses on nuclear and other radioactive materials seized prior to detonation, and
maintains an expertise pipeline for nuclear forensic scientists. As with its detection mission,
DNDO must closely collaborate with interagency partners, particularly those in the FBI, DOE,
DoD, DoS, and the intelligence community.

The readiness of U.S. nuclear forensics capabilities to respond to events has improved markedly
in recent years. This improvement has been demonstrated by the successful execution of
increasingly realistic and complex interagency exercises of nuclear forensics operations
involving interdicted materials and devices, and post-nuclear detonation scenarios. For example,
this past fall, DNDO served as the Lead Planner in a successful land-based and maritime exercise
of the National Technical Nuclear Forensics Ground Collections Task Force, whose mission is to
collect vital forensic evidence in the immediate aftermath of a nuclear detonation to assist in
determining the responsible entity. The task force, comprised of members from the DoD, DOE,
and the FBI, collects debris samples near the site of the detonation for analysis at designated
laboratories. Exercise Prominent Hunt 15-2, which took place in Southern California, simulated
a nuclear detonation near the ocean. This was the first time the task force had to coordinate the
collection of simulated forensic evidence at sea.

Closing

Maritime and port security is vital to the flow of global trade and commerce. An act of nuclear
terrorism via our Nation’s maritime environment would have potentially catastrophic effects on
the global supply chain, both directly and indirectly. To prevent nuclear terrorism, DNDO works
collectively with international, federal, state, local, tribal, and territorial partners to enhance
capabilities to ensure adversaries encounter multiple obstacles should they seek to attack us
using nuclear or other radioactive material. Efforts to develop national and regional detection
architectures abroad, research and development to advance technologies for detection, and
deployment of systems at and within our borders are imperative to minimize the risk of an attack
in the United States. Likewise, our work to continue advancing our national nuclear forensics
capabilities is important in ensuring those responsible are held accountable for their actions. We
will continue to work with our partners to bolster defenses against the threat of nuclear terrorism,
and we sincerely appreciate the attention and support from your subcommittees in preventing
such an event from occurring.

Thank you again for this opportunity, and | am happy to answer any questions.
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Chairwoman McSally, Chairman Hunter, Ranking Members Vela and Garamendi, and
distinguished Members of the Subcommittees, it is an honor to appear before you today to
discuss the role of U.S. Customs and Border Protection (CBP) in maritime cargo security, a role
that we share with the Department of Homeland Security (DHS) agencies that join me today.

As the lead DHS agency for border security, CBP works closely with our domestic and
international partners to protect the Nation from a variety of dynamic threats, including those
posed by containerized cargo and commercial conveyances arriving at our air, land, and sea ports
of entry (POE). CBP's security and trade facilitation missions are mutually supportive: by
utilizing a risk-based strategy and multilayered security approach, CBP can focus time and
resources on those suspect shipments that are high-risk which, in turn, allows CBP to expedite
legitimate trade. This approach incorporates three layered elements to improve supply chain
integrity, promote economic viability, and increase resilience across the entire global supply
chain system:

s Advance Information and Targeting. Obtaining information about cargo, vessels, and
persons involved early in the shipment process and using advanced targeting techniques
to increase domain awareness and assess the risk of all components and factors in the
supply chain:

s Government and Private Sector Collaboration. Enhancing our Federal and private sector
partnerships and collaborating with foreign governments to extend enforcement efforts
outward to points earlier in the supply chain; and

® Advanced Detection Equipment and Technology. Maintaining robust inspection regimes
at our POESs, including the use of non-intrusive inspection equipment and radiation
detection technologies.

These interrelated elements are part of a comprehensive cargo security strategy that enables CBP
to identify and address the potential use of containerized cargo to transport radiological weapons,
such as “dirty bombs,” radiological dispersal devices (RDD), or other dangerous materials,
before they arrive at our Nation's border.

Advance Information and Targeting Capabilities

CBP’s multilayered approach to cargo security necessitates substantial domain awareness and
intelligence to effectively identify and address high-risk shipments. Statutory and regulatory
requirements for the submission of advance information, and the development of rigorous
targeting capabilities at the National Targeting Center (NTC), enable CBP to detect potential
threats before a vessel or shipment arrives.

The Trade Act of 2002," which provides statutory support for our 24-Hour Advance Cargo
Manifest rule, requires importers and carriers to submit to CBP advance electronic cargo
information for all inbound shipments in all modes of transportation. Furthermore, CBP requires

! Pub. L. No. 107-210
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the electronic transmission of additional data, as mandated by the Security and Accountability
for Every Port (SAFE Port) Act of 2006, through the Importer Security Filing and Additional
Carrier Requirements rule (also known as “10+27). This advance information requirement is a
critical element of CBP's targeting efforts at the NTC and enhances CBP’s capability to identify
high-risk cargo without hindering legitimate trade and commerce.

The NTC, established in 2001, coordinates and supports CBP’s anti-terrorism activities related to
the movement of cargo in all modes of transportation — sea, truck, rail, and air. Using the
Automated Targeting System (ATS). NTC proactively analyzes advance cargo information
before shipments depart foreign ports. ATS incorporates the latest cargo threat intelligence and
national targeting rule sets to generate a uniform review of cargo shipments, and provides
comprehensive data for the identification of high-risk shipments. ATS is a critical decision
support tool for CBP officers working at the NTC, the Advanced Targeting Units at our POEs,
and foreign ports abroad.

Collaboration with Government and Private Sector Partners

CBP’s advanced targeting capabilities are further strengthened by our extensive partnerships
with other agencies, both domestically and abroad. We work closely with our DHS partners,
including the U.S. Coast Guard, U.S. Immigration and Customs Enforcement (ICE), and the
Science and Technology Directorate (S&T) to coordinate cargo security operations and deploy
advanced detection technology. Furthermore, in 2011, the CBP Commissioner, USCG
Commandant and ICE Director signed the cross-component Maritime Operations Coordination
(MOC) plan. The plan addresses the unique nature of the maritime environment and sets forth a
layered, DHS-wide approach to homeland security issues within the maritime domain, ensuring
integrated planning, information sharing, and increased response capability in each area of
responsibility. CBP also collaborates with the Domestic Nuclear Detection Office (DNDO) as
well as with numerous agencies within the Departments of Defense, Energy, Health and Human
Services, Commerce, Justice, and Treasury to promote real-time information sharing.

CBP has participated in numerous joint-operations that led to the interdiction of illicit shipments.
For example. Project Zero Latitude was developed due to escalation of foreign and domestic
narcotics interceptions involving sea containers of produce and seafood shipments, particularly
involving Ecuador. At the NTC, CBP conducted an analysis of historical ATS information and
cocaine seizure data. The analysis enabled NTC to identify several smuggling trends that will
facilitate the identification of future suspect shipments.

Close collaboration with our Federal partners increases information sharing, which, in turn,
enhances CBP’s domain awareness, targeting capabilities, and ability to intercept threats at, or
approaching, our borders. CBP continues to extend our cargo security efforts outward through
strategic partnerships with foreign countries through the development of international cargo
security programs and initiatives.

* Pub. L. No. 109-347
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International Partnerships

One of CBP’s most effective international cargo security programs is the Container Security
Initiative (CSI). This initiative was established in 2002 with the sole purpose of preventing the
use of maritime containerized cargo to transport a weapon of mass effect (WME)/weapon of
mass destruction (WMD) by ensuring all containers identified as potential risks for terrorism are
inspected at foreign ports before they are placed on vessels destined for the United States.
Through CSI, CBP officers stationed at CSI ports abroad and the NTC in Virginia work with
host countries” customs administrations to identify and mitigate containers that may pose a
potential risk for terrorism based on advance information and strategic intelligence. Those
administrations use a variety of means, including detailed data assessment, non-intrusive
inspection (NII), radiation detection technology. and/or physical examinations to screen the
identified high-risk containers before they depart the foreign port.

CBP works closely with host country counterparts to build their capacity and capability to target
and inspect high-risk cargo. Today, in addition to weapons-detection, many CS1 ports are now
also targeting other illicit materials, including narcotics, pre-cursor chemicals, dual-use
technology, stolen vehicles, weapons and ammunition, and counterfeit products. Furthermore,
advancements in technology have enabled CBP to increase the efficiency of CSI operations
without diminishing effectiveness by conducting more targeting remotely at the NTC. CBP’s 60
CSl ports in North America, Europe, Asia, Africa, the Middle East, and Latin and Central
America currently prescreen over 80 percent of all maritime containerized cargo that is imported
into the United States. We anticipate that percentage to increase in the near future. Under a
revised Declaration of Principles signed on June 23, 2015, CBP and the General Administration
of Customs of the People’s Republic of China have agreed to expand cooperation to address all
cargo hazards, increase information sharing and collaboration, and conduct joint inspections in
additional ports in China.

CBP’s strong working relationship with our foreign partners is also exemplified by the Secure
Freight Initiative (SF1) in Qasim, Pakistan. Through SFI-Qasim, 100 percent of containerized
maritime cargo is scanned (by both radiation detection and imaging equipment) prior to lading
onboard a U.S.-bound vessel. All targeting of containers and monitoring of the scanning is done
remotely via live video feed by CBP officers working at the NTC. Physical examinations are
conducted at Port Qasim by Pakistani Customs officials and Locally Engaged Staff hired and
vetted by the U.S. Consulate General in Karachi. These physical examinations are also
monitored by live-feed at the NTC.

Creating the process for real-time data transmission and analysis in Qasim required the
development, installation and integration of new software and equipment. CBP partnered with
the Department of Energy to deploy networks of radiation detection and imaging equipment in
Qasim. Port Qasim continues to showcase the SFI program in a country where the government
and terminal operators support the initiative, and where construction of dedicated facilities is
possibie. From constructing the scanning site to providing adequate staffing levels for SFI, the
Government of Pakistan remains a strong partner in deploying SFI operations.

In addition to Port Qasim, Pakistan, CBP is now also scanning 100 percent of all U.S.-bound
cargo containers from the Port of Aqaba, Jordan, using trained and vetted forcign-service
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nationals. In July 2016, the Port of Aqaba will be fully functional and able to transmit scan data
in real-time to the NTC. Similar to implementing operations in Qasim, CBP received the full
support of the Government of Jordan to implement 100 percent scanning in Aqaba. In addition
to that support, successful implementation of 100 percent scanning was possible due to the low
to medium volume of U.S.-bound cargo processed through the port, and the small percentage of
transshipped cargo, which allowed scanning equipment to be placed at the entrance to the port so
as not to hinder the flow of cargo movement.

The impact of these programs has been amplified by the close collaboration between CBP and
Department of Energy’s Office of Nuciear Smuggling Detection and Deterrence (NSDD). Many
CS1 ports integrate into their operations partner country radiation detection equipment deployed
by NSDD. In a similar fashion, CBP and NSDD collaborated in the detection equipment
installation at the SFI operations in Qasim. The strong coordination between CBP and NSDD
extends to information and resource sharing that enhances the security of maritime supply chain.

All trading nations depend on containerized shipping for the transportation of manufactured
goods, which underscores the importance of these two programs. Each year, about 108 million
cargo containers are transported through seaports around the world, constituting the most critical
component of global trade. Almost 90 percent of the world’s manufactured goods move by
container, and about 40 percent arrive by ship. Collaboration with foreign counterparts provides
increased information sharing and enforcement, further secures the global supply chain, and
extends our security efforts outward.

Private-Sector Partnerships

In addition to CBP’s targeting capabilities, and our partnerships with Federal and foreign
partners, a critical component to CBP’s effort to extend our cargo security to the point of origin
is our effective partnership with the private industry. CBP works with the trade community
through the Customs Trade Partnership Against Terrorism (C-TPAT) program, which isa
public-private partnership program wherein members of the trade community volunteer to adopt
tighter security measures throughout their international supply chains in exchange for enhanced
trade facilitation, such as expedited processing. C-TPAT membership has rigorous security
criteria and requires extensive vetting and on-site visits of domestic and foreign facilities. This
program has enabled CBP to leverage private sector resources to enhance supply chain security
and integrity.

C-TPAT membership has grown from just seven companies in 2001 to more than 11,000
companies today, accounting for more than 54 percent (by value) of goods imported into the
United States. The C-TPAT program continues to expand and evolve as CBP works with foreign
partners to establish bi-lateral mutual recognition of respective C-TPAT-like programs. Mutual
Recognition as a concept is reflected in the World Customs Organization’s Framework of
Standards to Secure and Facilitate Global Trade, a strategy designed with the support of the
United States, which enables Customs Administrations to work together to improve their
capabilities to detect high-risk consignments and expedite the movement of legitimate cargo.
These arrangements create a unified and sustainable security posture that can assist in securing
and facilitating global cargo trade while promoting end-to-end supply chain security. CBP
currently has signed Mutual Recognition Arrangements with New Zealand, the European Union,
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South Korea, Japan, Jordan, Canada, Taiwan, Israel. Mexico, and Singapore and is continuing to
work towards similar recognition with China. Brazil. the Dominican Republic, India and other
countries.

Advanced Detection Equipment and Technology

In addition to deploying technology and personnel abroad under programs like CSL, CBP has
made strides in strengthening detection equipment capabilities in domestic seaports. Non-
Intrusive Inspection (NI1) technology enables CBP to detect materials that pose potential nuclear,
radiological, and other materials, such as concealed contraband. Technologies deployed to our
Nation's land, sea, and air POEs include large-scale X-ray and Gamma-ray imaging systems, as
well as a variety of portable and handheld technologies. N1l technologies are force multipliers
that enable us to screen or examine a larger portion of the stream of commercial traffic while
facilitating the flow of legitimate cargo. We continue to work closely with S&T to identify and
develop technologies to improve our N1l capabilities.

CBP currently has 307 large-scale NII systems deployed to, and in between, U.S. POEs. These
systems enable CBP officers to examine cargo conveyances such as sea containers, commercial
trucks, and rail cars, as well as privately owned vehicles, for the presence of contraband without
physically opening or unloading them. This allows CBP to work smarter and faster in detecting
contraband and other dangerous materials. As of Sept. 30, 20135, CBP has used the deployed NIl
systems to conduct more than 81 million examinations, resulting in more than 18,400 narcotics
seizures. with a total weight of more than 4.1 million pounds, and more than $79.2 million in
currency seizures.

An integral part of the CBP comprehensive strategy to combat nuclear and radiological terrorism
is the scanning of all arriving conveyances and containers with radiation detection equipment
prior to release from the POE. In partnership with DNDO, CBP has deployed nuclear and
radiological detection equipment, including Radiation Portal Monitors (RPM), Radiation [sotope
Identification Devices (RIID). and Personal Radiation Detectors (PRD) to 328 POEs
nationwide.? Utilizing RPMs, CBP is able to scan 100 percent of all mail and express
consignment mail and parcels; 100 percent of all truck cargo, 100 percent of personally owned
vehicles arriving from Canada and Mexico; and nearly 100 percent of all arriving sea-borne
containerized cargo for the presence of radiological or nuclear materials. Since the inception of
the RPM program in 2002 through May 2016, CBP has scanned more than 1.2 billion
conveyances for radiological contraband, resulting in more than 3.9 million alarms, all of which
have been successfully adjudicated at the proper level.

When the RPM alarms on a conveyance or package, the conveyance or package is referred to
secondary inspection. If it is a conveyance, the driver and all passengers are removed from the
vehicle. A RIID is then used to determine if the cause of the radiation alarm is due to an isotope
used in medical treatments. Otherwise, using the RPM printout page, the CBP officer will
complete a 360 degree scan of the conveyance using a RIID. Once the source of the radiation is

* As of June 1, 2016, CBP currently has 1,293 RPMs, 2,673 RIIDs, and 33,394 PRDs operational systems deployed
nationwide.
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localized, the officer uses the RIID to identify the radiation isotope. The results are referred for
technical analysis through the CBP Laboratories and Scientific Services Directorate Teleforensic
Center.

As part of CBP’s NII recapitalization plan, older technology will be phased out and replaced
with more modern and state of the art technology. As part of the joint CBP/DNDO RPM
Program Executive Plan, older RPMs will be replaced with more capable technology that is more
effective and significantly more efficient. CBP’s RIID fleet is in the middle of a major
recapitalization. Within the last three years, 27 percent of the RIIDs have been replaced with
more precise technology. DNDO has also awarded contracts to replace the remainder over next
few years subject to the continued availability of funding. DNDO has also awarded a contract
for Human Portable Tripwire (HPT) devices for TSA., USCG and CBP — specifically the U.S.
Border Patrol (USBP). The device, for USBP operations, is intended to augment their current
suite of radiation detection equipment and to help expedite the adjudication of benign radiation
alarms, stemming primarily from medical patients traversing through USBP checkpoints. USBP
has conducted limited user evaluation of these systems and plans, will deploy an initial quantity
in Fiscal Year (FY) 2016, and will derive a wider deployment strategy based on the utility of the
system in full operations.

CBP and DNDO continue to collaborate with port and terminal operators to enhance the
Department’s agility, responsiveness, operational efficiencies, and unwavering commitment to
our mutually supporting objectives of safety, security, and prosperity. Two key examples of this
are our current project with Port of Los Angeles™ Trans Pacific Container Service Corporation
(TraPac), LLC Terminal and the Middle Harbor Terminal Redevelopment Project. CBP is
currently re-engineering our operations in support of TraPac. TraPac is investing in technology
and infrastructure towards an automated terminal that will support both the targeted NII X-
ray/gamma-ray imaging of targeted commerce, and the 100 percent mandated radiation
scanning” of all incoming commodities at the TraPac terminal. CBP, DNDOQ and TraPac have
developed a new and innovative manner for the TraPac Intermodal Container Transfer Facility
on-dock rail application utilizing conveyor systems that will transport cargo containers past RPM
detector units in fixed positions inside the automation area. This innovative solution will make
significant operational improvement to both CBP and TraPac.

The Middle Harbor Terminal Redevelopment Project, sponsored by the Long Beach Container
Terminal (LBCT) at the Port of Long Beach, combines two aging shipping terminals into the
greenest, most technologically advanced container terminal in the world. With the Panama
Canal expansion, the Middle Harbor Terminal will now be able to accommodate super ships, at
a maximum of two 18,000 TEU vessels and one 8.000 TEU vessel.” The first super ships arrived
in Spring 2016, and the terminal is projected to handle 3.3 million TEUs per year by 2019. The
terminal will be a state-of-the-art fully automated container terminal, and will utilize automated
guided vehicles to move the intermodal cargo containers throughout the terminal, which will
streamline CBP’s cargo screening processes while allowing them to scan the increased cargo
without affecting the flow of trade. In FY 2015, CBP worked with LBCT to develop operational

f Security and Accountability For Every Port Act of 2006 {or SAFE Port Act, Pub.L.109-347)
> TEU stands for Twenty-Foot Equivalent Unit, which is used to describe a ship™s cargo carrying capacity.
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requirements, verify concepts of operations, complete an operational assessment, and develop
standard operating procedures to support this project. CBP officers will utilize two fixed high-
energy large-scale NI systems and RPMs. Officers will no longer utilize the mobile x-ray
systems. Additionally, the port has upgraded the optical character recognition system, new road
ability islands, transponders for truck identification and a new energy storage building for the
automated vehicles.

In conjunction with CBP’s many other initiatives (C-TPAT, ATS, NTC, 24-Hour Rule, and CSI),
advancements in cargo screening technology provides CBP with a significant capacity to detect
illicit nuclear and radiological materials and other contraband and continues to be a cornerstone
of CBP’s multilayered cargo security strategy.

CBP Small Vessel Programs and Physical Vessel Surveillance

In addition to the nearly 700 cargo ships that arrive in U.S. POEs daily, the maritime domain
supports the commercial fishing industry and its 110,000 fishing vessels, as well as millions of
recreational boaters. Most traffic on U.S. waterways and within ports involves legitimate boaters
and commercial operators, but it can also involve those engaged in illegal or dangerous activities.
A key requirement for enhancing U.S. national security efforts is the ability to identify those who
intend to do harm hiding within the sizable majority of people engaged in legitimate activities.

While the Maritime Transportation Security Act of 2002 (MTSA) and the International
Convention for the Safety of Life at Sea (SOLAS) require many commercial, passenger, and
fishing vessels to operate with an Automatic Identification System (AIS), a tracking system to,
among other things, increase maritime awareness, the requirement does not cover many small
vessels. The United States Coast Guard (USCG) estimates that, combined with unregistered
watercraft, there are approximately 17 million small vessels® operating in U.S. waterways; the
majority of these vessels is not required to utilize AIS. Therefore, detecting and assessing the
risk of small vessels is particularly challenging. We continue to work closely with S&T to
identify and develop technologies to improve our small vessel surveillance, detection and
tracking capabilities. This includes investments in data integration, information sharing, and
land, air and space based sensor systems.

Operators of small pleasure vessels, arriving in the United States from 2 foreign port or place are
required to report their arrival to CBP immediately upon arrival.” CBP also requires a face-to-
face inspection unless the operator and passengers qualify for an alternate inspection program. In
support of the DHS Small Vessel Security Strategy,” and as part of CBP's comprehensive effort
to improve the security of our Nations borders while enhancing legitimate travel specifically for

6 “Small vessels” are characterized as any watercraft, regardless of method of propulsion, less than 300 gross tons.
Small vessels can include commercial fishing vessels, recreational boats and yachis, towing vessels, uninspected
passenger vessels, or any other commercial vessels involved in foreign or U.S. voyages. DHS, Small Vessel
Security lmplementation Plan Report to the Public, January 2001, page 1. httpy//www.dhs.gov/xlibrary/assets/dhs-
uscg-small-vessel-security-strategy-repori-to-public-01201 Ipdf.

TI9CFR 4.2

8 DHS Small Vessel Security Strategy, April 2008 {https://www.dhs.gov/xlibrary/assets/small-vessel-security-
strategy.pdf).
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small boaters, CBP utilizes several alternate inspection programs such as the Canadian Border
Boater permit (I1-68), Nexus Marine program, and the Small Vessel Reporting System (SVRS).

SVRS, a voluntary. online program to report the foreign trave! of small vessel operators and
passengers, was developed to better track small vessels and make it easier to identify suspicious
or unknown vessels. Enrollment in SVRS includes completing an online application, attending a
face-to-face interview with a CBP officer, and, if needed, providing biometrics for verification.
Once enrolled, participants are able to submit a “float plan™ consisting of biographical
information of all persons intending on traveling, vessel registration information, and itinerary
information. By enrolling and submitting a float plan, participants may not have to appear in
person for inspection by a CBP officer each time they enter the United States. Participants are
still required to report via telephone their arrival in the United States.

In addition to enforcing reporting requirements, CBP uses an array of vessels and aircraft to
provide critical aerial and maritime surveillance of known air, land, and maritime smuggling
routes to detect, monitor and disrupt illicit activities before they reach the shore. Within the
“customs waters™’ of the United States, or at any place within the United States, CBP Air and
Marine Operations (AMO) agents may board a vessel for the purpose of enforcing customs law,
and to use all necessary force to compel compliance.'’ Additionally, AMO has jurisdiction over
any American vessel on the high seas,!' and vessels subject to U.S. jurisdiction under the
Maritime Drug Law Enforcement Act,'* which concerns the trafficking of controlled substances
aboard vessels in extraterritorial waters, These authorities enable AMO to extend the zone of
security surrounding our maritime border and littorals of the United States.

In their capacity as CBP law enforcement agents, AMO agents have a critical role in the
enforcement of immigration laws in the maritime environment.'>  AMO is uniquely positioned —
organizationally, via broad enforcement authorities and jurisdiction, and with unequaled
specialized training, equipment, and domain awareness capability — to protect America’s security
interests beyond the nation’s border in source and transit zones, between ports of entry, in our
coastal waters, and within the nations interior. Similar to other investigative agencies, AMO
agents recruit confidential sources, develop criminal cases, support prosecutors and testify in
court in addition to their enforcement actions in the air, land and maritime domains.

Initiatives such as SVRS, combined with unique air and marine enforcement capabilities, provide
CBP with advanced vesse! information and increased awareness of small vessels approaching or
traveling U.S. waterways. Segregating low risk vessels facilitates legitimate recreational boater
traffic and increases CBP’s ability to identify higher risk vessels and dedicate resources to
address illicit maritime activities.

> See 19 LS, Code § 1401,

®See 19 U.S. Code § 1581.

' See 19 CFR 162.3.

' See Title 46, 46 U.S. Code § 70501-70502.
" See Title 8, Aliens and Nationality.
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Response to a Radiological Weapon at a Port

The aforementioned technology, targeting capabilities, and partnerships are strategically aligned
to prevent the arrival of dangerous weapons, or other dangerous materials, at a U.S. port.
However, in the event such a circumstance occurs, CBP has established contingency plans and
standard processes in order to ensure a coordinated and effective response to such an event.

Frontline CBP personnel, upon detection of a suspect radioactive source such as a dirty bomb,
are trained to secure, isolate, and notify suspect targets and contact the CBP’s Teleforensic
Center. The scientists are specially trained in spectroscopy to recognize illicit radiological
material and can confer with DOEs Triage Program for additional analysis. Any potential threat
information will be shared comprehensively and immediately with the FBI Joint Terrorism Task
Forces (JTTFs) so that threats can be investigated and resolved. The FBI has the lead for the
operational law enforcement response to a domestic terrorist threat or incident. CBP will
coordinate with and assist the FBI as part of the response..

CBP's aviation assets maintain an emergency response capability to provide airborne assessment
of radiological deposition fellowing a nuclear or radiological accident or incident, and provide
airborne detection of a lost or stolen radiological source or device. Under an Interagency
Agreement with the DOE National Nuclear Security Administration, CBP provides material,
supplies, fuel, aircraft, flight crews, ground crews, and other required resources to provide
aircraft flight support for the NNSA radiological emergency response mission.

All frontline personnel working at POEs utilize Personal Radiation Detectors (PRD), and receive
ongoing training on how to respond to a detected radiological weapon. A dirty bomb uses
common explosives to spread radioactive materials over a targeted area. It is not a nuclear blast.
The force of the explosion and radioactive contamination will be more localized. While the blast
will be immediately obvious, the presence of radiation will not be known until trained personnel
with specialized equipment are on the scene. As with any radiation, frontline personnel are
trained to limit the risk and effects of exposure by finding a shielding object. increasing their
distance from the blast, and minimizing exposure time. Personnel will also work with local
HAZMAT to cordon off a perimeter and assist with the decontamination process.

Conclusion

Each year, more than 11 million maritime containers arrive at our Nation’s seaports. At our land
borders, another 1| million arrive by truck and 2.7 million by rail. CBP’s targeting activities, in
conjunction with programs like CSI and C-TPAT, increase CBP’s awareness of what is inside
those containers, and enhance our capability to assess whether it poses a risk to the American
people.

Working with our DHS, Federal, international, state, local, tribal, and private industry partners,
CBP’s cargo security programs help to safeguard the Nation’s borders and ports from threats —
including those posed by radiological weapons.

Chairwoman McSally, Chairman Hunter, Ranking Members Vela and Garamendi, and
distinguished Members of the Subcommittees, thank you for the opportunity to testify today.
would be pleased to answer your questions.
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I.  INTRODUCTION

Chairwoman McSally, Chairman Hunter, Ranking Member Vela, Ranking Member Garamendi,
and distinguished Members of the Subcommittees, thank you for giving me the opportunity to
testify on the Department of Energy National Nuclear Security Administration’s (DOE/NNSA)
efforts to detect, deter, and investigate the illicit smuggling of nuclear and other radioactive
materials. Thank you for your continued interest and leadership on this important issue. |
wouild also like to thank my colleagues from the Department of Homeland Security for heing
constructive and indispensable partners in the effort to reduce the risk of radiological incidents.

NNSA’s core mission pillars are to maintain a safe, secure, and effective nuclear deterrent; to
prevent, counter, and respond to the threats of nuclear proliferation and terrorism worldwide;
and to provide naval nuclear propulsion. The role of NNSA’s Office of Defense Nuclear
Nonproliferation {DNN} is to prevent non-state actors and proliferant states from developing
nuclear weapons or acquiring weapons-useable nuclear material, equipment, technology, and
expertise; and to prevent non-state actors from acquiring nuclear and radiological materials for
an improvised nuclear device {IND) or radiological dispersal device {RDD). Although technology
and expertise are important to anyone attempting to develop a weapon or improvised device,
an adversary’s ability to access material is essential. Consequently, minimizing the availability
of materials, securing them, and interdicting them when they are out of regulatory control are
all key elements of our mission. Our programs are organized to reflect this:

* Material Management and Minimization {M®): Minimize and, when possible,
eliminate excess weapons-usable nuclear material, ensure sound management
principles for remaining nuclear materials, and support peaceful uses of nuclear
energy by making nuclear materials available for these purposes;
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« Global Material Security (GMS): Achieve adequate security, protection, control, and
accounting for all nuclear and radiological materials worldwide {in accordance with
internationally accepted recommendations), and prevent the illicit trafficking of
nuclear weapons and nuclear and radiological materials;

o Nonproliferation and Arms Control (NPAC): Prevent the proliferation of weapons of
mass destruction (WMD)—as well as relevant dual-use materials, equipment,
technology, and expertise—by state and non-state actors through nuclear
safeguards and export controis and by strengthening nonproliferation and arms
control regimes;

+ Nonproliferation Research & Development (R&D): Develop effective technologies
to detect nuclear weapons proliferation and nuclear detonations and support
monitoring and verification.

Today, | would like to focus my remarks on DNN’s efforts to prevent the smuggling of nuclear
and radiological materials that could be used in an IND or a RDD. To frame the issue, | would
like to take a few moments to describe the threat landscape.

Il. THREAT LANDSCAPE

Securing nuclear and radiological materials from theft, diversion or trafficking is a critical
element of U.S. national security strategy. Terrorist groups have sought nuclear and
radiological materials and the expertise needed to weaponize them. More than 30 countries
currently possess weapons-useable nuclear material stored at hundreds of sites, with the
largest inventory in Russia. In addition, radiological materials are ubiquitous, with more than
100 countries possessing radiological material stored at thousands of sites. Despite much
progress over the past twenty years by international cooperative programs to improve the
security of these materials, gaps remain.

in addition, unknown quantities of material may already be out of regulatory control and the
existing black market for nuclear and radiological materials, to include, recent examples of
interdictions in countries like Georgia and Moldova, demonstrates this. Beyond the examples of
these recent interdictions, Russia’s decision to halt most of our nuclear security cooperation
leads to a concern that security controls on material in Russia are weakening. Furthermore, the
expansion of ungoverned spaces and entrenched corruption in many regions of the world
create safe havens for terrorists, compounded by the emergence of an adversarial pseudo-state
{self-proclaimed Islamic State of Iraq and Syria) with a demonstrated capability to conduct
international terror operations and some expressed interest in acquiring and using radiological
and possibly nuclear materials against Western interests.

As you well know, the use of a high-yield IND in a major U.S. city would cause hundreds of
thousands of fatalities. The use of an RDD would not cause a large loss of human life, but
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would be a destabilizing force and could have global social and economic impacts. Because the
threat is so complex and continuously evolving and the physical, economic, and psychological
consequences of terrorists using a nuclear or radiological device are so high, significant
resources and a multifaceted and layered approach must be employed to counter the threat.

Hi. EFFORTS TO PREVENT NUCLEAR SMUGGLING

In this environment, the U.S. Government has developed integrated and enduring strategies to
prevent terrorists from obtaining nuclear and radiological materials. Within DNN, much of this
work is done by the Office of Global Material Security (GMS), which collaborates with partners
within our government and partners worldwide to build sustainable capacity to secure nuclear
weapons, weapons-usable nuclear material, and radiological material, and to detect the illicit
trafficking of those materials. We have more than 20 years of experience in this area and have
worked with over 100 countries. We employ a robust sustainability approach that focuses on
gradual transition of responsibility to the partner and continued engagement once a partner
assumes responsibility for an activity. We also work closely with the international community
to put in place the international standards and frameworks needed to support these capacities
over the long-term.

This work dates back to a DOE-developed task force in 1994 to mitigate the nuclear security
vulnerabilities in the Former Soviet Union, which subsequently became the Material Protection,
Control & Accounting {MPC&A) Program. In response to the attacks on September 11, 2001,
the suite of technical assistance provided by MPC&A was modified to address the changing
threat landscape. The primary change was to the approach, which developed into a graded,
defense-in-depth security approach that begins at the source of the material outward,
encompassing physical protection, material control & accounting, transportation security and
response forces upgrades. The guiding principle of these efforts is to support improved security
of nuclear and radiological material at the source, prior to it leaving the nuclear facility or site,
which has been referred to as the first line of defense. However, recognizing this is not enough
in light of continued smuggling activity and existence of materials out of regulatory control,
DOE began the Second Line of Defense Program, which is now known as the Nuclear Smuggling
Detection and Deterrence Program (NSDD).

NSDD is a critical component of overall U.S. efforts to counter nuclear smuggling. As a part of
the Global Nuclear Detection Architecture (GNDA), NSDD works to judiciously deploy radiation
detection systems internationally at official crossing points, along rugged, unofficial borders
and disputed territories (i.e. “green” borders) and maritime borders (i.e. “blue” borders), and at
internal locations for law enforcement operations. The GNDA is predicated on a layered
defense of law enforcement, intelligence, and technology to maximize a system of detection
and deterrence capability. DHS oversees the domestic layer of this architecture and the
Departments of State, Energy, and Defense lead on the exterior layer in coordination with DHS.
In the words of DNDO, NSDD “is the largest single program in the exterior layer and provides
significant potential to stop a U.S.-bound terrorist attack outside our borders.”
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NSDD has a long history of close collaboration with DHS, including both the Domestic Nuclear
Detection Office {(DNDO) and Customs and Border Protection (CBP). NSDD and DNDO regularly
share information on their perception and definition of the threat and their prioritization
methodologies for addressing the threat. NSDD and DNDO also collaborate on a number of
technical and maintenance topics to leverage our respective experiences in deploying and
maintaining large fleets of detection systems. Most recently, NSDD and DNDO signed an
interagency Integrated Project Team Charter to jointly study the long-term effects of
temperature fluctuations on the performance of radiation portal monitors. This allows us to
share resources and work together to better understand an issue that will shape our approach
to both procurement and long-term maintenance of these systems. With regard to
collaboration with CBP, NSDD and CBP’s Container Security Initiative (CSI) are working together
collaboratively in many of the same seaports overseas. To coordinate our efforts, NSDD and
CBP/CSt have a signed Standard Operating Procedures document that lays out how we share
information, resources, and equipment to maximize our efforts to secure maritime cargo. Asa
final example, NSDD and the United Kingdom recently co-hosted an international workshop on
enhancing maritime security that focused on promoting radiation detection in the maritime
supply chain and developing enhanced measures to permanently remove materials found out
of regulatory control. As a 2016 Nuciear Security Summit deliverable, 14 countries endorsed
the best practices and recommendations from this workshop. DHS, both DNDO and CBP,
played a critical role in this event and offered their insights, lessons learned and best practices
to a group of over 15 countries and 9 international organizations dedicated to strengthening
maritime security.

With regard to maritime security, it is important to note that the scanning of inbound
containers at U.S. ports and border crossings is extremely important and crucial to our national
defense, but the effectiveness of the systematic approach to detection is significantly
strengthened by international efforts that extend detection away from U.S. soil. If an actual
IND or RDD weapon reaches the U.S. shores, the detection may be too late to avoid its
catastrophic consequences. In addition, the length of U.S. borders, along with the potential use
of non-traditional delivery mechanisms such as light aircraft or small diesel powered
submarines, makes securing the U.S. borders a difficult undertaking. Consequently, itis
important for U.S. Government Agencies to collaborate effectively in the deployment of a
layered defense that keeps materials secure in situ, but that also can prevent illicit trafficking
internationally, at multiple vectors, at the farthest possible point from the U.S. border.

NSDD’s role, working closely with DHS/DNDOQ and DOS, is to push the ring of security out as far
as possible. The program has greatly contributed to building international awareness of nuclear
threats and the capacity of the U.S Government and partner countries to detect, deter, and
investigate the illicit trafficking of nuclear and radioactive materials at international border
crossings and internal partner country chokepoints. This has resulted in equipping 579 sites,
including 45 large container seaports, and the provision of 102 mobile radiation detection vans.
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But countering nuclear smuggling is not achieved by equipment alone. An effective Counter
Nuclear Smuggling strategy involves coordination among many agencies and experts within
partner countries; including border security, police, customs and security services, technical
reach back, ministries of foreign affairs, and others. The United States Government interagency
works in coordination to pursue this inclusive engagement, enabling a systematic approach
where all kinds of capabilities are coordinated. NSDD plays a specific role in building capacity to
counter nuclear smuggling and to link countries to international organizations, such as
INTERPOL and the International Atomic Energy Agency {IAEA), in order to develop an integrated
and cohesive community focused on combatting nuclear smuggling. To date, through its work
with foreign partners NSDD has created a network of more than 100 agencies in 65 countries.
NSDD has also transitioned sustainability responsibilities to approximately 85% of sites
equipped.

NSDD supports this network by providing training, technical and best practices exchanges,
workshops and exercises, assessment tools for tracking performance, and assistance with
regulatory development. This ongoing engagement ensures a sustainable transition of
responsibility for detection equipment to partners. It also allows NSDD to promote best
practices in the long term and keep communication channels open to monitor trafficking
incidents and evolving threat patterns.

I would like to draw your attention to a recent Government Accountability Office (GAO-16-460)
report on the NSDD program, referencing three partner countries visited as part of the audit—
Azerbaijan, Bulgaria, and Georgia. GAO reported that “law enforcement officers and
government officials attributed multiple cases of successful detection, deterrence and seizure
of smuggled nuclear and radiological materials to the use of NSDD-provided radiation detection
equipment.” These nations all have both fixed site and mobile NSDD-provided detectors.

The development of robust and holistic counter nuclear smuggling capabilities also requires
nuclear material analysis and characterization, also known as nuclear forensics. Attribution of
interdicted material is key to identifying gaps in nuclear material security as well as enabling
and supporting countries in their efforts to prosecute traffickers. In coordination with the
Department of State, NSDD supports peer-to-peer efforts to broaden understanding of nuclear
forensic signatures, provides technical expertise to support analytical capabilities and
development of national nuclear forensics libraries, and supports development of international
recommendations and implementing guidance through the IAEA and Global Initiative to
Combat Nuclear Terrorism (GICNT).

DOE/NNSA’s technical capabilities and expertise at the national laboratories are essential to
advancing NSDD's success in maximizing the performance of radiation detection equipment and
advancing forensics. The laboratories test all equipment against rigorous performance
standards, and maintain a feedback loop with vendors and maintenance providers in order to
continuously improve detection capabilities and advance the user experience to make
equipment easier to operate and maintain.
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IV. STRATEGIC REVIEW AND PLANS

DNN’s programs periodically undergo strategic reviews to assess progress, determine strategic
direction, and recalibrate goals of the respective program’s mission in light of the dynamic
international threat environment. Related to the evolving nuclear smuggling threat landscape,
NSDD conducted a strategic review in 2015 to assess progress and prioritize future work based
on the current threat landscape.

The NSDD strategic review included qualitative (i.e., subject matter expertise) and quantitative
{i.e., modeling) analyses. NSDD's conclusions were:

1. Radiological/nuclear smuggling threat is evolving, ungoverned spaces are expanding,
and massive movements of people are overwhelming governments, particularly as this
impacts border security;

2. ltisimperative to test, qualify, and apply sustainable, flexible, and modular detection
and identification technologies to address longstanding challenges;

3. The changed threat environment requires reinforcement of detection capabilities
(strategic layering of fixed, mobile, and modular capability);

4. Maintaining insight into partner operation of systems is vitally important; and

5. The detection and deterrence value of radiation portal monitors (RPMs) continues to
play a key role in the exterior and domestic layers of the GNDA.

NSDD plans include deploying radiation detection systems in critical pathways through the
Fergana Valley in Central Asia, Ukraine, and Eastern Europe, along with targeted deployments
at seaports in key regions. This includes continuing to deploy mobile detection systems to law
enforcement to reinforce and complement the fixed radiation detection architecture
established. This fixed and mobile work has been the traditional NSDD implementation
approach, and with a focused effort during the next several years, much of this work will be
completed. NSDD will continue to maintain strategic relationships that have been built which
provide important insights into the counter smuggling challenges faced in various countries and
regions. The program will continue to carry out technical and best practices exchanges with
‘high income countries, such as China. These peer-to-peer engagements allow NSDD to share
technical expertise, but we look to our partners to make the investments and have immediate
responsibility for the maintenance and sustainment of any equipment.

NSDD’s updated strategy includes a focus on partner countries that are “one-step out” from
nuclear and radioactive source countries where bilateral cooperation efforts have not been
successful. This ring approach has included an emphasis on using flexible and modular
radiation detection tools in the maritime and air traffic vectors. The Strategic Airports Initiative
is focused on expanding the application of radiation detection systems in the Middle East and
South Asia, whereas the Maritime Vectors Partnership focuses on unregulated, open waterways
that have the potential of finking source materials to potential users/buyers. The operational
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approach to these maritime activities will be to expand use of radiation detection equipment
for land based and at sea operations.

A key element of NSDD’s activities with partner countries is their sustainability program. While
we have reached an 85% transition point, continuing to make progress in transitioning this
responsibility is a continued emphasis. NSDD’s unique relationships with partners underscore
the need to remain engaged after transition with bilateral, regional, and international partners
to support continued effective use of deployed systems. NSDD will continue its work with
partners to further develop their training programs, including conducting workshops, field and
training exercises, and drills to continue to enhance the international capacity to detect and
interdict nuclear smuggling.

NSDD, like our other DNN offices, will need to continue to expand its engagement with
international organizations as force multipliers. This means collaborating on capacity building
efforts with the IAEA, European Commission Joint Research Center (EC-IRC), GICNT, Global
Partnership, and INTERPOL. As we look forward from the 2016 Nuclear Security Summit, these
organizations will be champions of continuing the strides made in advancing the global nuclear
security architecture under the Summit process and will be a key component of long-term
nuclear security.

As a result of NSDD’s strategic review, we believe that NSDD and programs like it must remain
vigilant and responsive to the evolving threat landscape. We have found that our approach to
tailoring technical capabilities to their location and function is successful. Based on feedback
from our partners, RPMs continue to be a key tool in the technology component to counter
nuclear smuggling of the GNDA because they drive smugglers toward riskier and costlier
behavior that exposes them to law enforcement or other means of detection. When RPMs are
combined with other mobile and portable detection tools, we are able to close off many of the
pathways smugglers might use.

V. ADDITIONAL PROGRAMS

Within DNN, there are complementary efforts that further the overall mission to detect, deter,
and investigate illicit trafficking of nuclear and other radioactive material. Of particular note is
the Commodity Identification Training {CIT) conducted by the Office of Nonproliferation and
Arms Control. This course enhances the ability of enforcement personnel, primarily customs
officers, to recognize and interdict strategic commodities. CIT Instructor Training prepares
national specialists to provide CIT on a widespread basis and to provide support when
inspectors request analysis of suspect items. This course is provided to many of the same
partners as NSDD collaborates with and is another capacity that they develop in executing their
overall border enforcement missions.

Also of note are the complementary international activities that are conducted by DOE/NNSA’s
Office of Counterterrorism and Counterproliferation (CTCP). This office is charged with
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understanding nuclear threat devices (i.e., improvised nuclear devices, foreign nuclear weapons
of a proliferant concern, and any device that may have fallen outside of a foreign state’s
custody). As this relates to NSDD, one area that CTCP is focused on is Emergency Response and
Forensics. In accomplishing these missions, CTCP has collaborated with NSDD and its partners
to provide technical expertise and collaboration on training, workshops, and other activities
that further develop international nuclear nonproliferation capacity.

Beyond work within DOE/NNSA, we work with the Interagency to further enhance the
capabilities of our partners. NSDD collaborates with the Department of State, Department of
Defense, and FB! on field training exercises and workshops that focus on response plans and
standard operating procedures, as they relate to radiation detection and border security.
Depending on the event, each U.S. Government organization plays a different role and supports
each other in these efforts, NSDD also regularly participates in coordination meetings with
interagency counterparts.

An example of a NSDD collaboration with FBI is providing Radiation Detection and investigative
Techniques (RDIT) training to international partners. This training jointly provided by NSDD and
FBl incorporates law enforcement elements into radiation detection operations and is
extremely popular with our international partners.

Internationally, NSDD is involved with all of the major players who provide guidance and
technical support on topics related to radiation detection and countering nuclear smuggling.
This includes the IAEA, INTERPOL, EC-IRC, World Customs Organization (WCOQ), and GICNT. We
provide subject matter experts to support training events, workshops, and guidance
development.

VI. RECENT HOUSE COMMITTEE ON ENERGY AND COMMERCE {HE&C) INTEREST AND THE
GAQ REPORT

As you may know, bipartisan leaders of the HE&C sent a letter on May 2, 2016 to Secretary of
Energy seeking further information on the current status of the DOE/NNSA NSDD programs.
They noted that the purpose of the letter was in consideration of the fact that “recent
international developments—particularly the rise of well-funded terror groups and the
curtailment of U.S.-Russian cooperation on nuclear material security—have underscored the
importance of NNSA’s Nuclear Smuggling Detection and Deterrence {(NSDD) programs.” They
noted that information reviewed to date has highlighted the importance of maintaining a
strong deterrence and detection posture at foreign ports and border crossings, in partnerships
with other nations, and mentioned that “given the current threat environment, now is not the
time to weaken our detection and interdiction programs overseas.” NSDD provided some
follow-up briefings and will be providing additional information in response to the HE&C
Committee’s request.
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As | mentioned earlier in this testimony, GAO recently completed an audit on NSDD. We were
pleased that the audit underscored the importance of NSDD’s work to enhance the global
nuclear security architecture. The conclusion in particular noted that “NSDD plays a key role in
building the capacity of its 59 partner countries to detect, interdict, and investigate the illicit
trafficking of nuclear and radiological materials, and the use of NSDD-provided equipment has
resulted in positive outcomes, including the interdiction of weapons-grade HEU.”

Vil. CONCLUSION

The threat posed by nuclear terrorism remains. Terrorist groups have sought nuclear and
radiological materials and the expertise needed to weaponize them. Without the long-standing
cooperation to improve the security of Russian weapons-useable materials, security conditions
may weaken. Terrorist groups are taking root in under-governed spaces that hold radiological
materials of concern. All of these facts underscore a critical component of U.S. national
security strategy is to prevent the illicit trafficking of nuclear and radiological materials. This
challenge is dynamic and requires a broad set of capabilities to be effective.

We have taken important steps forward in countering this threat through the deployment of
detection systems, development of competent partners, and advancement of nuclear forensics
capabilities. Through its strategic review, NSDD has further identified ways to lead the global
effort to combat nuclear smuggling while remaining agile and responsive to the shifting threat
landscape. The GAO report, while overwhelmingly positive, identified areas where NSDD can
apply more rigorous tracking of milestones and goals, and NSDD is taking steps to respond to
this guidance. Given NSDD's ability to adapt, widespread and diverse international
partnerships, and ongoing collaberation with interagency partners, NSDD is uniquely poised to
remain the global leader in deploying and sustaining the global nuclear detection architecture
with the ultimate goal of preventing the use of a nuclear weapon or dirty bomb in the United
States.

Thank you for the opportunity to appear before you today. | am happy to answer any
questions.
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MARITIME SECURITY

Progress and Challenges in Implementing
Maritime Cargo Security Programs

What GAO Found

The Department of Homeland Security (DHS) and U.S. Customs and Border
Protection {CBP) have made substantial progress in implementing initiatives and
programs that, collectively, have enhanced cargo security, but some challenges
remain. Examples of progress and challenges are discussed below.

Risk A s of Cargo Shig its. In January 2015, GAO found that
CBP did not have accurate data on the number and disposition of each high-risk
shipment scheduled to arrive in the United States. Specifically, CBP’s data
overstated the number of high-risk shipments, including those that appeared not
to be examined or waived in accordance with CBP policy. CBP officers
inconsistently applied criteria to make some waiver decisions and incorrectly
documented waiver reasons. GAO recommended that CBP define waiver
categories and disseminate policy on issuing waivers. In response, CBP issued a
new policy that includes criteria for waiving examinations of high-risk shipments
and developed a new process for recording waivers and issued a memorandum.

Partnerships with Foreign Governments. In September 2013, GAO reported
that CBP had not regularly assessed foreign ports for risks to cargo since 2005.
GAQ recommended that DHS periodically assess the security risks from ports
that ship cargo to the United States and use the results {o inform whether
changes need to be made to Container Security Initiative {CS) ports. DHS
concurred with the recommendation and CBP has since developed a port risk
matrix and priority map to be used to help assess whether changes need to be
made to CSi ports. These tools are to be updated yeariy and can be updated
more frequently based on significant changes, emerging threats, and
intelligence. These tools should assist CBP in ensuring it is aliocating its
resources to provide the greatest coverage of U.S.-bound high-risk cargo.

In October 2009, GAO reported challenges to scanning 100 percent of U.S.-
bound cargo at foreign ports. DHS officials acknowledged that most, if not all
foreign ports, would not be able to meet the July 2012 target date for scanning ail
U.S.-bound cargo, and DHS would need to issue extensions to allow the
continued flow of commerce and remain in compliance with statutory
requirements. Although the Secretary of Homeland Security has issued three 2-
year extensions for implemienting the 100 percent scanning mandate, which
have extended the deadiine to July 2018, DHS has not yet identified a viable
solution to meet the requirement.

Partnerships with the Trade Industry. Through the Customs-Trade
Partnership Against Terrorism (C-TPAT) program, CBP officials work with
member companies to validate the security of their supply chains in exchange for
benefits, such as reduced scrutiny of their shipments. In April 2008, GAQ found,
among other things, that CBP lacked a systematic process to ensure that
mernbers take appropriate actions in response to security validations. GAO
recommended that CBP document key data elements needed 1o frack
compliance. CBP has since implemented a process to ensure that C-TPAT
validation report recommendations are implemented. GAO is currently reviewing
the C-TPAT program, to include an assessment of CBP's ability to meet its
security validation responsibilities.

United States Government Accountability Office
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Chairman Hunter, Chairwoman McSally, Ranking Members Garamendi
and Vela, and Members of the Subcommittees:

Thank you for the opportunity to discuss our work on U.S. Customs and
Border Protection’s (CBP) initiatives and programs to enhance maritime
cargo security. The U.S. economy is dependent on the expeditious flow of
millions of tons of cargo each day through the global supply chain--the
flow of goods from manufacturers to retailers. Cargo containers are an
important segment of the global supply chain and play a vital role in the
movement of cargo between global trading partners. The majority of U.S.
imports arrive by ocean vessel, and much of that is shipped in the millions
of cargo containers that enter the United States every year. Cargo
containers can be filled overseas at many different focations and they are
transported through complex logistics networks before reaching U.S.
ports. Criminal or terrorist attacks using cargo shipments can cause
disruptions to the supply chain and can limit global economic growth and
productivity. ! Within the Department of Homeland Security (DHS), CBP is
responsible for administering cargo security and reducing the
vulnerabilities associated with the supply chain. According to DHS,
balancing security concerns with the need to facilitate the free flow of
commerce, part of CBP’s mission, remains an ongoing challenge.?

CBP has developed a layered security strategy to focus its limited
resources on targeting and examining high-risk cargo shipments that
could pose a risk while allowing other cargo shipments to proceed without
unduly disrupting commerce arriving in the United States, CBP’s layered
security strategy is based on initiatives and programs that include, among
other things, analyzing information to identify shipments that may be at
high risk of transporting weapons of mass destruction (WMD) or other
contraband, working with foreign governments to examine U.S.-bound
shipments at foreign ports participating in the Container Security Initiative
(CSl) and Secure Freight Initiative (SF1), and providing benefits to
companies that comply with CBP's minimum security criteria through the

The White House, Nationat Strategy for Global Supply Chain Security (Washington, D.C.
January 2012).

?In addition to its priority mission of keeping terrorists and their weapons out of the United
States, CBP is also responsible for securing the border, facilitating international trade and
travel, coflecting duties, and enforcing numerous U.S. laws and regulations pertaining to
immigration and illicit drugs, among other things.

Page 1 GAD-16-790T
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Customs-Trade Partnership Against Terrorism {C-TPAT) program. The
Security and Accountability for Every Port Act (SAFE Port Act) of 2006,
enacted in October 2008, established a statutory framework for key
programs within CBP’s layered security strategy that previously had not
specifically been required by law. A brief description of the key initiatives
and programs that constitute CBP’s layered security strategy is provided
in appendix |.

My statement today discusses the progress and challenges associated
with CBP’s implementation of maritime cargo security initiatives and
programs responsible for enhancing the security of the global supply
chain. This statement is based on reports and testimonies we issued from
April 2008 through January 2015 related to maritime cargo security--with
selected updates on how DHS and CBP have responded to our prior
recommendations. The products cited in this statement provide detailed
information on our scope and methodelogy. The work upon which this
statement is based was conducted in accordance with generally accepted
government auditing standards. Those standards require that we plan
and perform the audit to obtain sufficient, appropriate evidence to provide
a reasonable basis for our findings and conclusions based on our audit
objectives. We believe that the evidence oblained provides a reasonable
basis for our findings and conclusions based on our audit objectives.

Background

Every time responsibility for cargo changes hands along the global supply
chain there is the potential for a security breach. As a result,
vulnerabiiities exist that terrorists could take advantage of by, for
example, placing a WMD into a container bound for the United States.
While there have been no known incidents of containers being used fo
transport WMD, criminals have exploited containers for other illegal
purposes, such as smuggling weapons, people, and illicit substances. To
address the potential security risks posed by the mitlions of containers
that arrive in the United States each year, CBP has implemented a
layered security strategy of related initiatives and programs that focus
CBP's limited resources on potentially high-risk cargo bound for the
United States while allowing other cargo to proceed without unduly

3Pub. L. No. 109-347, 120 Stat. 1884 {2008).

Page 2 N GAD18-790T
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disrupting commerce. Key elements of CBF’s maritime cargo security
initiatives and programs are described below.

Automated Targeting System. information on shipments destined for
the United States is automatically fed into CBP’s Automated Targeting
System (ATS)—an enforcement and decision support system that
compares cargo information against intelligence and other law
enforcement data. ATS consolidates data from various sources to create
a single, comprehensive record for each U.S.-bound shipment. ATS uses
a set of rules that assess different factors in the information to determine
the risk level of a shipment. One set of rules within ATS, referred to
collectively as the maritime national security weight set, is programmed to
check for information or patterns that could be indicative of suspicious or
terrorist activity. ATS uses this weight set to assess and generate risk
scores for every cargo shipment as the shipment moves throughout the
global supply chain and new information is provided or existing
information is revised. CBP classifies the risk scores from the maritime
national security weight set as low, medium, or high risk. ATS
automatically places high-risk shipments on hold, and CBP officials use
information in ATS to identify (target) which high-risk shipments should be
examined or waived.

To assist in its targeting efforts, CBP uses key information about
shipments destined for the United States obtained through the 24-hour
rule and the 10+2 rule. Through the 24-hour rule, CBP generally requires
vessel carriers to electronically transmit cargo manifests to CBP 24 hours
before cargo is loaded onto U.S.-bound vessels at foreign ports.* Through
the Importer Security Filing and Additional Carrier Requirements (known
as the 10+2 rule), CBP requires importers and vessel carriers to provide
data elements for improved identification of cargo shipments that may
pose a risk for terrorism.® Importers are responsible for supplying CBP
with 10 shipping data elements—such as country of origin—24 hours
prior to ioading, while vessel carriers are required to provide 2 data

*19 C.F.R. § 4.7(b). Cargo manifests are prepared by the ocean carrier and are composed
of bills of tading for each shipment ioaded onto a vessel to describe the contents of the
shipments. Bills of lading are documents issued by a carrier describing the goods, the
details of the intended voyage, and the conditions of transportation.

Simporter Security Filing and Additional Carrier Requiremenis, 73 Fed. Reg. 71,730 (Nov.
25, 2008) {codified at 19 C.F.R. pt. 149).

Page 3 GAO-16-790T
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elements—container status messages and stow plans—that are not
required by the 24-hour rule.®

Container Security Initiative. CSl is a bilateral government partnership
program operated by CBP that aims to identify and examine U.S.-bound
cargo container shipments that are at risk of containing WMD or other
terrorist contraband. As part of the program, CBP officers are stationed at
select foreign seaports and review information about U.S.-bound
containerized cargo shipments. CBP uses ATS to target U.S.-bound
container shipments and request examinations of high-risk container
shipments before they are loaded onto vessels. CS! is operational at
ports in North America, Europe, Asia, Africa, the Middle East, and Latin
and Central America. CBP estimates that, through the CSI program, it
prescreens over 80 percent of all maritime containerized cargo imported
into the United States.

Secure Freight Initiative. In response to a requirement in the SAFE Port
Act to scan 100 percent of U.S.-bound cargo containers, CBP established
SFI.7 CBP uses radiation detection and non-intrusive inspection
equipment to scan cargo containers before they are loaded onto vessels
at select foreign seaports Radiation detection equipment, such as
radiation portal monitors (RPM) and radiation isotope identification
devices (RIID) detect the presence of radioactive material that may be in
a container. RUDs and certain types of RPMs can identify the specific
radicactive isotope being emitted and whether the radiation is a threat or
is naturally occurring, such as that found in certain ceramic tiles. The
second type of equipment, referred to as non-intrusive inspection
equipment, uses X-rays or gamma rays to scan a container and produce
images of a container’s contents without having to open it.

Customs-Trade Partnership Against Terrorism. C-TPAT is a voluntary,
public-private sector partnership with private stakeholders in the

%Container status messages repor terminal container movements, such as loading and
discharging the vessel, and repart the change in the status of containers, such as if they
are empty or full. Container status messages also report conveyance movements, such as
vessel arrivals and departures. A vessel stow plan includes information such as the vessel
operalor, voyage number, the stow position of each container, hazardous material code (i
applicable), and the port of discharge.

"See 6 U.S.C. §§ 981-82.
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international trade community that aims to secure the flow of maritime
cargo bound for the United States.® Through C-TPAT, CBP officials work
with member private companies to review the security of their supply
chains to ensure their security practices meet CBP’s minimum security
criteria. In return, C-TPAT members receive various benefits, such as
reduced scrutiny of their shipments.

Figure 1 provides an overview of the global supply chain and the steps in
the supply chain where CBP's key initiatives and programs come into

play.

5See 6 U.S.C. § 961.
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Figure 1: The Global Supply Chain and CBP’s Key Cargo Security Initiatives and Programs
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*The Custorns-Trade Partnership Against Tesrorism is a voluntary program designed to improve the
security of the supply chain while maintaining an efficient flow of goods. Under this program, CBP
officials work in partnership with private companies o review their supply chain security plans to
Improve members’ oves
“The Automated Targeting System is a mathematical model that uses weighted rules t assign a sk
score 1o arrving cargo shipments based on shipping information. CBP uses the Automated Targeting
System as a decision support toot in targeting cargo containers for inspection,

alt security.

“The Container Security Initiative places CBP staff at participating foreign ports to work with host
country customs officials to target and examine high-risk container cargo for weapons of mass
destruction before it is shipped to the United States. CBP officials identify the containers that may
pose a risk for terrorism and request that the officials’ foreign counterparts examine the contents of
the containers
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CBP Has Made
Substantial Progress
in Enhancing Cargo
Security, but Some
Challenges Remain

Our prior work has shown that CBP has made substantial progress in
implementing various initiatives and programs that, coliectively, have
enhanced cargo security, but some challenges remain. Examples of
progress and chailenges in the areas of (1) using information for
improving targeting and risk assessment of cargo shipments, {2)
partnerships with foreign governments, and (3) partnerships with the
trade industry are discussed below.

CBP’s Efforts to Improve
Targeting and Risk
Assessments of Cargo
Shipments

in January 2015, we found, among other things, that CBP did not have
accurate data on the number and disposition of each high-risk maritime
cargo shipment scheduled to arrive in the United States.® On the basis of
our analyses of CBP data for fiscal years 2009 through 2013, we found
that, on average each year, approximately 11.6 million maritime cargo
container shipments arrived in the United States, and less than 1 percent
of those shipments were determined by ATS to be high-risk. We found
that CBP exarnined the vast majority of high-risk shipments, but CBP's
data on the disposition of high-risk shipments were not accurate because
of various factors, such as the inclusion of shipments that were never
sent to the United States. Further, our analyses found that CBP's data
overstated the number of high-risk shipments, including those that
appeared not to be resolved (examined or waived) in accordance with
CBP policy. We also found that when determining the disposition of high-
risk shipments, CBP officers were inconsistently applying criteria to make
some waiver decisions and were also incorrectly documenting the
reasons for waivers.™® As a result, we concluded that CBP could not
accurately determine the extent to which waivers were used consistently
and judiciously across CBP targeting units, as required by policy. We
recommended, among other things, that CBP define waiver categories

9GAO, Supply Chain Security: CBP Needs to Enhance lts Guidance and Oversight of
High-Risk Maritime Cargo Shipments, GAO-15-294 (Washington, D.C.: Jan. 27, 2015).

CBP officers can waive an examination if they determine through research that (1) the
shipment falls within a predetermined category of stated exceptions (standard exception),
or (2) they can articulate why the shipment should not be considered high-risk (articulable
reason). For example, a shipment could be identified as high-risk because it is associated
with & shipper on a terrorist watch list, but through further research, CBP officials
determine the shipper is not a true match to the terrorist watch list and, therefore, the
shipment should not be considered high-risk.

Page 7 GAO-16-790T
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and disseminate policy on issuing waivers for high-risk shipments. DHS
concurred with our recommendations and, in December 2015, CBP
issued a new policy, Nationaf Security Cargo Targeting Procedures, that
includes criteria for waiving mandatory examinations of high-risk
shipments (referred to as exceptions). The new policy also specifically
identifies certain types of shipments that do not qualify for exceptions to
examination requirements. in addition, CBP developed a new process for
recording waivers and issued a memorandum to targeting units on how to
apply the new procedures. CBF’s actions help ensure that all of its
targeting units are correctly and consistently applying and documenting
waivers.

In October 2012, we found that more regular assessments of ATS were
needed o enhance CBP’s targeting of maritime cargo and better position
CBP to provide reasonable assurance of the effectiveness of ATS. 1T We,
therefore, recommended that CBP (1) ensure that future updates to the
rules that identify risks are based on results of assessments that
demonstrate the effectiveness of such updates; and (2) establish targets
for CBP’s performance measures and use those measures to assess the
effectiveness of ATS on a regular basis to better determine when updates
to the rules that identify risks are needed. DHS concurred with the
recommendations and, in May 2015, CBP revised its National Security
Weight Set, Maritime Standard Operating Procedures (SOP) to address
the new requirements for the maintenance, review, and update of the
national security weight set in ATS. The SOP requires program managers
to compare proposed versions of the national security weight set against
the existing version as part of the process for determining whether to
implement a proposed new version of the weight set. Doing so will help
provide reasonable assurance that changes to the weight set will improve
the effectiveness of CBP’s targeting of maritime cargo container
shipments. The SOP also establishes a performance measure and an
associated target that will assist CBP in determining whether the weight
set is effectively targeting maritime cargo container shipments. The SOP
requires CBP to review the national security weight set for revisions if the
weight set does not meet the performance target in two consecutive
quarters. By assessing the weight set regularly against a performance

MGAO, Supply Chain Security: CBP Needs to Conduct Regular Assessments of lfs Cargo
Targeting Systern, GAO-13-9 (Washington, D.C.: Oct. 25, 2012).
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target, CBP will be better positioned to determine when updates to the
weight set are needed to ensure continued effectiveness in targeting of
high-risk maritime cargo container shipments.

In September 2010, we reviewed CBP's efforts to collect additional data
through the 10+2 rule and utilize these data to identify high-risk
shipments. ? We found that the 10+2 rule data elements were available
for identifying high-risk cargo, but CBP had not yet finalized its national
security targeting criteria to include these additional data elements to
support high-risk targeting. We recommended that CBP establish
milestones and time frames for updating the targeting criteria. In
December 2010, CBP provided us with a project plan for integrating the
data into its criteria, and in January 2011, CBP implemented the updates
to address risk factors present in the 10+2 data. We are currently
reviewing CBP's implementation and enforcement of the 10+2 program
and anticipate issuing our report in spring 2017.

CBP’s Partnerships with
Foreign Governments

In September 2013, we reported on CBP’s progress in implementing
CSL.® Specifically, we found that CBP had not regularly assessed foreign
ports for risks to cargo under the CSI program since 2005. While CBP
took steps to rank ports for risks in 2009, we found that CBP did not use
resuits from this assessment to make modifications 1o the jocations where
CSI staff are posted because of budget cuts. By applying CBP’s risk
model to fiscal year 2012 cargo shipment data, we found that CSI did not
have a presence at about half of the foreign ports CBP considered high-
risk, and about one-fifth of the existing CSi ports were at lower-risk
locations. We recommended that DHS periodically assess the supply
chain security risks from all foreign ports that ship cargo to the United
States and use the results of these risk assessments to inform any future
expansion of C3I to additional locations and determine whether changes
need to be made to existing CS! ports and make adjustments as
appropriate and feasible. DHS concurred with our recommendation and,

BGAO, Supply Chain Security: CBP Has Made Progress in Assisting the Trade Industry in
Implementing the New Importer Security Filing Requirements, but Some Challer 19
Remain, GAO-10-841 (Washington, D.C.: Sept. 10, 2010).

BGAQ, Supply Chain Security: DHS Could Improve Cargo Security by Periodically
Assessing Risks from Foreign Ports, GAO-13-764 (Washingtan, D.C.0 Sept. 16, 2013).
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in response, CBP developed a CSl Port Risk Matrix and Port Priority
Map. CBP officials stated that the matrix and map will be used, along with
several other tools available to CSI, to assess whether changes need to
be made to CSi ports worldwide. According to CBP, these tools are to be
updated yearly and, if necessary, can be updated more frequently based
on significant changes, emerging threats, and intelligence. As a result of
developing and employing these new risk-assessment tools, CBP should
be better positioned to ensure that it is allocating its resources to provide
the greatest possible coverage of high-risk cargo to best mitigate the risk
of importing WMD or other terrorist contraband into the United States
through the supply chain.

in October 2009, we reported that scanning operations at the initial SF1
ports encountered a number of challenges—including safety concerns,
logistical problems with containers transferred from rail or other vessels,
scanning equiprment breakdowns, and poor-quality scan images. " Both
CBP and GAO had previously identified many of these challenges, and
CBP officials were concerned that they and the participating ports could
not overcome them. Senior DHS and CBP officials acknowledged that
most, if not all foreign ports, would not be able to meet the July 2012
target date for scanning all U.S.-bound cargo, and DHS would need to
issue extensions to such ports to allow the continued flow of commerce in
order to remain in compliance with relevant statutory requirements.’ We
recommended that DHS, in consultation with the Secretaries of Energy
and State, develop, among other things, more comprehensive cost
estimates, conduct cost-benefit and feasibility analyses, and provide the
results to Congress. In response 1o our recommendations, CBP stated it
had no plans to develop comprehensive cost estimates or feasibility
analyses since SFl is operating at one port and it had no funds to conduct

MGAQ, Supply Chain Security: Feasibility and Cast-Benefit Analysis Would Assist DHS
and Congress in Assessing and Implementing the Requirement to Scan 100 Percent of
U.S.-Bound Containers, GAC-10-12 (Washington, D.C.: Oct. 30, 2008).

Bpursuant to the Implementing Recommendations of the /11 Commission Act of 2007,
which established the July 2012 deadline for 100 percent scanning of containers loaded in
a portor ports, this deadline may be extended in two-year increments if DHS certifies to
Congress that at least two out of a list of specific conditions exist. Among others, these
conditions include the following: adequate scanning equipment is not available or cannot
be integrated with existing systems, a port does not have the physical characteristics to
install the equipment, or use of the equipment will significantly affect trade capacity and
the flow of cargo. See 6 U.5.C. § 982(b)(4).
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such analyses. in July 2013, we closed these recommendations as not
implemented.

In May of 2012, 2014, and 2018, the Secretary of Homeland Security
authorized a 2-year extension of the deadline for implementing the 100
percent scanning requirement for U.S. bound cargo before it is loaded
onto vessels at foreign seaports. in May 2014, the Secretary of Homeland
Security renewed the extension (until July 2016) and stated that “DHS's
ability to fully comply with this unfunded mandate of 100 percent
scanning, even in fthe] long term, is highly improbable, hugely expensive,
and in our judgment, not the best use of taxpayer resources to meet this
country’s port security and homeland security needs.” The Secretary also
stated that he instructed DHS, including CBP, to do a better job of
meeting the underlying objectives of the mandate. In the most recent
letter, dated May 2016, authorizing the extension until July 2018, the
Secretary stated he has committed the Department to work towards
meeting the mandated 100 percent scanning requirement. The Secretary
also outlined steps DHS is faking to engage stakeholders to identify
solutions by leveraging the private sector. DHS plans to assess the
feedback it receives during the summer of 2016 and will subsequently
seek to test viable solutions in operational environments.

CBP's Partnerships with
the Trade Industry

in April 2008, we reported, among other things, that CBP took steps to
improve the process for validating C-TPAT applicants’ security practices
and implemented numerous actions to address C-TPAT management
and staffing chatlenges.' However, we found challenges with the
technology CBP used fo help ensure that validation information is
consistently collected, dosumented, and uniformly applied to decisions
regarding the awarding of benefits to C-TPAT members, and that CBP
lacked a systematic process to ensure that members take appropriate
actions in response to security validation findings. We also found that C-
TPAT's performance measures were insufficient to assess the impact of
C-TPAT on increasing supply chain security. We made recommendations
to CBP to strengthen C-TPAT program management and oversight.
Specifically, we recommended, among other things, that CBP document

GAO, Supply Chain Security: U.S. Customs and Border Protection Has Enhanced its
Partnership with Import Trade Sectors, but Challenges Remain in Verifying Security
Practices, GAO-08-240 (Washington, D.C.: Apr. 25, 2008).
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key data elements needed to track compliance with the SAFE Port Act
and other CBP internal requirements and to identify and pursue
opportunities in information collected during C-TPAT member processing
activities that may provide direction for developing performance measures
of enhanced supply chain security. CBP has since implemented these
recommendations by, for example, creating an automated platform to
track and capture the content and communication between CBP and C-
TPAT members to ensure that C-TPAT validation report
recommendations are implemented and identifying analytical tools and
data for trend analysis to better assess C-TPAT’s impact on the supply
chain. We are currently reviewing the C-TPAT program, specifically how
CBP assesses member benefits and conducts security validation
responsibiliies. We anticipate issuing our report in late fall 2016.

Thank you Chairman Hunter, Chairwoman McSally, Ranking Members
Garamendi and Vela, and Members of the Subcommittees. This
completes my prepared statement. | would be happy to respond to any
questions you may have at this time.

GAO Contact and
Staff
Acknowledgments

For questions about this statement, please contact Jennifer Grover at
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Appendix |: Description of CBP’s Layered
Security Strategy for Maritime Cargo
Shipments

This appendix describes the key initiatives and programs related to U.S.
Customs and Border Protection’s (CBP) strategy for ensuring the security
of maritime cargo. CBP has developed this strategy to mitigate the risk of
weapons of mass destruction, terrorist-related material, or other
contraband from being smuggled into the United States. CBF's strategy is
based on related initiatives and programs that attempt to focus resources
on high-risk shipments while allowing other cargo shipments to proceed
without unduly disrupting the flow of commerce into the United States.
The strategy includes obtaining cargo information on shipments in
advance of their arrival at U.8. ports to identify high-risk shipments, using
technology to inspect cargo, and partnering with foreign governments and
members of the trade industry. Table 1 provides a brief description of
some of the key initiatives and programs that compose this security
strategy.

Table 1: Description of U.S. Customs and Border Protection’s (CBP) Key Cargo Security initiatives and Programs

initiative/program and year  Description

introduced

Obtaining advanced information to identify high-risk cargo

Automated Targeting ATS is an enforcement and decision support system that compares traveler, cargo, and conveyance
System (ATS), 1999 information against intefligence and other enforcement data by incorporating risk-based targeting

scenarios and assessments. ATS assigns a risk score to arriving cargo shipments based on shipping
information to help CBP identify and prevent potential terrorists and terrorist weapons from entering
the United States.

24-hour rule, 2002 CBP generally requires vessel carriers io electronically transmit cargo manifests to CBP’s Automated
Manifest System 24 hours before U.S.-bound cargo is loaded onto a vessel ata foreign port. The
information is used by ATS in its calculation of risk scores. The cargo manifest information is
submitted by vessel carriers for alt arriving cargo shipments.

importer Security Fifing CBP requires importers and vessel carriers lo provide data elements for improved identification of
and Additional Carrier containerized shipments that may pose a risk for terrorism. The importer is responsible for supplying
Requirements {also known as  CBP with 10 shipping data elements, such as country of origin, 24 hours prior to loading, while the
the 10+2 rule), 2009 vessel carrier is required to provide 2 data elements, container status messages and stow plans, not

required by the 24-hour rule ®
Domestic scanning technology deployments

Non—imrqsive inspection CBP uses Nil equipment to actively scan both randomly selected containers and those identified by

(NH) equipment, 2001 ATS as high risk. Nil uses X-rays or gamma rays to scan a container and create images of the
container's contents without opening it. According to CBP, as of August 2014, it had deployed 272
large-scale NI systems to U.S. seaports 1o scan containers.

Radi»ation portal CBP's program to scan 100 percent of containers arriving in the United States with radiation

monitors (RPM), 2002 detection equipment prior to leaving a domestic port. As of August 2014, the Department of
Homeland Security (DHS) had deployed 388 radiation portal monitors at U.S. seaports, through
which over 99 percent of all containerized cargo arriving by sea is scanned.

Partnerships with foreign governments and the trade industry

Page 13 GAO-16-790T
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Appendix : Description of CBP’s Layered
Security Strategy for Maritime Cargo
Shipments

Container Security Initiative,
2002

CBP places staff at participating foreign ports to work with host country customs officials to target and
examing high-risk container cargo for weapons of mass destruction before they are shipped to the
United States. CBP officials identify the containers that may pose a risk for terrorism and request that
their foreign counterparts examine the contents of the containers. As of July 2014, there were 58
Container Security Initiative ports located in 32 countries,

Secure Freight initiative (SF1),
2007

CBP initiative to scan 100 percent of U.S.-bound container cargo for nuclear and radiological
materials at selected foreign ports using integrated examination systems that couple Nif and radiation
detection equipment before being placed on U.S.-bound vessels.” SFi was ariginally operational at
six ports, but has since been reduced in scope and is only operational at one port.

Customs-Trade Partnership
Against Terrorism, 2001

CBP develops voluntary parinerships with members of the international trade community composed
of importers; manufacturers; customs brokers; forwarders; air, sea, and fand carriers; and contract
logistics providers. Private companies that implement specific security measures and best practices
receive facilitated processing, such as a reduced likelihood of security-based examinations of their
cargo.

Source: GAO summary of infarmalion providad by the Deportment of Hometand Security. | GAO-15.740T,

(100972)

“Container status messages report terminal container movements, such as loading and discharging
the vessel, and report the change in the status of a container, such as if it is empty or full, The stow
plan provides information on the position of each cargo container on a vessel.

"See 6 U.S.C. § 982 (stating the July 2012 deadline for 100 percent scanning of containers loaded in
a port or ports, and allowing this deadline to be extended in two-year increments if DHS certifies to
Congress that at least two out of a list of specific conditions exist).
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Remote Detection of Concealed Nuclear Material
Dr. Gregory H. Canavan

1. The need to detect concealed nuclear materials became
clear on 9/11. My testimony to the Subcommittee on Coast
Guard and Maritime Transportation on 27 October 2015
argued that fast neutrons could produce the high signal to
noise ratios (SNR) needed for confident detection of nuclear
devices in transportation containers. The analysis here
indicates that is also possible for devices with significant
countermeasures intended to reduce nuclear signatures and
energies. Fast neutrons could fill TEU with neurons that
penetrate concealing moderators and cores, produce fission,
and generate distinct signals at distant sensors. Fast neutrons
produce fission neutrons whose energy difference forms the
basis for robust detection of nuclear material. Fast neutron
diffusion through moderators reduces their number but
increases energy differences, which assists detection.

2. Fast neutrons can penetrate ~ 30 centimeters of
moderators deployed to reduce neutrons flux and energy and
yet retain enough of each for detection. Thicker moderators
produce high SNR signals whose energy bands indicate
moderator composition and intensity indicates thicknesses.

3. Adding moderator to an initially sub-critical device
shifts it towards criticality and increases external signatures.
For a solid-core device with 10% safety margin an additional
15 cm moderator could shift it back to critical, which could be
compounded by container materials. Concealment has a price.

4. Neutron multiplication in the core can be estimated
with standard models, which indicate that it is well below
unity. Thus, neutron interrogation could not induce criticality.

5. Detection depends on the ratio of the difference
between source and fission neutron energies to their combined
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standard deviation. Those of fission neutrons fall exponentially
with the number of collisions they experience in diffusing out
through the moderator, so their averages are only = 1% of
their peaks, which contributes to high SNR.

6. Source neutron energies over 1 MeV are far above the
averages for fission neutrons. Added to the result that fission
standard deviations are small, that leads to detection SNR
above 100. While source energies are in the MeVs and their
collisions occur in microseconds, the measurements for
discrimination are on fission neutrons at keV on time scales of
milliseconds, which are conventional.

7. An order of magnitude change in fission statistics does
not degrade SNR significantly. A 10-fold increase in average
fission energy and standard deviation would shift the energy
for SNR =100 from 1 to 3 MeV; a 30-fold increase would only
shiftitto 5 MeV. A 100-fold increase would shift it to = 10
MeV, but SNR = 100 is apparently possible even there.

8. X-rays can detect but cannot identify mass. Passive
sensors do not detect materials with low emissions. Thermal
neutrons can penetrate but are easily countermeasured.

9. Fast neutrons can penetrate over 30 cm concealment
with currents, energies, and high SNR for confident detection.
Their sources could be adapted from conventional well logging
devices and their detectors from reactor and high energy
instrumentation. They could be deployed on cranes, ships, or in
ports for fast inspection of all cargo containers for confident
detection of nuclear threats attempting to take advantage of
the large number of containers entering U.S. ports.
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Figure captions

1. Fast neutrons slowing down in materials resembling the
contents of typical TEU (= 5% density Fe, for which the mean
free path is = 1.5 m) produce a roughly uniform distribution of
neutrons in TEU sized volumes. Their energy falls from 14 MeV
to 6 MeV in = 1 microsecond where fission neutrons are < 1
MeV. As both slow down they maintain a separation in energy
that provides a basis for filtering. Source neutrons must diffuse
through moderators, fission, and diffuse out for detection,
which happens in less than a microsecond. Fast reactor theory
can treat the slowing down of both the source and fission
neutrons that represent the signal and noise. (G. Canavan,
Remote Detection of Nuclear Material, Subcommittee on Coast
Guard and Maritime Transportation, 27 October 2015)

2. Nuclear theory can treat the penetration of neutrons
into moderators of varying thicknesses as a function of energy.
For 5 cm carbon moderator (essentially a bare device) there is
little attenuation. For 15 cm about 10% penetrates with 1 MeV
energy left; for 30 cm about 0.1% penetrates. Thicker
moderators produce high SNR signals that give information on
their composition and thickness (E. Fermi Nuclear Physics)

3. There are constraints on concealment. A device with
4.5 cm core and 11.5 cm moderator radius whose fission
probability is reduced 5% for safety would be returned to
criticality by an additional 5 cm of moderator. One reduced by
10% would be returned to critical by 15 cm. (R. Serber, Los
Alamos Primer, LA-1)

4. Neutron multiplication can be estimated with 6-factor
models that reduce here to f = vpg, where v is the number of
neutrons per fission, p is the probability of fission (= 1 for
highly enriched material) and q is the non-escape probability
(1 for infinite media and ~ 1/v near criticality.) For stability
f<1,orpq<1/v,wherev = 2.9 for plutonium and 2.4 for
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uranium. The probability of a fission is p; the probability of 2
fissions in sequence is (pq)?; of 3 fissions in sequence is (pq)?;
which sums to pq /(1-pq) < (f/v)/(1 - f/v) fissions, which for
plutonium is = 0.5 and for uranium = 0.7. Both are well below
unity, so neutron interrogation could not produce criticality.

5. The energy Er and standard deviation or of fission
neutrons fall exponentially with the total number of collisions
experienced as they diffuse out through the moderator, by
which both Er and or fall to = 1 keV. Averaged over the slower
fission rate collisions, the average Er and or are # 20 and 6 keV.

6. At energies >1 MeV the source neutron energy Es is
much greater than Er, and or is small compared to standard
deviation of source neutrons, os, so the argument of the energy
filter F reduces to Es/20s, which is approaches 10 at the far
right side of the figure the curve. There the argument including
the fission statistics, (Er - Es)/2(os +0¥), is similar. At energies
below 0.1 MeV where the fission statistics become important, it
falls rapidly, which defines the region of useful filter gain. The
filteris F =1 - erf [(Er - Es)/2(os +or)]; the SNR is S/F, which is
presented for signals S = 0.1 for 15 cm moderators and 0.001
for 30 cm moderators, relative to unit sources. The SNR curve
for 15 cm rises from = 0.1 at 0.01 Me to = 100 at 0.5 MeV, and
that for 30 cm rises from = 0.01 at 0.1 Me to =~ 100 at 2 MeV,
which are both large compared to those needed for high-
confidence discrimination.

7. The signal to noise for the nominal parameters and a
nominal signal of 0.1 is at left. The second curve results from
increasing Esr and or arbitrarily by factors of 10; the second by
30; and the fourth by 100, which shift SNR = 100 energies to 2,
4, and 10 MeV. While the source interactions take place at MeV
energies, the discrimination measurements would be at keV
energies at millisecond time scales.
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Fig. 1. Slowing down time vs Energy
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Fig. 7. S/N vs E for fission Energy & o
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Before the Committee on Transportation and Infrastructure’s Subcommittee on Coast Guard
and Maritime Transportation and the Committee on Homeland Security’s
Subcommittee on Border and Maritime Security

Joint Hearing entitled
An Examination of the Maritime Nuclear Smuggling Threat
and Other Port Security and Smuggling Risks in the U.S.

Thursday, July 7, 2016
10:00 a.m.
2167 Rayburn House Office Building

Thank you Chairmen Hunter and McSally and Ranking Members Garamendi and Vela for
convening this joint hearing. My name is David Espie, and | currently serve as the Director of
Security for the Maryland Port Administration’s Port of Baltimore. | am testifying today through
the Committee’s invitation and on behalf of the American Association of Port Authorities
(AAPA) wherein | am a member of its Security Committee. This is a vital topic, which could
ultimately impact the safety and security of the United States if not addressed in a cohesive and
expedited manner.

The AAPA is the unified and collective voice of the seaport industry in the Americas. The AAPA
empowers port authorities, maritime industry partners and service providers to serve their
global customers and create economic and social value for their communities. AAPA activities,
resources and partnerships connect, inform and unify seaport leaders and maritime
professionals in all segments of the industry around the Western Hemisphere. Security is a top
priority for alt member seaports. This testimony is on behalf of cur United States members.

In my role as the Director of Security for the Port of Baltimore, the prevention of maritime
nuclear smuggling into the United States is a top priority that requires a multi-faceted
approach. It requires the input of diplomatic resources, technical assets, human capital and
appropriate funding to facilitate subsequent preventive methodologies. Alf of this requires a
strong partnership with the federal government.
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As a retired FBI agent and former National Security Agency {NSA) Special Agent, | also view our
security from a national perspective that must empower ports to be more engaged in our
national security apparatus.

in my experience, it is vital that our government have sound diplomatic relationships with
countries that will cooperate with the United States in not only applying necessary security
measures to secure their own nuclear materials, but also assist in countering a neighboring or
regional country that may possesses such material and have negative intentions against our
nation or other nations. Global diplomacy and policies impacts local port security enforcement.

For example, the State Department’s Counter Nuclear Smuggling Unit, Department of Energy’s
partnership has nearly 50 countries providing radiation detection and nuclear forensics
equipment. The recent Nuclear Security Summit held here in Washington is an example of the
technical assets of our intelligence and federal law enforcement agencies and must be staffed,
continually deployed and refined. As we seem to see each day on the news, today's security
threat is a fluid target that is neither stagnant nor bound to any particular country, region or
territory, a church, an airport a night club, the list grows.

Existing capabilities and resources must be deployed and fully capable in order to maximize our
country’s opportunity to readily identify and neutralize potential threats. Development and
tasking of domestic and international sources must remain a priority of our intelligence services
and our local, state and federal law enforcement agencies. In some cases, | believe it would be
beneficial for port security directors to receive FBI briefings.

As an example, the threat of maritime terrorist smuggling appears to be increasing, possibly in
correlation with the flight of Syrian refugees to Europe. Recently, a stowaway on a roli-on roli-
off vessel destined for Baltimore was located by the ship’s crew and taken into custody by
Homeland Security Investigations {ICE). The stowaway admitted that he boarded the vessel
while it was docked at a German port.

Approximately one week prior to this event, a shipping lines manager in Baltimore advised that
his lines had experienced several stowaway attempts by Syrian nationals in Germany as well.
Directors of port security in the United States are not routinely granted a security clearance
with the federal government and hence, are not provided classified briefings regarding threats
to their ports.

The suspects of maritime nuclear smuggling efforts are numerous. The actions and
aggressiveness of the Islamic State of lraq and the Levant (ISIL} are challenging all aspects of our
port security procedures. The threat from ISIL emerges on several fronts. First, the size of ISIL’s
force is substantial. Second, ISIL is not a congruent entity. Its leadership remains in a fractured
state and subsequently, sub-factions form that are very difficult to identify or trace. Third, ISIL's

2
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use of the internet and related systems to recruit both actual soldiers and lone wolves has
proven to be extremely successful.

As a former police officer and now as a port security director, resources that can be utilized at
the local level are vitally important. FEMA’s Port Security Grant Program, has been instrumental
in coordinating port specific security needs with the national and global threats.

AAPA encourages Congress to continue to fund the Port Security Grant Program, but also insists
that grant funding be directed to ports and not diluted out to other law enforcement entities
with very low threats. Funding to local law enforcement needs to illustrate a stronger
connection with the port complex to ensure the funds are being used for their intended
purposes. There should be a letter of endorsement from the port authority if a regional
authority is to receive a port security grant. Threats against or nations seaports are always
emerging and port security grants are in continual demand.

Cybersecurity is a prime example of an emerging security threat since 9/11. Ports are working
with their stakeholders in addressing this very complex issue.

For example, in a recent survey of U.S. AAPA Security Directors:

® 52% of our ports have done a cybersecurity assessment within the last three years
s 67% of our ports Area Maritime Security Committee have formed a cybersecurity
working group

Our ports meet with the following groups on cybersecurity:

*  97% have met with the Coast Guard

e 20% have met with terminal operators

* 6% with shippers

o 68% of ports of received port security grant funding to do a cyber assessment

* 63% have received PSG funding for ongoing cyber projects

* 100 port employees are dedicated to cyber (there are also some part-time employees
dedicated to cyber)

In addition to cybersecurity, cargo containers have been identified as the most plausible
mechanism for smuggling nuclear material into the United States. Over 11 million containers
are shipped to our nation’s 300 sea and river ports on an annual basis. With the recent
completion of the Panama Canal expansion the number of containers from foreign ports will
dramatically rise.
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Following the 9/11 Commission, as you are aware, in 2007 Congress passed a law mandating
that before a cargo container was shipped to the United States it must be scanned with imaging
equipment and a radiation device.

To date, this law has not been procedurally incorporated wherein exemptions have been
employed by the Department of Homeland Security {DHS). Recently, an additional two-year
extension of the law’s implementation was approved by DHS with the support of AAPA, 100
supply chain and industry stakeholders. it has been estimated that it would cost approximately
$20 billion to deploy scanning procedures and technology at the 700 foreign ports which ship
cargo to the United States.

AAPA continues to work with DHS, stakeholders and industry experts in identifying innovative
approaches in ensuring container security.

As many of you already understand, the primary responsibility to detect and/or deter maritime
nuclear smuggling into the United States is Customs and Border Protection (CBP) and
increasingly ports need the CBP boots on the ground.

CBP also incorporates two proactive programs in an effort to counter maritime nuclear
smuggling, Customs-Trade Partnership Against Terrorism (C-TPAT) and the Container Security
Initiative (CSI). C-TPAT is an outreach program to elicit the cooperation of the maritime industry
which now has over 10,000 certified partners. The CSt has three main focuses: identify high-risk
containers, prescreen and evaluate containers prior to shipment and utilize technology to
prescreen high-risk containers.

However, all containers leaving a port are screened by a Radiation Portable Monitor (RPM)
wherein if an alert surfaces the container is subject to secondary screening. The 2006 Security
and Accountability for Every Port Act mandated that the 22 largest container ports utilize RPMs.

The totality of CBP’s RPM program is somewhat in a state of flux. First, the current RPM
technology is dated. Second, the maintenance of RPMs in place appears to fluctuate-such
maintenance records are not shared with port security directors. Third, although nothing has
been officially related to ports, CBP has inferred that the costs of newly installed RPMs will be
the burden of the port operator.

The current RPM program requires a thorough assessment and that CBP funding surrounding
the performance and future implementation of this technology should ultimately be increased
to cover necessary costs to include manpower as well.

In fiscal year 2015, when CBP was funded to hire 2,000 staff, fewer than 20 officers were
assigned to seaports. We cannot et this disproportionate approach to security continue. Our
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nation’s seaports handle more than 11 million maritime containers and over 11 million
international passengers each year.

Representatives Forbes, Poe, Hahn and Castor recently led a letter signed by 47 members,
requesting that more focus be placed on hiring maritime CBP staff. AAPA is submitting a copy of
this letter for the record.

In summary, our nation’s strategy to prevent maritime nuclear smuggling must utilize a holistic
approach. This strategy should continue to incorporate diplomatic engagement; utilize
intelligence community human and technical assets; a continued examination of port security
protocols to include those of which are federally mandated and those imposed by port
operators; increased funding of the Federal Emergency Management Agency’s Port Security
Grant Program to ensure ports are or remain in federal compliance; and the investment of
appropriate funding levels for federal agencies, particularly CBP, in order for current and future
legislative mandates be properly executed.

Thank you for the opportunity to testify this morning, and | look forward to any questions you
may have.
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“An Examination of the Maritime Nuclear Smuggling Threat and Other Port Security
and Smuggling Risks in the U.S.”

Good morning. Thank you for the opportunity to speak to you today. I am Jim Weakley,
president of the Lake Carriers’ Association (LCA). We represent 14 American companies that
operate 56 U.S.-flag vessels on the Great Lakes and carry the raw materials that drive the
nation’s economy: iron ore and flux stone for the steel industry, aggregate and cement for the
construction industry, coal for power generation, as well as salt, sand and grain. Collectively,
our members can transport more than 100 million tons of dry-bulk cargo per year and employ
more than 1,600 men and women, all of whom are U.S. citizens or legally admitted aliens, and
provide annual wages and benefits of approximately $125 million. In turn, the cargos our
members carry generate and sustain more than 103,000 jobs in the eight Great Lakes states and
have an annual economic impact of more than $20 billion.

I'would like to provide a brief overview of the Great Lakes Navigation System (GLNS),
its different market segments, risk profiles and mitigation strategies. Then I’ll focus the majority

of my testimony on how Lake Carriers’ Association members work to transition their vessels
from homeland security risks to homeland security resources. My comments will perhaps be

broader than some of the other testifiers today, representing the views of private sector vessel
owners.

The GLNS

The GLNS enables maritime commerce on America’s Fourth Sea Coast. The five Great
Lakes are tied together by three connecting channels (the St. Marys River, the Detroit/St. Clair
River system and Welland Canal) and the so-called “Achilles heel of North American
Manufacturing,” the locks at Sault Ste. Marie, Michigan. The St. Lawrence Seaway is the
umbilical cord that connects the GLNS and its 68 U.S. ports and 35 Canadian ports to global
trade. The Great Lakes are a bi-national system supporting both domestic and international
trade. For example, the navigation channel crosses the U.S./Canadian border 17 times in the
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Detroit/St. Clair River portion of the system alone. If measured as a single region, the eight
Great Lakes States and two Canadian Provinces represent the world’s third largest economy.

Although there is a great desire to move international container traffic to the GLNS, the
majority of the cargo moved today is bulk. The ocean-going international fleet, vessels
sometimes referred to as “salties,” primarily bring steel into the Great Lakes region and take
grain out. Approximately 225 salties call annually on both sides of the border moving 10 million
tons of cargo a year.

“Lakers,” the vessels LCA represents, are ships and barges specifically designed for the
Great Lakes trade. Most are self-unloading dry-cargo vessels, although some lack the self-
unloading equipment and others move liquid bulk material. Both the United States and Canada
reserve their domestic waterborne movements of cargo for “coastwise qualified” vessels. Our
nation’s “Jones Act-qualified” vessels are American-owned, American-built and American-
crewed. In 2013, U.S.-flag lakers transported about 86 million tons of iron ore, coal, limestone,
cement, salt, sand and grain in purely domestic moves (between two U.S. points) under the Jones
Act. Canadian-flag lakers transported slightly more than 35 million tons of cargo domestically
(between two points in Canada), including Canadian points on the Great Lakes ports, the
Canadian Arctic or its East Coast.

The Canadian and American fleets compete for the Great Lakes’ binational cross-lake
cargo. In 2013, the last year for which complete data is available, the total cross-lake trade
represented 37.4 million tons of cargo. The Canadian-flag fleet carried 34.6 million of it,
representing about 93% of the total. The U.S.-flag fleet carried 2.8 million tons or about 7%.

Great Lakes Security Risk Profile

L.CA members are the linchpin of what has been called “[o]ne of the nation’s most
economically vital systems, the iron mining—integrated steel production—manufacturing supply
chain...”! In general, iron ore, the primary raw materia} for steel, is transported by our ships
from mines in Minnesota and the Upper Peninsula of Michigan to steel mills in Indiana, Ohio,
Michigan and Pennsylvania. So crucial is that waterborne supply chain that the Department of
Homeland Security (DHS) has warned that an interruption of domestic shipping services through
the Poe Lock at Sault Ste. Marie, Michigan, would have “catastrophic impacts on the regional
and National economy,” including the interruption of steel production and the plunging of the
North American economy into a “severe recession.”™

The DHS study estimated that 11 million Americans would become unemployed and 3-5
million Mexicans and Canadians would lose their jobs if shipping through the Poe Lock was
interrupted for a six-month period beginning at the start of the shipping season. This is both a

! “The Perils of Efficiency: An Analysis of an Unexpected Closure of the Poe Lock and its Impact,” Department of
Homeland Security, (October, 2015), at 1. While this report is focused on the impact of a failure of the Soo Lock,
through which vessel that are part of this supply chain must pass, the analysis also demonstrates the significant
impact of shipping on the Great Lakes economy and beyond.

“1d at29.

* Id. at i,
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direct and indirect result of the manufacturing made possible by the 60 million tons of key raw
materials transiting the Poe Lock, part of the Soo Lock system, on an annual basis. According to
DHS, the State of Michigan’s unemployment would reach 22%, so exceeding its peak
unemployment rate of 15% during the Great Recession.

However, this is a national problem. In fact, the unemployment spikes in the event of an
interruption in Great Lakes shipping will ripple through the United States, a result of the far-
reaching impacts of the automobile manufacturing and general steel industry. The Army Corps
of Engineers (the “Corps™), which operates the Poe Lock, has taken security measures to ensure
the protection of the Lock. However, LCA and many others believe that the risk requires
construction of a lock that is redundant to the Poe. To its credit, the Corps is undertaking an
“Economic Reevaluation Report” (ERR) to update the redundant lock’s benefit-to-cost ratio
(BCR). The ERR will correct some flawed assumptions in the previous BCR; however, it will
not consider the impact of millions of unemployed North Americans. It will only consider the
“first order of magnitude impacts” such as the cost to vessels that would have carried the ore,
The ERR should be completed by December of 2017, which means the earliest the Corps is
likely to begin construction on this ten-year project is FY 20. Like DHS, we believe the strategic
importance of the project deserves more attention. :

All of that is simply to say that the threat of port and other maritime security risks on the
Great Lakes are matters of great concern not just for our industry but also for our nation.

This Hearing

While the House Transportation and Infrastructure Committee and its Coast Guard and
Maritime Transportation Subcomunittee have always had primary jurisdiction over our issues,
there is a tremendous growing national interest in the intersection between our maritime industry
and homeland security. As you well know, the length of our nation’s water borders far exceeds
its land borders, which receive so much more public attention. Therefore, the jurisdiction of the
Homeland Security Committee and its Maritime and Border Protection Subcommittee has taken
on arole of increased importance as our nation battles smuggling and related issues of all kind.
In fact, here’s what the Coast Guard has said about the potential vulnerability through our water
borders:

The vastness of this system and its widespread and diverse critical infrastructure
leave the nation vulnerable to terrorist acts within our ports, waterways, and
coastal zones, as well as exploitation of maritime commerce as a means of
transporting terrorists and their weapons.”

The Great Lakes provide an interesting study on the importance of maritime homeland
security. Although much of the national attention is focused on the southern border of the
United States, the northern border faces challenging issues of its own. The southern land border
of the United States is about 2,000 miles long. However, the Canadian/U.S. border is about

*Testimony of Rear Admiral Joseph Servidio, Assistant Commandant for Prevention Policy, before the House Coast
Guard and Maritime Transportation Subcommittee, at a hearing titled, “Tenth Anniversary of the Maritime
Transportation Security Act: Are We Safer?”, September 11, 2012.
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5,500 miles long, almost three times as long, and much of that U.S./Canadian border is a water
border.

As you can imagine, there are many maritime security issues related to that extensive
water border, and we deal with a complex series of interlocking rules and requirements in a
world where ships from Canada and around the world move seamlessly between U.S. and
Canadian waters. All those laws and regulations play an important role in border security, but,
from a practical point of view, one law stands above all others for its impact on American
maritime homeland security—the federal law known as the Jones Act.

The Jones Act

The Jones Act, of course, is the fundamental law of the American maritime industry. It
requires that any cargo moving between two points in the United States be carried on U.S.-built,
U.S.-crewed and U.S.-owned vessels. In other words, American vessels!

Most people on these Subcommittees know that the Jones Act provides important
national security and economic benefits. But there is overwhelming evidence that one of the
most important benefits of the Jones Act is homeland security, which includes prevention of
illegal smuggling but also much more. While the Jones Act is not primarily a homeland security
law, its role in keeping our nation secure is significant. Former U.S. Senator Slade Gorton, a
former Washington State attorney general and member of the 911 Commission, recently wrote
that *“helping to plug a porous border is a benefit of the Jones Act that is far too often
overlooked.” Strengthening Border Security: Look No Further Than the Jones Act, The Hill,
February 12, 2016. Likewise, Dr. Daniel Goure of the Lexington Institute, a prominent think
tank, has prepared two studies recently, including one titled, Venerable Jones Act Provides an
Important Barrier to Terrorist Infiltration of the Homeland, Lexington Institute, March 24, 2016.
He said, “Since 911, the Jones Act has taken on new significance in a way no one ... could have
tmagined. It now plays an important role in securing the homeland from the threat of
international terrorism.” The Jones Act and Homeland Security in the 21st Century, Lexington
Institute, June 2016.

Dr. Goure points out that the land borders in America are “dwarfed by 95,000 miles of
the national shoreline.” He points out that there are 25,000 miles of navigable waterways in our
nation’s inland river system. Of course, many cities in America, large and small, are located
along this shoreline. That is certainly true on the Great Lakes.

Of course, virtually all of the vessels that operate in the inland waterways and many of
the vessels on the Great Lakes are Jones Act vessels. There are approximately 40,000 Jones Act
vessels across the United States. On the Lakes, our fleet includes very large vesscls, including
ships as large as an aircraft carrier. The homeland security benefit of these Jones Act vessels is
noteworthy.

Let me quote directly from one of Dr. Goure’s studies:
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The task of securing U.S. seaports and foreign cargoes is daunting by itself. It
makes no sense to add to the burden facing domestic security agencies by
allowing foreign-owned ships operated by foreign crews to move freely
throughout America’s inland lakes, rivers and waterways. The requirement that all
the officers and fully 75 percent of the crews of vessels engaged in cabotage be
U.S. citizens goes a long way to reducing the risk that terrorists could get onboard
or execute an attack on a U.S. target. In effect, there is a system of self-policing
that reduces the requirement for law enforcement and homeland security
organizations to expend time and effort to ensure that these vessels and crews are
safe to traverse U.S. waters. Were the Jones Act not in existence, the Department
of Homeland Security would be confronted by the difficult and very costly
requirement of monitoring, regulating and overseeing foreign-controlled, foreign-
crewed vessels in coastal and internal U.S. waters.”

My comments, of course, should not be read as an indictment of all foreign shipping
companies that come in and out of the United States, including in and out of the Great Lakes.
Obviously the overwhelming majority of those companies, vessels and seafarers are not a
security threat to the United States. My point is simply that vessels owned and crewed by
Americans under the Jones Act have a very different risk profile than foreign vessels. For
example, our Jones Act mariners have all gone through extensive background checks in order to
receive their licenses, credentials and Transportation Worker Identification Credential (TWIC)
cards. Many have been trained at our maritime schools and universities. They live here. They
work here. These mariners and the companies they work for are fully subject to the reach of our
legal and regulatory system. In fact, many of these mariners and companies are full partners
with our American law enforcement agencies through a series of programs and partnerships that
encourage American seafarers to report suspicious activities, as discussed further below.

The opposite situation occurs when a foreign vessel with a foreign crew enters a U.S.
port. Because those crew members do not live and work here and sometimes are completely
unknown to us, there is a system of regulations and requirements to identify and address
potential threats. That regulatory system is elaborate, very expensive and, by definition,
imperfect. Unfortunately, in some cases we must rely on the screening practices of foreign
nations. That's why, according to the U.S. Government Accountability Office, “The Department
of Homeland Security (DHS) considers the illegal entry of an alien through a U.S. seaport by
exploitation of maritime industry practices to be a key concern.”

So if you ask me what the single most important thing you can do to encourage maritime
homeland security, I would say support the Jones Act. Ihave worked as an officer in the Coast
Guard, for an American shipping company and now heading an association of American
shipping companies, and from every vantage point I have seen that the Jones Act is our best line
of maritime homeland security defense.

“Venerable Jones Act Provides an Important Barrier to Terrorist Infiltration of the Homeland (Goure).
#GAO-11-195, Maritime Security: Federal Agencies Have Taken Actions to Address Risks Posed by Seafarers, but
Efforts Can Be Strengthened”, www.gao.gov. Retrieved 2016-06-24
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Other Great Lakes Security Issues and Practices

The Jones Act is just one of many protections to prevent smuggling and other nefarious
activity in the maritime sector. From the perspective of a U.S.-flag Great Lakes vessel operator,
our goal is to reduce our vulnerability to all threats as much as possible. As mentioned earlier,
our primary homeland security objective is to go from being a homeland security risk to
homeland security resource. Here are a few of the many ways that we do that:

National and Regional Risk Profile — Risk is a combination of threat and vulnerability. Others
on this panel and the previous one are far more qualified to comment on threat than I am. In fact,
our companies depend on the Coast Guard to notify us regarding the current and changing
homeland security threat status by its system of “Maritime Security Threat Levels” or
“MARSEC.” If the Coast Guard decides to change the threat level based on information in its
possession, it notifies us, company security officers and vessel security officers. Once that
notification is made, the appropriate action is taken as prescribed in company and vessel security
plans. Our relationship with the Coast Guard is highly cooperative.

The second aspect of risk is vulnerability. From vessel perspective, there are both
internal and external vulnerabilities. Both of these types are specifically addressed based on the
aforementioned individual vessel security assessment and response plans. LCA’s members use
the Coast Guard approved “Alternative Security Program for Great Lakes Dry-Bulk Cargo
Vessels.” Since the plan is considered “Sensitive Security Information” in accordance with
Title 49 of the U.S. Code of Federal Regulations, T will not go into great detail. From a general
perspective, we deploy many of the security measures you would expect, including access
control, perimeter expansion, personnel screening, vessel security sweeps, random baggage
searches and inspection of cargo and ship stores. We not only adjust our security profile based
on the prescribed threat level but also on the vessel operations and operational area. For
example, if the vessel is moored at a facility that is not required to comply with facility security
regulations, undergoing winter maintenance, in long-term storage or operating in restricted
waters, we may also adjust our security profile. These types of programs and systems are a core
part of how we operate.

Great Lakes Military and Law Enforcement — Obviously, vessel owners, operators and crew
form only a piece of the national maritime strategy to prevent smuggling and other threats. The
task given our military and law enforcement agencies, including the Coast Guard and Customs
and Border Protection in the United States, can be daunting. Using credible intelligence these
officials deploy their resources to conduct safety inspections, scrub crew lists, review manifests
and conduct full scale law enforcement boardings. The use of random inspections is another
tool, and our crews are often subjected to a level of scrutiny that they had not experienced prior
to the global war on terror. Qur sailors understand the greater national security interests at stake
and cooperate with and have the highest regard for American law enforcement agencies like the
Coast Guard. We also work with law enforcement agencies to make our vessels available as
training platforms both while underway and during maintenance periods.

“Eyes on the Water” — In the wake of the terrorist attacks at the World Trade Center in New
York, the Coast Guard has formalized a program that encourages professional mariners to report



115

suspicious activity on the water. Through its “Eyes on the Water” program, the Coast Guard
recognized that the more eyes looking, the better, and who could be more qualified to recognize
that something is afoul than the professionals who routinely sail the trade routes. All of our
members participate and report unusual or suspicious activity (e.g., when an unmanned aerial
vehicle buzzes a vessel or a critical piece of infrastructure). These are low cost, common sense
programs that make our homeland more secure, and we are proud to be full partners.

Radar Remote Access — Several LCA members are cooperating with a vendor on a project that
we think could benefit both law enforcement and search and rescue responders. The program
records vessel radar pictures with automatic identification system (AIS) data and allows shore
based operators to remotely access the information. We believe the system, if proven successful,
could be used to identify patterns of suspicious activity. Radars can monitor “uncooperative”
aircraft and vessels that are not required to or choose not to transmit AIS data. Having the ability
to look at a series of historical radar screens in an area can reveal suspicious trends and having
real time access to remotely look at a radar picture from a vessel underway vastly expands the
ability of shore based monitoring systems.

Mitigation for Salties — Great Lakes pilotage regulations require salties to carry a Canadian or
American registered pilot while sailing in the Great Lakes. Other U.S. states have similar
pilotage requirements for vessels entering America on international voyages. Although the
primary job of the pilot is to provide the vessel master with navigation advice, pilots also
perform a vital security function. Often they are the only American aboard a foreign vessel and
well-positioned to alert the Coast Guard or other law enforcement officials of suspicious activity
or unusual cargo aboard a foreign vessel in our waters destined for our docks. Highly trained
American pilots provide an onboard set of eyes with a vested interest in protecting our homeland.

Conclusion

In today’s world, threats to our maritime security are daunting. Every day our LCA
companies, and many other companies like them, are executing security plans, cooperating with
law enforcement, implementing innovative new programs, operating under the highly beneficial
requirements of the Jones Act and, ultimately, working to transition from a security risk to a
security resource. This is our goal every single day both as American shipping companies and as
America citizens.

Thank you for your interest and for the opportunity to provide my perspective. I am
happy to answer any questions you may have,
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U.S. Ports Want More Action
on Dirt BombPrevention

By MarEx 2016-07-06 18:59:32

The threat of terrorist smuggling at U.S. ports appears to be increasing, says the American
Association of Port Authorities (AAPA), who wants mechanisms to prevent cyber terrorism and
illegal nuclear materials from being trafficked through ports intensified.

Nuclear smuggling can involve small quantities of highly enriched uranium or plutonium that
could be used to build an improvised nuclear device. Additionally, radiological materials, such as
cesium-137, cobalt-60, and strontium-90, can be combined with conventional explosives to build
a radiological dispersal device, often referred to as a dirty bomb.

According to a nuclear and radiological material trafficking database managed by the
International Atomic Energy Agency (IAEA), approximately 2,700 cases of illicit trafficking of
such material have been confirmed as of December 31, 2014. These cases were reported by more
than 100 countries that voluntarily contribute to IAEA’s database.

Many confirmed cases involving the illicit trafficking of nuclear materials, including weapons-
usable material, have been traced to material that originated in countries of the former Soviet
Union and had fallen outside of those governments’ control.

Maryland Port Administration Security Director Dave Espie, a retired FBI agent and former
National Security Agency Special Agent, will testify on July 7 on behalf of the AAPA at a joint
hearing of the House Transportation and Infrastructure Committee’s Subcommittee on Coast
Guard and Maritime Transportation, and the House Homeland Security Committee’s
Subcommittee on Border and Maritime Security.

Espie says in his testimony that the threat of maritime terrorist smuggling appears to be
increasing, possibly in correlation with the flight of Syrian refugees to Furope. Recently, a
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stowaway on a roll-on rolloff vessel destined for Baltimore was located by the ship’s crew and
taken into custody by Homeland Security Investigations. The stowaway admitted that he boarded
the vessel while it was docked at a German port.

Approximately one week prior to this event, a shipping lines manager in Baltimore advised that
his lines had experienced several stowaway attempts by Syrian nationals in Germany as well.
Directors of port security in the United States are not routinely granted a security clearance with
the federal government and hence, are not provided classified briefings regarding threats to their
ports, says Espie.

The suspects of maritime nuclear smuggling efforts are numerous, says Espie. “The actions and
aggressiveness of the Islamic State of Iraq and the Levant (ISIL) are challenging all aspects of
our port security procedures. The threat from ISIL emerges on several fronts. First, the size of
ISIL’s force is substantial. Second, ISIL is not a congruent entity. Its leadership remains in a
fractured state and subsequently, sub-factions form that are very difficult to identify or trace.
Third, ISIL’s use of the internet and related systems to recruit both actual soldiers and lone
wolves has proven to be extremely successful.”

Maritime nuclear smuggling “could ultimately impact the safety and security of the United States
if not addressed in a cohesive and expedited manner,” says Espie in his testimony.

Espie believes there is a need for sound diplomatic relationships with nations that cooperate with
the U.S. to secure their own nuclear materials, and the need for them to assist in countering
ambitions of nuclear countries intent on inflicting harm with their fissionable materials.

In his prepared statement, Espie says that the U.S. strategy to prevent maritime nuclear
smuggling should use a holistic approach that incorporates diplomatic engagement, utilizes
intelligence community assets (human, cyber and technical), focuses on port security protocols
(both federally mandated and those imposed by port operators), increases Port Security Grant
funding to ensure ports are brought up to and remain in federal compliance, and appropriately
invest in federal agencies like Customs and Border Patrol to ensure current and future legislative
mandates are properly executed.

His testimony encourages Members of Congress to continue funding ports and that Customs and
Border Patrol assign more than one percent of its new hires to seaports, which was the
approximate staffing ratio of Customs and Border Patrol new hires to ports in fiscal year 2015.

In June, the United States Government Accountability Office submitted a report to the
Subcommittee on Energy and Water Development, Committee on Appropriations, U.S. Senate
on U.S. actions combatting nuclear smuggling. The report confirms that international nuclear and
radiological smuggling threatens the security of the United States.

The report highlights the global nature of the issues, and states that, according to officials from
the Department of Homeland Security, detecting and interdicting such materials as close to the
original source - and as far away from the United States - as possible, increases the probability of
successfully deterring nuclear smuggling into the United States and strengthens national security.
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Congress of the Enited States

THouge of Repregentatives
Waghington, BE 20515
July 1,2016

The Honorable Jeh Johnson

Secretary of the Department of Homeland Security
U.S. Department of Homeland Security
Washington, D.C, 20528

Decar Secretaty Johnson:

Thank you for your service and your dedication to protecting and securing our country. We
recognize and support your Department’s ongoing efforts to improve secutity and alleviate passenger
wait-times in our nation’s airports, However, as you are well aware, our nation’s security is 2 muld-
faceted challenge. As DHS addresses the ongoing challenges associated with aviation secutity, we ask
that you also focus long overdue resoutces to our maritime ports and resolve the Customs and Border
Protection (CBP) staffing shostages facing the passenger and freight facilities that connect directly with
our communities.

In Fiscal Year 2015, when CBP was funded to hire 2,000 staff, fower than 20 officers were
assigned to seaports. We cannot let this dispropottionate approach to secutity continue. Our nation’s
seaports handle more than 11 million maritime containers and over 11 million international passengers
each year. Annual increases in volume and periodic sutges in ship traffic, paired with a muted response
from the Department, have led to repeated dock-side delays in inspecting and cleating cargo, ¢reating a
ripple effect throughout our cconomy and supply chain.

To address these shortages, port authorities have utilized an atray of tools to keep cargo and
passengets moving through their terminals. One such tool is the congressionally authorized pilot 559
program, which allows ports to pay the overtime costs of CBP personnel when additional houts of
screcning atc required. While this flexibly was meant to serve as an avenue for relief, it is not a cost that
our ports can afford to bear in the long-tetm. The need for a permanent solution remains.

Morceover, as Members of Congress we stand ready and willing to assist the Department in
addressing CBP’s current staffing issues. In April, the House unanimously approved legislation to help
enhance the operational capacity of CBP services with the passage of the Botder and Maritime
Coordination Improvement Act, HR. 3586. Language was also included in the Fiscal Year 2017
National Defense Authorization Act (NDAA) to enable CBP to expedite the hiting process for
applicants with a military background. Thesc arc important steps in the right direction; however, more
must be done to ensure that the staffing shortages at our scapotts arc addressed.

We, thetefore, utge you to take this opportunity to address CBP staffing issues at our nation’s
seaports, in addition to out air and land ports of entry.

Thank you for your atteation to this matter, and we look forward to your response.

Sincerely,
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Member of Congress .

John Quiberson
Metnber of Congress



122

CC:

‘The Honotable John Carter, Chaitman Homeland Secutity Appropriations Subcommittee

The Honorable Lucille Roybal-Allard, Ranking Member Homeland Security Appropriations
Subcommittee

The Honorable John Hoeven Chairman Senate Committee on Apptoptiations Subcommittee on
Homeland Secutity

The Honorable Jeanne Shaheen, Ranking Membet, Senate Committee on Appropriation
Subcommittee on Homeland Secuzity
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